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This analysis has indicators which have influence on the system, that can be built on this 
technologie Li-Fi, has shown that: The advantage of Light Fidelity is the high data transfer rate. 
Taking 224 Gbps as a basis, Li-Fi exceeds the limit speed of Wi-Fi-standard IEEE 802.11ax by 
22.4 times, and IEEE 802.11ac - by 30 times.The second advantage of the technology is its 
relatively high protection against hacker penetration. The fact is that the underlying transmission 
of light does not pass through the walls. Therefore, to hack into the network Li-Fi intruder must 
be in close proximity to the source of the signal, thereby losing its anonymity.                                                            

Drawbacks of Li-Fi technology                       :                                                                                             
The above mentioned plus results from the main disadvantage of Light Fidelity 

technology, namely the short range of information transfer. Not only does a hacker have to be 
close to a light source to break in. The user himself can use Li-Fi only within the room.                                             

Conclusion: according to data mentioned above we can assume that Li-Fi is one of the 
most promising wireless technologies. Because of it’s speed, magnetic durability, protection 
level and cheapness, Light Fidelity technology has all chances. 
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Abstract. This paper discusses modern Smart Home systems, network communication 
between components (modules), main advantages and disadvantages as well as problems that 
may arise during system development. 
 

Nowadays, almost all of us (4.57 billion people or 59 percent of the global population) 
[1] has internet access. It could be a mobile phone, 3G/4G mobile modem, or fibre/ADSL 
connection line. In the case of domestic internet, people used to have their local subnet to 
connect home devices to one internet access line. But, home devices are not only smartphones, 
laptops. PC or TV (or new name – smart TV). It's also could be some smart devices – IP 
cameras, smart light systems (or just smart light bulbs), or even familiar for us home devices 
(coffee maker machine, washer, and so on). 

All these modern smart devices have in common one thing – OSI networking model via 
connection to local subnet or even the internet using wired or wireless connection methods, 
combining all these devices into a Smart home single system even if it doesn't have a well-
known for us Wi-Fi adapter. 

Smart home technology, also often referred to as home automation or domotics (from the 
Latin "domus" meaning home)[2], provides homeowners security, comfort, convenience, and 
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energy efficiency by allowing them to control smart devices, often by a smart home app on their 
smartphone or another user device. A part of the internet of things (IoT), smart home systems, and 
devices often operate together, automating actions based on the homeowners' preferences. 

Smart home systems can be centralized or non-centralized [3]. In the first, all devices are 
controlled from a single module (named “hub” or “gateway”), which makes it possible to build 
complex automation schemes. Non-centralized systems are composed of autonomous chains of 
devices or even “lone” devices and support client connection to control or monitor system but 
have less functionality. Due to much more opportunities into development smart home systems, 
we will consider centralized type. 

Also, it is important to distinguish wired and wireless connection types. The wired 
connection could be just like a logical medium (switch or temperature sensor) or could be even 
bus medium – I2C, Ethernet, or even USB. Wired connection used to be the more secure 
connection and device don't need to have own power supply but not all hubs support this type of 
connection and sometimes there is no ability to lead the wires to device. 

The wireless connection also has different protocols – Wi-Fi, which is used to connect 
devices, that have a stable power and must have a high-speed rate (Air conditioner, TV, and so 
on); ZigBee – uses almost the same frequencies as Wi-Fi, but has a much lower speed and power 
consumption (for example, door locks); Bluetooth LE – almost not usable because of low 
distance, but still has low power consumption and higher speed rate than ZigBee does. 
Modern centralized smart home system contains several roles: 

 Gateway or hub – this central part of all systems, usually, supports popular 
wireless protocols to support many devices (Wi-Fi, ZigBee, Z-Wave, Bluetooth LE, and so on). 
This device has software that controls and monitors all components and allows the user to 
interact with them, thus some kind of bridge between the user and the smart home. 

 Executive device – a device that connects to a hub and performs actions sent by 
hub software. For example, a smart door lock that can open the door. 

 Publisher or sender – a device that can provide some kind of data. For example, 
temperature sensor, fire, or smoke detector. 

Installing a smart home technology system provides homeowners with convenience. 
Rather than controlling appliances, thermostats, lighting, and other features using different 
devices, homeowners can control them all using one device – usually a smartphone, tablet, or 
laptop with special software. 

Since they are connected to a smart home app, users can get notifications and react to 
issues in their houses. For example, smart doorbells allow homeowners to see, communicate, and 
even open a door remotely to a visitor who comes to their doors even when they are not at home. 
Users can also set and control the internal temperature, lighting, and appliances as well. 

For the cost of setting up the smart system, homeowners can benefit from significant cost 
savings or increased security. Appliances and electronics can be also used more efficiently, 
lowering energy costs [4]. 

While the smart home offers convenience and cost savings, there are still challenges. 
Security risks and bugs continue to plague makers and users of the technology. 

Adept hackers, for example, can gain access to a smart home's internet-enabled 
appliances. In October 2016, a botnet called Mirai infiltrated interconnected devices of DVRs [4], 
cameras, and routers to bring down a host of major websites through a denial of service attack, 
also known as a DDoS attack. Another type of threat for Smart home Systems is sniffing packets 
in one subnet, which allows hackers to get user login information or even send commands to 
executive devices (for example, the 
most dangerous threat – to open doors). 

Measures to mitigate the risks of such attacks include protecting smart appliances and 
devices with a strong password, using encryption when available, and only connecting trusted 
devices to one's network. 
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The development of software for modern Smart home systems is very relevant because 
there is not a lot of hub systems on the market at all and many of them support components and 
sensors of one brand only and its components have become cheaper. The idea behind the 
development of the new software project is to make the Smart Home system more “transparent” 
and cheaper for the average homeowner on the market using open source software parts and 
available “hardware” components. Using smart devices as the ones listed above not only saves 
energy but also saves money. A lower electricity bill means a bigger budget and more money 
that can be used to replace old devices or upgrade a home to make it even more sustainable. 

There is a list of problems that homeowners might have (based on reviews) [5]: Smart 
Home devices are not always compatible with each other; Unnecessary Data Collection (junk 
files); False Alerts of different sensors; Dropped or unstable connections; Batteries drain in 
standby or operating mode. These problems will be resolved in new flexible software that will be 
developed by considering real users' problems. 
Conclusion 

The Modern Smart Home system presents us with new opportunities to use the internet 
and our devices in another way. The IoT device market has undergone radical changes in only a 
few short years. Starting with disparate devices and no ecosystems to speak of, the market has 
now grown to encompass enterprise players working together to create ecosystems, tailored for 
mobile technology, which allows IoT devices to become interconnected. 

Automaton of the home may have once seemed like a peculiar and unlikely concept, but 
as our devices become smarter and more investment is poured into the development of IoT 
consumer products, we are likely to see increased competition spur on further innovation in the 
field by making this technology more stable and available for all of us. 
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ОЦІНКА ЕФЕКТИВНОСТІ ІННОВАЦІЙНОЇ ДІЯЛЬНОСТІ ПІДПРИЄМСТВ 
ІНФОКОМУНІКАЦІЙНОЇ СФЕРИ 

Анотація. Розглядаються особливості організаційно-економічного механізму 
спрямованого на інтенсифікацію інноваційної діяльності підприємств інфокомунікаційної 
сфери. Для оцінки ефективності інноваційної діяльності пропонується математико-
статистичний метод експертних оцінок, розглядається функціонал та визначаються 
складові на яких слід сконцентрувати увагу. Зазначено, що інноваційна та виробнича 
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