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Дисертаційна робота присвячена вирішенню актуальної науково-

прикладної задачі, яка пов’язана з забезпеченням належного рівня якості 

обслуговування у віртуалізованих мережах за рахунок впровадження 

математичних моделей і методів аналізу та верифікації відповідності складових 

архітектури віртуалізованих мереж. 

У результаті проведеного в роботі аналізу встановлено, що розвиток та 

повноцінне функціонування технології віртуалізації мережевих функцій 

ускладнено рядом чинників. По-перше, не існує стандартизованих механізмів 

та правил побудови архітектури NFV: документація міжнародних консорціумів 

та інститутів стандартизації у галузі телекомунікацій носить здебільшого 

рекомендаційний узагальнений характер і не містить чітких вимог щодо 

впровадження та подальшої підтримки функціонування віртуалізованих мереж. 

По-друге, у більшості випадків інтерфейси мережевого обладнання з 

підтримкою технології NFV, що надається різними розробниками, наприклад, 

Cisco, HP, Juniper, Mikrotik, залишаються закритими та мають комерційне 

спрямування. По-третє, реалізація різних механізмів віртуалізації мережевої 

інфраструктури та використання різних систем управління та моніторингу 

призводить до виникнення функціональних розбіжностей та значного зниження 

якості обслуговування кінцевих користувачів. 

Також встановлено, що формалізація вимог щодо функціонування 

віртуалізованих мереж, своєчасний аналіз ефективності та коректності 
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розподілу мережевих ресурсів у процесі надання послуг за рахунок 

впровадження математичних моделей та методів дозволяє своєчасно виявляти 

та усувати ряд розбіжностей та можливих помилок на ранніх етапах розробки 

мережевих рішень з підтримкою технології NFV. Розробка ж нових та 

вдосконалення існуючих моделей та методів формалізації та аналізу 

ефективності функціонування віртуалізованих мережах у процесі надання 

послуг дозволить усунути ряд критичних помилок і, як наслідок, покращити 

рівень якості обслуговування у телекомунікаційних мережах в цілому. 

У якості методу формалізації вимог специфікації запропоновано 

використовувати математичний апарат темпоральних логік, зокрема логіку 

лінійного та розгалуженого часу. Важливою відмінною рисою темпоральних 

логік від існуючих математичних методів формалізації специфікації є 

можливість нотування паралельних процесів, відображення зміни їх 

послідовності у часі та загальної тривалості процесів. На основі базових правил 

темпоральних логік розроблено метод виявлення протиріч у вимогах та 

твердженнях специфікації. Запропонований метод базується на пошуку взаємо 

виключень атомарних висловлювань. Використання даного методу дозволило 

підвищити ефективність процесу аналізу вимог, а також скоротити ймовірність 

виникнення помилок у процесі надання послуг.  

Аналіз коректності розподілу мережевих ресурсів запропоновано 

проводити за допомогою модельного підходу. Вибір методу обумовлено 

економічними показниками: виявлення помилок безпосередньо на стадіях 

впровадження та функціонування призводить до значних матеріальних витрат. 

У якості математичного апарату моделювання процесів надання послуг 

запропоновано використовувати Е-мережі. Розроблено метод синтезу Е-мереж 

за формалізмами темпоральних логік, що відображають вимоги та твердження 

специфікації. Підчас проведення оцінки коректності розподілу мережевих 

ресурсів, а також з метою встановлення збереження функціональних, так у не 

функціональних вимог у моделі реалізації, запропоновано проводити аналіз 



4 

таких алгоритмічних властивостей, як обмеженість, активність, досяжність та 

безпечність. 

В якості методу аналізу алгоритмічних властивостей Е-мереж 

запропоновано використання теорії формальних граматик, зокрема регулярної 

контекстно-залежної граматики та породження ланцюгів мови Р-типу. 

Розроблено метод синтезу формальної граматики, зокрема мови Р-типу, що 

дозволяє однозначно відобразити кожний активний перехід моделі протоколу 

на основі Е-мережі відповідним до нього символом, що дозволяє однозначно 

інтерпретувати зміну станів моделі за допомогою символів алфавіту. 

Формування мовних ланцюгів або продукції виводу Р-типу дозволило 

встановити наявність циклів та послідовності процесів, що не призводить до 

виникнення помилок підчас надання послуг. 

Підтвердження відповідності властивостей розробленого мережевого 

рішення до усієї сукупності вимог запропоновано проводити за допомогою 

верифікації, зокрема, запропоноване використання класичного підходу 

«перевірки на моделях». Підчас розробки методу верифікації до уваги прийнято 

основні відмінні особливості процесів надання послуг у віртуалізованих 

мережах з підтримкою технології NFV, а також обмеження існуючих методів. З 

метою усунення виявлених недоліків, таких як ефект «комбінованого вибуху» 

простору станів запропоновано використання декількох сценаріїв процесу 

верифікації. Процес проведення верифікації базується на послідовній перевірці 

еквівалентності мовних ланцюгів Е-моделі реалізації та специфікації 

відповідно. Застосування запропонованого методу дозволяє в алгебраїчному 

вигляді описати причини невідповідностей поведінки реалізації протоколу його 

специфікації та виявити шляхи їх усунення. У рамках оцінки ефективності 

запропонованого методу проведено експеримент: верифікацію фрагменту 

мережі двома методами – розробленим методом та методом SPIN. Встановлено, 

що виграш при використанні розробленого методу склав 15,9%. 

Для моделювання зміни мережевих характеристик в процесі надання 

послуг запропоновано застосування теорії мережевого обчислення, на основі 
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якої складено ряд визначень, що дозволяють найбільш повно моделювати 

елементи NFVI. Запропоновано методи аналізу поведінки NFVI у двох часових 

моделях: безперервному часі: криві навантаження і обслуговування та 

дискретному часі: функція прибуття і відправлення. Розроблено алгоритм 

резервування ресурсів підчас надання послуг, що базується на використанні 

елементів теорії мережевих обчислень. В основу методу покладено алгоритми 

аналізу та оцінки граничних показників затримки і швидкості обробки, що 

характерні для кожного вузла. 

Ключові слова: темпоральні логіки, Е-мережі, регулярні формальні 

граматики, віртуалізація мережевих функцій, система управління та 

оркестровки. 

 

ABSTRACT 

 

Mohammed Jamal Salim. Models and Methods for Ensuring Quality of Service 

in Virtualized Networks. - Qualifying research work as a manuscript. 

Dissertation for the degree of Candidate of Technical Sciences (Doctor of 

Philosophy) in the specialty 05.12.02 - Telecommunication Systems and Networks, 

O.S. Popov Odesa National Academy of Telecommunications,  Ministry of Education 

and Science of Ukraine,  Odesa, 2018. 

The dissertation is devoted to the solution of a relevant scientific and applied 

problem, which is related to ensuring the proper level of service quality in virtualized 

networks by introducing mathematical models and methods for analyzing and 

verifying the consistency of the architecture components of virtualized networks. 

As a result of the analysis carried out in the work, it was established that the 

development and full functioning of virtualization technology of network functions is 

complicated by a number of factors. First, there are no standardized mechanisms and 

rules for constructing the NFV architecture: the documentation of international 

consortia and telecommunication standardization institutes is mostly of a general 

recommendation nature and does not contain clear requirements for the 
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implementation and further support of the functioning of virtualized networks. 

Secondly, in most cases, NFV network equipment interfaces provided by different 

developers, such as Cisco, HP, Juniper, Mikrotik, remain closed and commercially 

oriented. Thirdly, the implementation of various mechanisms for virtualization of the 

network infrastructure and the use of different management and monitoring systems 

leads to functional differences and a significant reduction in the quality of service of 

end users. 

It has also been established that the formalization of requirements for the 

functioning of virtualized networks, timely analysis of the efficiency and correctness 

of network resources allocation in the process of providing services through the 

introduction of mathematical models and methods allows timely identifying and 

eliminating a number of differences and possible errors at the early stages of 

development of network solutions with the support for NFV technology. The 

development of new and improved existing models and methods of formalization and 

analysis of the effectiveness of virtualized networks in the process of providing 

services will eliminate a number of critical errors and, consequently, improve the 

quality of service in telecommunication networks in general.  

As a method for formalizing the requirements of the specification, it is 

proposed to use the mathematical apparatus of the temporal logic, in particular the 

logic of linear and computational time. An important distinctive feature of temporal 

logic from the existing mathematical methods of specification formalization is the 

ability to express parallel processes, display changes in their sequence over time and 

total duration of processes. Based on the basic rules of temporal logic, a method for 

identifying contradictions in the requirements and statements of the specification is 

developed. The proposed method is based on finding mutually excluding atomic 

statements. The use of this method has improved the effectiveness of the 

requirements analysis process, as well as reduced the probability of errors in the 

provision of services. 

The analysis of the correctness of network resource allocation is proposed to 

be conducted using a model approach. Economic indicators condition the choice of 
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the method: the detection of errors directly at the stages of implementation and 

operation leads to significant material costs. As a mathematical model for service 

delivery processes, it is proposed to use E-networks. The method of synthesis of E-

networks according to the formalisms of temporal logic that reflects the requirements 

and statement of the specification is developed. In assessment of the correctness of 

network resources allocation as well as in order to establish the preservation of 

functional and non-functional requirements in the implementation model, it is 

proposed to analyze such algorithmic properties as boundedness, activity, reachability 

and safety. 

As a method for analyzing the algorithmic properties of E-networks, the use of 

the theory of formal grammars, in particular regular context-dependent grammar and 

generation of P-type language strings, is proposed. The method of synthesis of formal 

grammar, in particular P-type language, is developed, which allows unambiguous 

displaying each active transition of the protocol model on the basis of the E-network 

to its corresponding symbol, which allows unambiguous interpreting the change of 

states of the model with the help of symbols of the alphabet. The formation of speech 

chains or output of P-type production allowed the establishment of cycles and 

sequence of processes, which does not lead to errors during the provision of services. 

Confirmation of consistency in the properties of the developed network 

solution to the whole set of requirements is proposed to be carried out with the help 

of verification, in particular, it is offered to use of the classical approach of "Model 

Checking". In the course of developing the verification method, the main distinctive 

features of service delivery processes in virtualized networks supported by NFV 

technology and the limitation of existing methods are taken into account. In order to 

eliminate the identified shortcomings, such as the effect of the "combinatorial 

explosion" of the states space, the use of several scenarios of the verification process 

is proposed. The verification process is based on the consistent verification of the 

equivalence of the language chains of the E-model of implementation and the 

specifications, respectively. The application of the proposed method in an algebraic 

manner allows describing the causes of inconsistencies in the behavior of the 
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implementation of the protocol to its specifications and identifying ways to eliminate 

them. In the framework of evaluating the effectiveness of the proposed method, an 

experiment was conducted: verifying the network fragment with two methods - the 

developed method and the SPIN method. It was established that the gain with using 

the developed method was 15.9%. 

To simulate the change of network characteristics in the process of providing 

services, the application of the theory of network calculus has been proposed, on the 

basis of which a number of definitions are made that allow the most complete 

modeling of the NFVI elements. The methods of analysis of NFVI behavior in two 

time models are proposed: continuous time: arrival and service curves and discrete 

time: arrival and departure function. The resource allocation algorithm is developed 

during the provision of services, which is based on the use of elements of the theory 

of network calculus. The method is based on algorithms for analysis and evaluation 

of the boundary indicators of delay and processing rate, which are characteristic for 

each node. 

Key words: temporal logics, E-networks, regular formal grammars, 

virtualization of network functions, control system and orchestration. 
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  INRODUCTION 

 

The development of modern telecommunication networks is fraught with a 

number of difficulties: the increase in the volume and the expansion of the 

functionality of the services provided entails complicating the management 

mechanisms and increasing the requirements for the equipment of the network 

infrastructure. Thus, a number of tasks of the session and application layers are 

superimposed on the network equipment of the transport and data link layer [20, 143, 

144], as well as the need to support a number of additional protocols responsible for 

managing the transmitted information. The current situation leads either to an 

increase in the cost of the network infrastructure, or to the occurrence of overloads in 

the network and, as a result, to a decrease in the quality of the provided services. 

The creation and implementation of networks supporting Network Function 

Virtualization (NFV) is one of the most promising ways to solve the problem of 

improving the quality of services. Due to the fact that NFV technology allows the 

software to implement a wide range of functions and services, which are currently 

provided only by network equipment implemented as hardware (firewalls, edge 

routers, switches, access servers and others), in the form of open source software. 

Thus, with the use of NFV technology, any type of service can be quickly 

implemented and provided to the end user at the required time with a given level of 

quality. 

However, the development and full functioning of the virtualization technology 

of network functions is hampered by a number of factors nowadays. First, there are 

no standardized mechanisms and rules for constructing the NFV architecture: the 

ETSI and IETF documentation has a recommendatory generalized nature and does 

not contain clear requirements for the implementation and further support of NFV. 

Secondly, in most cases, network equipment interfaces supporting NFV technology 

provided by various developers, for example, Cisco, HP, Juniper, Mikrotik, remain 

closed and are commercially-oriented. 
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The formalization of requirements for the functioning of virtualized networks, 

the analysis of efficiency and the assessment of the correctness of the allocation of 

network resources in the provision of services through the introduction of 

mathematical models and methods will allow timely identification and elimination of 

a number of discrepancies and possible errors at the early stages of developing 

network solutions supporting virtualization functions. However, the methods used 

today in the development of network solutions do not allow ensuring the proper 

quality of services in networks supporting NFV technology: the methods of 

formalizing the requirements of the specification widely spread during the 

development of traditional telecommunication systems and networks (SDL, UML 

and others) do not allow full formalizing of the cause-effect relationships between the 

virtualized network components; and the inadequate development of methods for 

analyzing and verifying NFV solutions can lead to a number of critical errors that 

affect the further quality of service to end users. 

Therefore, developing new and improving existing models and methods for 

formalizing and analyzing the performance of virtualized networks during the 

provision of services will eliminate a number of possible errors and, as a result, 

improve the quality of service. 

The attention of major European telecommunication providers like Alcatel-

Lucent, AT&T, BT, Deutsche Telekom, Orange, Telecom Italia, as well as 

international institutions and consortia - ETSI, IRTF, IETF SFC WG, DMTF OVFOn 

is focused on the development of virtualization technology, network functions, 

namely the objectives of the study and improvement of methods for the development 

and implementation of mechanisms of service formation and delivery with support 

for quality of service. The work of AT&T researchers (B. Khan, V. 

Kopalakrishnana), Deutsche Telekom (W. Michelle, K. Michelle), Telecom Italia (E. 

Demaria, A. Pinnola), Vodafone (S. Sabater, A. Neno) are devoted to methods of 

improving the quality of service in networks with the support of NFV technology, in 

particular, the development of methods to increase the efficiency of the network 

resource allocation, and the correctness of the operation of control systems. and A 
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number of works of Russian and Ukrainian scientists - Zakharov V.A., Smolenskyy 

R.L., Kucheriavyy A.Ie., Chemeretskyy Ie. V. and others also been devoted to 

models and methods of analysis, design and implementation of NFV solutions. 

The result of the analysis of existing researches and practical implementations 

of network solutions with support for NFV allows drawing a conclusion that the 

perspective direction of elimination of existing shortcomings arising in the course of 

their functioning is the introduction of mathematical models and methods of analysis 

and verification as the final steps of each stage of the development process. Thus, a 

clear formalization of the specification requirements for the introduction of virtual 

network functions, mathematical methods for analyzing the allocation of resources 

and assessing the compliance of the final implementation of NFV with the 

requirements of the specification in the development process will increase the 

availability of services and the quality of their provision in the final implementation 

of NFV solutions. 

Therefore, the thesis is dedicated to solving the relevant scientific and applied 

problem of providing the required level of service quality in networks with support 

for NFV for improving existing and developing new mathematical models and 

analysis methods, and verifying the compliance of the functional properties of the 

virtualized network solutions being implemented with QoS requirements. 

Connection of the work with scientific programs, plans and subjects. 

The work was carried out in accordance with the provisions of the "The 

Concept of the National Program of Informatization", "The Concept of National 

Information Policy", "The Concept of Convergence of Telephone Networks and 

Packet Switching Networks in Ukraine", "The Strategies for Information Society 

Development in Ukraine". The materials of the thesis are implemented in the 

scientific research work (SRW): "Research and Development of Advanced 

Telecommunication Technologies for Transmission of Next Generation Networks" 

(No. SR 0115U000854), which was carried out at Odesa National Academy of 

Telecommunications named after O.S. Popov. The results of the research work of the 

thesis are also introduced into the educational process of Odesa National Academy of 
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Telecommunications named after O.S. Popov, which is confirmed by the 

corresponding implementation acts. 

The goal of the work. 

The goal of the work is to provide the necessary level of service quality in 

networks supporting virtualization technology for network functions by improving 

the development and implementation processes. 

To achieve this goal, the following tasks have been solved in the work: 

- a method for formalizing functional and non-functional requirements for 

network infrastructure based on the theory of temporal logics has been developed; 

- a method for analyzing the efficiency of network resources allocation and the 

correctness of service provision in virtualized networks based on the mathematical 

apparatus of E-networks and the theory of formal grammars has been developed; 

- a method for translating formalisms of temporal logics uniquely conforming 

to the specification requirements into the E-network model has been developed; 

- a method for a P-type language chain derivation of regular formal grammar 

for the corresponding E-net model has been developed; 

- a method for determining the equivalence of two output chains belonging to 

the P-type language in order to verify the compliance of the final implementation of 

the NFV solution with the specification requirements has been developed; 

- a method for detecting and localizing errors that arise as a consequence of 

incorrect orchestration of functions in the process of service provision has been 

developed; 

- a method for analyzing the boundary values of quality of service indicators 

based on the theory of network calculus has been developed. 

The object of the research - processes of formation and provision of services 

in virtualized networks. 

The subject of the research - models and methods for ensuring the necessary 

level of service quality in virtualized networks. 

Research methods. In solving the problems, the following mathematical 

methods were used: linear and computational tree temporal logics, in particular, the 
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use of syntax and semantics of temporal logics during the development of the method 

for formalizing the specification requirements; the E-net apparatus and the theory of 

formal grammars - during the development of the method for analyzing the allocation 

of network resources and the correctness of the behavior of the provision of services; 

formal methods for verifying the compliance of the NFV implementation with the 

requirements of the specification, such as the symbolic approach and model 

validation during the development of the method for determining the equivalence of 

the derivation chains of formal grammars that describe the behavior of the 

implementation model and the NFV specification model, respectively; methods for 

analyzing the boundary values of quality indicators based on the principles of the 

theory of network computing - during the development of the method of assessing the 

"end-to-end" quality of service delivery in the NFV infrastructure. 

Scientific novelty of the results. In the course of solving the tasks, the 

following new scientific results were obtained: 

1. The mathematical apparatus of temporal logics, in particular computational 

tree temporal logic, has been further developed. The novelty of the proposed 

approach consists in adapting the rules for constructing syntactically and semantically 

correct formulas of computational temporal logic based on the requirements of the 

specification, allowing taking into account the structural and quantitative 

characteristics of networks supporting the NFV technology. For the first time, a 

method is proposed for verifying the occurrence of contradictions in the requirements 

of the NFV specifications by a comparative analysis of the consistency of the 

temporal logic statements within the specification. 

2. The E-network apparatus has been further developed as a means of modeling 

processes both at the management level and at the level of providing services in 

virtualized networks. The novelty of the proposed method is the use of control 

transitions to take into account non-functional requirements and limiting quantitative 

indicators of network activity in the provision of services, which allowed increasing 

the adequacy of E-network models. The set of control transition functions is 



21 

expanded: for the first time the synchronization function is implemented, it allows to 

model inter-layer interaction in the framework of the NFV architecture. 

3. For the first time, a method has been developed for verifying the compliance 

of the implementation of a virtualized network with NFV technology support to 

specification requirements. The novelty consists in developing an algorithm for 

sequential checking of the P-type derivation chains belonging to the E-network 

models of the implementation and the specification, respectively, which allows 

reducing the state space that are simultaneously checked and to avoid the 

"combinatorial explosion" effect. 

4. For the first time, a set of methods for modeling and subsequent analysis of 

the change in quality indicators in the provision of services in virtualized networks on 

the basis of the theory of network calculus was developed. The novelty lies in the 

introduction of algorithms for analyzing and evaluating the processing of both 

disjointed and aggregated data flows, depending on the set service rules. 

The validity and reliability of the research results. 

The validity and reliability of the new scientific results obtained in the work 

was ensured and confirmed by the correct use of key provisions of known and tested 

mathematical methods: higher order logic, the theory of multilevel systems 

management, the graph theory, the queuing theory and the network calculus theory, 

and widespread and widely used verification methods. 

Scientific and practical significance of the results. 

The mathematical models and methods of formalizing the requirements of the 

specification, analyzing the efficiency of network resources allocation, checking the 

compliance of the ready network solution with NFV technology support with the 

requirements of the specification and assessing the quality of service provision, 

offered in the dissertational study, make it possible to provide the proper level of 

service quality in virtualized networks. 

The results of dissertation work can be recommended for designing and 

improving the structure of networks supporting virtualization technologies including 

NFV technology. The proposed models and methods can be used as a scientific and 
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methodological basis for further research on the functioning of control systems and 

orchestration, as well as in the development and implementation of virtualization 

mechanisms in the NFV infrastructure. 

Practical significance of research results. 

The practical significance of the research results lies in the fact that the 

proposed mathematical models and methods can be used during the development, 

implementation and support of multiservice networks based on the cloud approach 

using virtualization of network functions. In particular, the proposed methods and 

models for analyzing and assessing the quality of service provision were used during 

the development of the search and reservation processes for the MANO system with 

sufficient bandwidth, the reservation of resources using the RSVP protocol, and the 

formation of an aggregated data flow over virtual communication channels. The 

method for verifying the compliance of NFV implementation with the requirements 

of the specification was tested during the development of the ReSeLa virtual training 

laboratory. As part of the evaluation of the effectiveness of the proposed method, an 

experiment was conducted: verification of the network fragment by two methods - 

the developed method and the SPIN method. It was found that the gain when using 

the developed method was 15.9%. 

The materials of the thesis work are introduced into the educational process at 

the Department of Telecommunication Systems in ONAT named after O.S. Popov, 

namely in the discipline "Transmission Systems of Access Networks." 

Personal contribution of the applicant. 

All the research in the thesis work the author performed independently or in 

co-authorship. The author independently carried out all the theoretical and 

experimental studies that form the basis of the thesis work. All the main results of the 

study submitted to the defence have been received by the author personally. 

In the articles carried out in co-authorship, the following results belong to the 

author. In [1], the author developed formalisms defining the rules for composition 

and coordination of complex Web services that allow combining the elements of a 

distributed infocommunication network into a single system. In [2], the author 



23 

proposed a method of verification of distributed systems based on the model 

approach and allows considering the asynchronous nature of complex services. In [3], 

the author analyzed the development of the SDN concept and formed a number of 

basic research tasks. In [4], the author proposed an analysis and verification 

technique based on the model approach and checking the consistency of the state 

transition sequence of the OpenFlow protocol. In [5], the metric of assessing the 

scalability of control plane is offered, and also the estimation of change of scalability 

factor in three basic structures of control plane in Software-Defined Networking is 

presented: centralized, decentralized, hierarchical. In [6], the author proposed a new 

method for analyzing functional and non-functional requirements for the 

implementation of the OpenFlow protocol. The modified method is based on the 

construction of the E-network model of the protocol and further analysis of its 

algebraic properties using a reachability tree. The proposed approach allows taking 

into account the number of initiations of E-network transitions, the emergence of 

looped and deadlock position-vertices.  

Approbation of the thesis results. 

Approbation of the main provisions of the thesis was carried out during three 

conferences and two forums, namely, Second and Third Scientific and Technical 

Conference "Problems of Infocommunications. Science and Technologies "(2015, 

2016, Kharkiv, KNURE); at All-Ukrainian scientific and practical conference 

"Problems of navigation and traffic control " (2015, Kiev, Institute of Air Navigation 

of NAU); at the 19th and 20th International Youth Forum "Radio Electronics and 

Youth in the 21st Century" (2015, 2016, Kharkiv, KNURE). 

Publications. 

The main results of the dissertation work are published in six scientific articles. 

Five of them are published in scientific professional editions of Ukraine [1, 2, 4, 5, 6] 

and one article in the international scientific edition [3]. The materials of 

dissertational research have been briefly published in five proceedings of national and 

international scientific and technical conferences, including publications indexed in 

the scientific databases IEEExplore and SCOPUS. 
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Structure and scope of the dissertation. 

The dissertation consists of an annotation, introduction, four chapters, a list of 

used sources and applications. The total amount of work is 207 pages, including 173 

pages of the main text, 53 figures and 7 tables. The list of literature contains 123 titles 

on 13 pages. 
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CHAPTER 1 

ANALYSIS OF CONTROL METHODS IN MULTISERVICE 

NETWORKS 

 

In recent decades, the development of infocommunication networks has been 

closely connected with the tendencies of combining different types of services within 

the same network infrastructure. The introduction of the Next Generation Network 

(NGN) concept [45-47, 103, 116], which is based on the idea of creating a universal 

next generation communication network, the IMS platform [80] and the application 

of the service-oriented approach in the service delivery process used in SOA, 

COBRA, DCOM architectures [44, 104, 126], was to provide an unlimited range of 

services with flexible settings. 

The network equipment also undergoes significant changes. Thus, along with 

data transfer protocols (L2-L3 layer), a number of additional upper-layer protocols 

(level L4-L7) are imposed on access gateways, routers and switches, which led to a 

significant increase in their functional responsibilities as well as in cost increase [43, 

126] . 

Therefore, the transfer and processing of large volumes of different types of 

data, the expansion of the range of services provided entails not only an increase in 

the functional responsibilities of network equipment, but also a constant 

modernization of the network infrastructure, which leads to an increase in equipment 

costs, complicating the process, and increasing the time for the service provision [86, 

90, 103]. The proprietary nature of the network infrastructure of various service 

providers and network equipment presented by various developers influences the 

effectiveness of providing services to end users in its own way. Nowadays, a number 

of equipment with closed infrastructure have been used to provide such service-

oriented functional as the SBC, SSGN/GGSN, the Deep Packet Inspection (DPI) 

firewall, storage and content processing elements (CDN) [2, 43, 115]. Effective 

interaction of such equipment is achieved through a long and complex configuration, 

administration and support. 
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The current situation has led to a change in the concept of providing services in 

general - today the main focus of modern research and development in 

telecommunications is not on improving traditional multiservice networks, but on the 

transition to a new infrastructure architecture for multi-service networks [73, 118], 

the main ideas of which are separation of the forwarding plane from the control 

plane, as well as virtualization of resources and network functions, which allows 

implementing a large number of services without reference to physical equipment. 

The idea of separating the control plane from the forwarding plane is realized 

in the concept of Software-Defined Networking [73, 118]. In accordance with the 

SDN concept, all logic and control functions are transferred to a separate centralized 

controller device [27, 75, 76, 118]. Control and monitoring functions necessary for 

the complete network performance are implemented on the controller. Unlike SDN, 

in traditional networks, these functions are implemented in one device based on a 

common (single) set of system logic, hence their separation is impossible [27, 65, 

90]. 

The basic ideas and principles of Network Function Virtualization (NFV) 

technology are the logical separation of hardware and software, while providing a 

variety of services such as Infrastructure as a Service (IaaS) as well as various 

applications and services (Software as a Service, SaaS) [24-27, 29]. According to 

this, NFV allows operators to deploy network solutions (DPI, NAT, Firewall, etc.) as 

software applications rather than as a separate network equipment. The operation of 

NFV applications and the actual implementation of virtual functions are possible on 

high-performance network platforms and servers that are connected to each other via 

switching and routing devices [25, 27]. 

Currently NFV technology is supported and developed by a number of major 

equipment manufacturers and service providers such as Cisco, AT&T, BT, Deutsche 

Telekom, Orange, Telecom Italia, Telefonica, Verizon, etc. The European 

Telecommunications Standards Institute (ETSI) supports and develops requirements 

and recommendations on operation and implementation of the NFV technology [23-

27]. 
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The main advantages expected from the introduction of NFV technology are: 

- availability of a wide range of services; 

- ensuring a high level of reliability in the provision process; 

- high level of scalability and adaptation of network infrastructure; 

- automation of management processes and provision of services. 

In the short term, the introduction of NFV technology into modern multiservice 

networks, according to the Infonetics Global Service Provider Survey [74], will 

improve the efficiency of such components as service scalability, service delivery 

efficiency, fast adaptation of network infrastructure, delivery speed, energy costs. 

The diagram, which includes the gain percentage, is shown in Fig. 1.1. 

 

 

Fig. 1.1. Percentage of increase in the efficiency of services in the implementation of 

NFV technology 

 

The NFV technology implies the formation of a virtual computing environment 

on the basis of universal servers, which provides the entire necessary set of services 

[116]. The distinctive features of building a traditional network infrastructure from a 

multiservice network with support for NFV technology are shown in Fig. 1.2. 



28 

 

      а)  

 

      b) 

Fig.1.2. The structural model of the traditional multiservice network (a) and a 

network supporting NFV technology (b) 

 

To achieve optimal results in the design of NFV solutions, the following basic 

principles must be adhered to [29, 37, 39]: 

1. The principle of fault tolerance. In the event of an NFV failure, the solution 

must provide automatic recovery of functionality due to VM migration mechanisms, 

transitions to backup routes and service replication. 
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2. The principle of ensuring a guaranteed quality of service for the transmission 

of different data types. The NFV solution should provide the process of providing 

services of different classes by providing guaranteed QoS indicators. 

3. The principle of supporting a wide range of services. When designing an 

NFV solution, it is necessary to use a certain set of services; 

4. The principle of efficient allocation and management of NFV infrastructure 

resources. 

In the process of formation and provision of services, various mechanisms 

should be used that ensure a rapid and flexible adaptation of the network 

infrastructure to the requirements of applications and services. 

5. The principle of scalability. The possibility of expanding the network 

infrastructure without significant degradation of its effectiveness. 

6. The principle of accounting for expended network resources. The 

management and orchestration (MANO) system and the Business Support System 

(BSS) of the NFV solution should provide the ability to collect static information 

about the number of stored, processed and transmitted data as well as information 

about failures and malfunctions occurring in the process of providing services.  

 

1.1 Analysis of multiservice networks architecture with NFV technology 

support  

 

In accordance with ETSI [24-27], the NFV architecture consists of three key 

elements: network functions of virtualization infrastructure (NFVI), VNFs and NFV 

MANO [23-27]. The block diagram of the NFV architecture is shown in Fig. 1.3.  

The NFV Infrastructure (NFVI) [23] is a single platform for processing, storing 

and transferring data, which is realized through the interaction of physical and virtual 

network resources. Physical resources of NFVI include server hardware, switching 

and routing equipment, data storage systems and communication channels. The well-

coordinated interaction of these components ensures the correct data transfer from the 

end user to the computing elements, and vice versa.   
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Fig.1.3.Network functions virtualization architecture 

 

The level of virtualization is a set of abstractions: virtual machines with 

different operating systems (OS) and applications and storage centers. They provide 

the formation and provision of services to end users. 

A hypervisor is responsible for the correct interaction between the physical and 

virtual components of the network infrastructure [36, 109]. It provides distribution 

(allocation, release and isolation) of network resources between virtual machines in 

the process of emulation and provision of services. A virtual network that combines 

computing resources is formed through protocols such as VXLAN, NVGRE, BGP 

L2, BGP L3 [41, 16, 119, 113]. Points of entry into the virtual network infrastructure 

NFV are represented by hypervisors.  

The module of network functions and services is a separate component of the 

NFV infrastructure. It includes a lot of virtual machines and performs a set of 

functions and services, typical for emulating a specific network equipment. Home 

network equipment emulators, such as Residential Gateway (RGW) [5, 7], DHCP 

server emulators, firewalls, routers, etc. were widely adopted. Depending on the final 

destination, the composition of the VNF module can vary - starting and stopping 

virtual machines is adjusted by MANO control and orchestration system. 
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According to the specifications and recommendations of ETSI [25], the main 

purpose of the MANO system is to manage the processes of providing services to end 

users: the MANO system coordinates all actions of the NFV infrastructure 

equipment, including the search and allocation of network resources required for the 

formation and provision of services, as well as support and monitoring of the services 

condition throughout the life cycle. The main tasks solved by the components of the 

MANO system are [26, 98, 113]: 

- Resource Management 

- Function and Services Management 

- Fault Management 

- Configuration Management 

- Accounting Management 

- Performance Management 

- Security Management 

Components that solve the task of managing network infrastructure resources, 

such as orchestrator, NFM, VNF&S, are responsible for the correct allocation of 

network resources, the formation of the optimal transmission route and the choice of 

the service location. 

Components that solve the task of managing functions and services, such as 

descriptors for virtual functions and services, network infrastructure management 

modules, VIM, NVFO, describe and formulate services in accordance with the SLA 

as well as create and select rules and policies for managing network components in 

the process of service provision [73, 103]. 

Components that solve the problem of fault management, such as a controller 

and network infrastructure manager, VIM, are responsible for identifying and 

eliminating network problems. The main functions of these components are 

monitoring the state of physical network equipment, its testing and diagnostics, and, 

as a result, the formation of alarm messages about the occurrence of emergency 

situations. 
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Components that solve the problem of configuring and reconfiguring virtual 

and physical network elements, such as orchestrator, VNF&S, collect statistics, 

generate a network infrastructure map, monitor and control the state of virtual and 

physical network elements, including communication channels, and any 

modifications. 

Components that solve the task of distributing network resources, such as, 

MNF, MIF, VNF&S, perform the functions of allocating and accounting for the 

proper use of network resources and functions. 

Components that perform the task of performance evaluation and management, 

such as orchestrator, VLD, VNF packet manager and service manager, collect 

statistics on the functioning of the network and network elements in real time, if 

necessary, provide for the redistribution of data flows and the migration of network 

equipment. 

Components that solve the task of security management, such as authentication 

and audit devices, VIM, NS, provide control over the provision of services, 

maintenance of access logs, protection against external and internal intruders. 

 

1.2 Analysis of forming and providing services by applying NFV technology 

 

The process of providing services through NFV technology has a number of 

significant differences, primarily due to the presence and interaction of physical and 

virtual components. In [24, 71, 72], it is determined that the process of "end-to-end" 

service provision is initially modeled using the VNF forwarding graph. The main 

purpose of constructing the forwarding graph of network functions is to define and 

form links between the ordered set of NRF&S modules and the subsequent provision 

of services. The result of constructing the forwarding graph is the formation of a 

sequential chain of VNF modules interaction with the indication of all physical and 

virtual channels (VCs) of communication, as well as connection points (CPs) 

involved in the process of providing the service. The CPs is the interface of the 

module for the implementation of network functions and services, they contain a 
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number of rules and policies necessary for processing incoming and outgoing data 

flows. The choice of a particular rule or policy depends on the decision of the level of 

management and orchestration. The block diagram of the forwarding graph is shown 

in Fig. 1.4.  

 

Fig. 1.4. Structural diagram of forwarding graphs (FGs) in service provision to the 

end user  

 

Analysis of specifications [23-27], recommendations [39, 40, 71, 73] and 

ready-made architectural solutions [2, 4, 5, 83] showed that the process of forming 

the forwarding graph of network functions is one of the key aspects of the NFV 

technology functioning: the QoS and QoE indicators of terminal services depends on 

the effectiveness of its construction. It should be noted that in the first place in the 

process of forming the forwarding graph of the service, the following aspects should 

be taken into account: 

- the ability to process and support the required set of functions by physical 

network equipment. Physical characteristics of network equipment (RAM, CPU, 

SSD) as well as its software (implementation of mechanisms for building virtual 

tunnels, support of data transmission protocols and presentation of terminal services) 

are estimated; 
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- the correct interaction of physical equipment with virtual elements. The 

efficiency of the hypervisor functioning and formation of the end points of virtual 

channel formation - VTEP points [50] of the virtual network; 

- the effective formation of control commands, which depends on the chosen 

type of control and orchestration system. The logic of forming the control solution, 

the frequency of updating the control information and the correctness of the control 

solution are estimated. 

Nowadays, the formation of forwarding graphs is based on behavior patterns 

that are known in advance, coordinated with the customer of the services and defined 

in the SLA (for example, providing telephony services or protecting the network 

perimeter via VNF). 

In general, the process of forming the forwarding graph of network functions 

includes three main stages [71, 72, 103]: 

1. Processing a user request by the management system. This process involves 

collecting information about the service provided, forming a set of atomic services or 

an integrated service that meets the required quality of service indicators. 

2. Development of requirements for the management infrastructure, search and 

configuration of VNF modules, which can provide the required level of quality. 

3. Formation of the service transmission path. This process involves the 

formation of a physical data transmission path, including the choice of transmission 

protocols and data encapsulation at the physical level, and the formation of a virtual 

network, including the choice of channel virtualization mechanisms. 

 

1.2.1 Analysis of process of service formation in multiservice networks 

supporting NFV technology 

The formation of complex services in a multiservice network supporting NFV 

technology can be performed using static or dynamic methods [86]. 

In the case of the application of the static service formation method, actions, 

services, control flows (MANO-NFV) and data flows (NFV-PNF) are determined by 

the service provider and customer during the SLA design period and have a static 
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value throughout the life cycle of the service [ 26]. This means that after analyzing 

the requirements, a complex service with a fixed composition of services is formed 

and any changes in the process of its presentation are impossible. However, unlike 

the SOA architecture, a number of bypass routes can be generated, which increases 

the reliability of the service [64, 66, 80]. 

In general, this process is specified in the form of a model [80, 82, 101] 

containing the following components: 

- A set of atomic services that can be implemented by the NFV infrastructure 

of the service provider: 
1 2{ , ,..., }nS S S S . The values of the set of atomic services are 

contained in the register of NRF&S functions and services; 

- A set of functions that can be implemented on the physical equipment of the 

NFV infrastructure and depend on the characteristics of the infrastructure: 

1 2{ , ,... }kPF PF PF PF  and the virtual network infrastructure 
1 2{ , ,..., }kVF VF VF VF . 

The values of the function set are contained in the VIM, MFV, NS module;  

- A set of service classes corresponding to the SLA. A set of service classes is a 

pattern for the formation of a terminal service that meets the requirements of QoS: 

1 2{ , ,... }mTS TS TS TS . The value of the service class is contained in OSS/BSS. 

Based on the values of the service class set TS  as well as the NFVI-specific 

values S , PF  and VF , a number of complex service candidates 

1 2{ , ,..., }nSс Sс Sс Sс  are formed, such that ( , , )i i iC Sc PF VF  correspond to the 

specified QoS parameters. Based on a combination of possible candidates, a selection 

vector 1 2{ , ,..., }q q q

nSсQoS Sс Sс Sс  is formed that contains all possible combinations 

of services which can be provided within this NFVI and meet the requirements of 

QoS. The process of forming a complex service is shown in Fig. 1.5. 

Under dynamical formation of complex services, modifications or 

replacements of atomic services can be made, which allows the network 

infrastructure to adapt to the requirements of the end user and to control the return 

function in case of an error [89, 108]. 
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Fig. 1.5. Process of complex service (CS) formation  

 

In other words, the composition of a complex service can be generated each 

time a user or a component of the MANO system accesses it. An example of the 

dynamic formation of the composition of a complex service is described in [88]. The 

goal of this approach is to achieve high flexibility of forming complex services and 

improving the reliability of the composition. 

These methods of creating services can be used together to provide maximum 

flexibility, as they can influence the different levels of complex service formation. It 

is also necessary to define specific tasks and processes so that the execution of 

methods during the execution of the service is the same as in the design period. 

Dynamic methods of service formation include [87, 103, 108]: 

Re-Binding. This method allows replacing one service with another 

functionally equivalent service. During the design phase, some alternative atomic 

services are identified that cover the overall functionality of the integrated service. 

Fig. 1.6 shows a complex service consisting of a set of atomic services. For 

each atomic service included in the complex CS0, there is a set of functionally 

equivalent S
k
i services belonging to the same QoS markup vector, SсQoS . In the event 

when one of the atomic services should be replaced due to the degradation of its QoS 

performance, the re-binding process will start, which will select a new service from 

the set of { SсQoS }.  
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Fig.1.6. Process of dynamic forming a complex service. Re-Binding method 

 

Variability Points. In this method, in the complex service, there are certain 

points of modification, which indicate the various possible options for performing a 

particular action. Depending on the situation, when the complex service is requested, 

and the conditions for each part of the service are determined, one of their alternative 

implementations of the complex service will be selected and initiated. Differences 

between alternative implementations of service parts can be determined by the 

difference in service characteristics or performance at runtime. 

Re-Planning. This method is used in the case when the interaction of services 

in the composition is unsuccessful and there is no possibility to replace one atomic 

service with another. In this case, it is necessary to modify the composition of 

services in such a way as to resume the lost functionality. 

The process of managing and dynamically modifying atomic services in the 

process of providing them using the Re-Planning method proposed by Cisco [16] is 

shown in Fig. 1.7. 
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Fig. 1.7. Process of dynamic formation of a complex service.  

Re-Planning method 

 

1.2.2 Analysis of configuration process of VNF virtual service provision 

modules 

The use of NFV technology allows splitting/merging the flows of transmitted 

data according to the classes of service. At the same time, individual control logic is 

implemented for each flow and each VNF module by the MANO system [27, 71]. 

As noted, during the configuration of VNF modules and when they interact 

with physical elements of the network infrastructure, the correct operation of the 

hypervisor has a key role. A number of main network tasks performed by the 

hypervisor are: 

- allocation of permissible bandwidth: it is necessary to implement mechanisms 

to provide each data flow between VNF modules and the physical environment with a 

guaranteed share of the channel bandwidth. 

- knowledge of the network topology: each virtual module of the network must 

have its own logical representation of the network, i.e. the nodes and connections 

between them. 

- allocation of computing resources of network equipment: in some cases, the 

CPU of the network device is required to process the packet (slow forwarding), 
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therefore it is necessary to ensure the allocation of a guaranteed share of the 

processor time for each data flow. 

From the NFV architecture perspective, the hypervisor is a transparent proxy 

server between the VFN modules and the servers, in some cases between the 

OpenFlow switches. The hypervisor determines which flow sets belong to a 

particular network and, therefore, can be controlled by the corresponding set of 

MANO commands, provides the ability to uniquely associate a certain traffic class 

(i.e., some set of flows) with one or more NFV modules. 

Analysis of the functional capabilities of hypervisors, which have become the 

most widespread, showed that the set of functions supported by them can vary 

significantly [36, 109]. Table 1.1 compares the functional differences between 

different hypervisors.  

 

Table 1.1 

Comparison of functional specifics of hypervisors  

Functions Hyper-V 3.0. XenServer 

(Citrix) 

VShpere Hypervisor 

(VMware) 

Virtual Optical Channel + - + 

IPSec Offload + - - 

Support for QoS metrics + + - 

Support for DWMQ + VMq NetQueue 

Extended switch + + - 

Support for PVLAN + - - 

Trunk mode to VM + - - 

ACL support for virtual ports  + + - 

 

Based on the differences indicated in Table 1.1, the use of various hypervisors 

in one NFVI zone can lead to a number of errors, which, in consequence, may result 

in incorrect processing of data and a decrease in the effectiveness of the service 

provision. 
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1.2.3 Analysis of process of switching data flows and forming a virtual 

network infrastructure 

Currently, there are several approaches to switching data flows between VNF 

modules. The first, the most common approach, is based on the use of software-

controlled switches [65, 113]. This approach is used in products of Cisco 

Nexus/Blade, Juniper QFabric, Extreme Networks Open Fabric. Each physical switch 

interface in this case is not tied to the logical interface for data transfer, special 

services on the physical server operating system create a bridge connection between 

the virtual machine interface and the physical interface of the physical switch, and the 

physical connection between the switch and the server is only an intermediary for 

transmitting frames of a certain format.  

The use of soft switches increases the requirements for performance and 

functionality of the equipment, but when the computer (virtual machine) is 

transferred to another server, the logical interface simply moves to another switch, 

such a transfer will ensure the continuity of network access to the virtual machine. 

The review of the functionality of soft switches showed that their software can 

vary significantly and depends on the supported version of the OpenFlow protocol 

[75, 99]. 

Table 1.2 provides a comparison of the functional features of soft switches that 

operate on the basis of the OpenFlow protocol.  

Table 1.2 

Comparison of functional capabilities of soft switches  

Functionality  Version 1.1 Version 1.2 Version 1.3 

Support for several forward tables  + + + 

Virtual ports + + + 

Monitoring of the switch connection denials + + + 

Multicast   + + 

Basic IPv6 support  + + 

Monitoring mechanism for role changing   + + 

Extended IPv6 support   + 

Tunneling metadata ID   + 
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The second approach is used in software systems without hardware binding 

and is represented as a virtual switch that allows switching (the core of the operating 

system) frames between virtual machines at the software level as well as transferring 

data from logical to physical interfaces and changing some fields. A virtual switch 

connects virtual adapters (vNICs) to physical adapters installed on the server and 

connects virtual network adapters to others for connection to the server [58, 61]. It is 

worth noting that for such a switch, the capacity limit is determined by the 

bandwidth. 

To connect multiple switches to multiple servers, GRE and IP over IP tunnels 

are used between physical devices. This, on the one hand, generally removes 

dependence on physical switching equipment and makes it possible to build 

territorially-distributed cloud infrastructures and data processing centers, on the other 

hand, the performance of such solutions is substantially inferior to the hardware 

solutions [116]. 

A virtual switch on a single server can "transparently" connect users to a virtual 

switch on another server. This greatly simplifies the migration of virtual machines 

between servers and their virtual interfaces, since they can connect to the virtual 

switch of another server and "transparently" join its virtual network. 

Therefore, depending on the implementation, switching equipment can have 

significant differences and can lead to a number of critical errors in the process of 

their joint functioning. 

 

1.2.4 Analysis of process of forming data transmission route 

The demarcation device allows the operator to expand the coverage of services, 

regardless of the territory, through fiber access, and to manage a variety of services 

up to the user network. With the help of demarcation devices, the operator can divide 

user traffic as well as combine local area networks, access the Internet and create 

virtual networks (VPNs).  

The main functions include: 

1. Clear demarcation of the operator network and the user network. 
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2. Leasing a virtual data channel based on Ethernet Private Lines (EPL) 

technology. 

3. Operation in the mode of transparent bridge and bridge with VLAN support 

4. Limiting the speed for each user and port. 

5. OAM Ethernet [5] as an automatic determination of the quality of SLA 

communication and end-to-end monitoring of the availability and quality of 

communication [7]. 

6. Checking on the status of a communication channel, even if the service does 

not work. 

7. Creating a backup network channel. 

8. Error reporting for automatic forwarding. 

9. Remote or local control via the backbone port, or out-of-band through the 

Ethernet port. 

Traffic can be transmitted through fiber-optic local access systems between the 

user group and peripheral devices by the operator. This allows operators to use 

Ethernet as an access technology to such backbones as ATM and SDH/SONET [12, 

90] with an Ethernet port at the edge device. 

The operator can remotely provide various services and quality of services. 

Services can be classified according to various parameters: priority, port number, ToS 

and DiffServ [84, 89, 96]. Priority traffic from the user network provides direct 

management of services. Services of a higher level receive the appropriate priority, 

and the provider can guarantee a high level of service in any cases. 

In accordance with the above analysis, a generalized scheme for constructing 

the forwarding graph of services is generated (Fig. 1.8).  

The numbers of the steps in Fig. 1.8 correspond to the following actions [71, 

72]: 

1. Forming a user request for the provision of services. The user request is 

submitted to the demarcation device (CPE). As it was noted, a number of equipment 

represented by various developers can be used as a demarcation device in NFV 

technology. In this case, the probability of occurrence of a situation when the 
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equipment of one manufacturer does not support all number of functions required in 

the process of providing the service is high. Thus, in Table 1.3 a short list of possible 

discrepancies is given.  

 

 

Fig.1.8. Forming VFN forwarding graph  

 

Table 1.3 

Comparison of demarcation equipment of different providers  

Functionality  Ethernet 

demarcation 

devices 

TDMo-IP 

Gateways 

IPVgate 

Gateways 

Support for MPLS - + - 

Support for T1 + - + 

Support for monitoring QoS, SLA control + - + 

Compatibility with RAD softswitch - + + 

Basic support for IPv6  + + 

Support for VPN + - + 
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2 - 3. Access to the Plug and Play (PnP) server. The choice of protocols 

necessary to form the required type of service. The PnP contains a set of protocols as 

an application layer (such as data transfer protocols, audio and video, and 

virtualization protocols), and data transfer protocols. 

4 - 5. Agreement on the use of the selected type of protocols and the formation 

of rules and policies for the provision of services in accordance with the SLA. The 

sample is based on the following rules: 

6. Formation of the data transmission channel between the elements. In this 

case, various virtualization of traffic and possible overlays (IP overlay, MPLS) are 

most often used. For example, Cisco uses IPSec, L2TP protocols in its solutions. 

At this stage, it is also possible to form a certain number of problems related to 

the lack of support for a number of functions (Table 1.1) 

7 - 8 - 9. Forming a management solution, selecting and orchestrating network 

resources that meet the requirements of the SLA. At these stages, a functional 

physical network map is formed that can be used in the process of providing the 

service: 
1

: ( 1) ( 2)
n

k

F S N PE S N


  ; 

and the functional map of requests sources: 
1

( ) : ( )
p

N i

j

F t S t PE


  that 

characterizes the interrelation of requests received from end users to one physical 

element in time t , for each NFV physical infrastructure, the number of requests from 

end users changes dynamically. 

The generalized chain of generating control solutions is defined as follows:  
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12 – 13- 14. Forming a set of virtual channels. 
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Virtual channels are formed between the VNF entry points that emulate the 

desired function or service. A channel is formed for an atomic service, in the case of 

a complex service, aggregation of communication channels is provided. The 

formation of a virtual channel is as follows: 

 

| ( & : ) ( : ) ( & : )

| ( & : ) ( : )

Virtual link Virtual link

i ij j

Virtual link

j

MANO MR NF S CP MF NetServ VL MR NF S CP

MANO MR NF S CP MF NetServ VTEP

  

 
     (1.1) 

 

In this case, the occurrence of errors is possible at the stage of negotiating the 

parameters of the access points of virtual channels. 

16 - 17 - 19. Provision of service to the end user. In the process of providing 

services to end users, the following objective functions are taken into account: 

- channel selection condition for a flow that includes different classes of 

services 
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- - construction of the shortest path for end-to-end data flow transmission 
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In the general case, FG can be represented as follows: 

 

1

: ( 1) 1 ( 2)
n

MANO MANO

i

i

FG S N PE VN PEn S N


    ,             (1.8) 

 

where PE  is the physical equipment of the NFV network infrastructure, VN  is 

a fragment of the virtual infrastructure, including the set of VNF modules and the 

connections between them, ( )S N  is the end user equipment. 

Based on the analysis of expression (1.3) and the steps of forming the 

forwarding graph of services, it can be concluded that the service will be provided to 

the user with the required level of quality only if it is possible to fully harmonize and 

support the entire range of functions required by network equipment.  

One of the necessary conditions for supporting guaranteed quality of services 

as well as building effective network solutions supporting NFV technology is the 

analysis and verification of NFV at the design stages [126].  

 

1.3 Analysis of service quality indicators in networks supporting NFV 

technology 

 

As noted, the operation of multiservice networks supporting NFV technology 

in the process of providing a service differs significantly from the processes of 

providing services in traditional telecommunications networks [103, 112]. First of all, 

this situation is caused by fact that the atomic services generated within the VFN 

modules are loosely related abstractions and do not depend on the software and 

hardware platform. 

Despite the fact that services are generated and provided to end users at the 

upper layers of the OSI model (IP telephony, firewall content checking functions), 

their quality of service largely depends on the state of the transport environment [88, 

89]. In cases where the characteristics of physical equipment or communication 

channels are insufficient, for example, the transport network capacity is low or the 
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server does not have the required amount of RAM, then, despite the high QoS of 

service in the virtual network, the time of its provision will be significantly increased. 

Companies that develop and publish standards and specifications of the 

architecture and principles of NFV operation focus on the organization of loosely 

coupled, platform-independent interaction between the consumer and the service 

provider. This approach makes it possible to provide ease and flexibility of 

interaction between the service consumer and the provider, regardless of the service 

implementation technology, hardware and software platform [108, 114]. The 

disadvantage of this approach is the inability to guarantee performance 

characteristics, reliability, service availability. 

In the standard developed by the ETSI Institute [26], the performance 

indicators of NFV and service delivery are divided into two main groups: functional 

and non-functional. In accordance with [27, 73, 82], the QoS categories of each 

multiservice network service supporting NFV architectures include: business 

requirements, user service level requirements, compatibility requirements, business 

process requirements, manageability requirements, security requirements. 

These categories are divided into the business group (BQG) and the system 

quality group (SQG), depending on which aspect of the system they are related to. 

QoS indicators related to the business group characterize the service instance in 

terms of economic factors (price, functionality, reputation of the provider and owner, 

etc.). This group of quality indicators is used for commercial selection of a service 

instance. 

System quality indicators, in turn, are divided into two groups: static and 

dynamic. 

Static quality indicators are set in the description of the service instance at the 

time of its introduction and do not change during its lifetime. These indicators 

include indicators of business logic, manageability, compatibility, security. These 

indicators can be managed only at the level of static models used in the development 

of services, telecommunications protocols and network management systems. 
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Dynamic quality of service indicators that represent the status of a service 

instance in the process of its operation deserve more attention. The group of dynamic 

indicators include: response time, performance, availability, reachability, reliability, 

number of failures. 

The response time means the time from the moment the request is sent to the 

time of receiving the response. Response time in the provision of NFV services 

generally depends on four components: processing delays on the client side (CPE 

equipment), physical data network PЕ  (including communication channels and 

server processing delays), hypervisor processing delays or virtualization devices and 

virtual infrastructure delay VN  (including virtual communication channels and the 

formation of a service in a virtual machine) 

The total delay for NFV technology can be calculated as follows:  

 

' '' '''

CPE 1 2 РЕ 1 2 MANO 1 2 VN 1 2T ( t t ) T ( t t ) T ( t t ) T ( t t )
Delay max( )

Measurement time

      
 .  (1.9) 

 

Bandwidth is determined by the maximum number of services a service 

provider can process for a given period of time. This is the maximum number of 

responses that can be processed per unit of time. The final bandwidth value also 

depends on several components: the bandwidth value of the physical network PN  

and the bandwidth values of the virtual network VN . The bandwidth value can be 

calculated using the formula:  

 

PN 1 2 VN 1 2

t 2

N (t t ),N ( t t )
Bandwidth min( )

t t

 


              (1.10)
 

 

Availability reflects the part of the time during which the copy of the service is 

in working state:  
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1 2

DT
Availability 1

t t
 

 ,                                               (1.11) 

 

where DT is the time during which the service instance is not available. 

Reachability is the probability that an instance of the service is available to 

handle user requests:  

 

received responses

sent requests

N
Accessibility

N


.                               (1.12) 

 

The application of the recommendations proposed in [27] will allow fuller 

assessing the level of QoS throughout the life cycle of the service. 

However, the question of the dependence of the quality indicators of the 

terminal service on the functional characteristics of the equipment remains open up to 

date. As noted in Tables 1.1 - 1.3, manufacturers do not always provide the same set 

of functions to the end network solutions. The current situation is one of the reasons 

for the occurrence of a number of errors and, as a consequence, deterioration of the 

quality of service indicators such as availability and reachability.  

 

1.4 Formation of scientific problem and formulation of particular research 

tasks 

 

Expansion of the spectrum, volumes and methods of providing terminal 

services leads to a significant change in the paradigm of building multiservice 

networks. One of the most promising technologies for providing services to end users 

in the framework of multiservice networks is NFV technology. Market research 

conducted by HP [35] and Infonetics [74] showed that when it is implemented, the 

profitability of service delivery will increase by an average of 35-40%. However, the 

introduction of this technology is accompanied by a significant change in the concept 

of network management and the principles of providing services to end users. The 
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network architecture in this case is divided into three components: the physical 

medium of transmission, the virtual environment for the formation of services and the 

management and orchestration environment. These components are strongly related 

and changes in one of them lead to a significant modification of the service provision 

process and, as a rule, to the degradation of the service.  

For example, the exchange of data between the virtual network infrastructure 

and the physical components of the NFVI block is provided at the data link and 

network layers through dedicated interfaces. Interconnection at the data link layer is 

carried out by forming a virtual bridge connection based on the BGP protocol, BGP 

Ethernet VPN. Interaction at the network layer is also provided by forming a tunnel 

using BGP, BGP IP VPN. In this case, a number of separate virtual networks are 

formed, each of which has its own independent range of IP addresses. The IP address 

ranges used by virtual networks can overlap, that is, L3 VPN services must support 

the isolation of the address space. As in the previous case, this functional is 

superimposed on the control plane. However, not all implementations of the MANO 

system support the IP address isolation mechanism. The lack of support for these 

services in one of the network fragments leads to incorrect provision of services. 

Applying a unified approach to building NFVI, formalizing the requirements of the 

specification, as well as finding possible contradictions in the requirements of the 

specification will eliminate the causes of such errors.  

The interaction between traditional telecommunications networks and a 

network supporting NFV technology should be a priori well-coordinated. To do this, 

a mechanism must be implemented that allows building a map of the traditional 

network infrastructure, correct processing of incoming data flows, (defining the class 

of service, encapsulating/decapsulating the packets, and sending to the destination). 

Often these properties are superimposed on demarcation devices. In this case, such 

devices should provide both support for virtual ports - for communication with the 

NFV infrastructure, and physical ports. The analysis of service quality indicators and 

the verification of service delivery processes through NFV technology, in the early 
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stages of its development, will allow the timely detection of “bottlenecks” in the 

network.  

Therefore, the development of new methods for integrated analysis and 

assessment of the correct operation of networks with support for NFV technology in 

the provision of services. 

Within the framework of the scientific problem, it is necessary to solve the 

following particular research tasks: 

- development of a method for formalizing the specifications of the 

requirements imposed on the modules of the network infrastructure through higher-

order logic; 

- development of a method for detecting mutually exclusive requirements 

within the specification; 

- development of an analytical method for the analysis and preventive 

evaluation of quality quantitative indicators through the theory of network calculus; 

- development of a method for checking the correctness of the behavior of 

network infrastructure elements and evaluating the efficiency of resource allocation 

through the theory of formal grammars; 

- development of a method for translating the formalisms of temporal logics 

defining specification requirements into the E-network model; 

- development of a method for generating an output chain for the E-network 

model; 

- development of a method for determining the equivalence of two formal 

grammars, allowing solutions of the task of verifying of network protocols. 

 

1.5 Conclusions to Chapter 1 

 

1. The analysis of the architecture of NFV technology and the principles of the 

formation and provision of services to end users showed that today there are no 

unified approaches neither to the NFV infrastructure, nor to the methods of managing 

the processes in it. The ETSI and IETF documentation is of an advisory nature and 
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does not contain precise algorithms for generating output conclusion graphs, which 

allows developers to introduce various sets of functions into virtualization and 

switching equipment. 

2. The hardware and software of NFV remains proprietary, despite the 

transition to open sources. In this case, the effective interaction of the NFVI zones is 

very difficult: there may be configuration errors and a lack of support for the 

necessary functions. In this regard, it was concluded that it is necessary to develop 

methods for analyzing the correctness of operation and verifying that the NFVI 

functionality conforms to the specification requirements at the early stages of NFV 

development. 

3. The analysis of methods of complex services formation showed great 

opportunities in QoS level management due to the change in the composition of 

complex services. In this regard, it is required to develop a method for analyzing the 

characteristics of the network infrastructure in the process of providing services in 

order to ensure the required level of QoS. 

4. The level of service management in a multiservice network built on the basis 

of NFV technology has its own structure of factors affecting QoS indicators. 

Therefore, it is necessary to develop methods for evaluating these quality indicators, 

both for atomic services and for complex ones. 

5. Analysis of the process of forming the forwarding graph of services has 

shown that the provision of services with a given level of quality is possible only in 

the case of coordinated interaction of the components of the network infrastructure 

and the correctness of the solutions to the management system, and the requirements 

for these processes are laid down during the formation of the SLA. The development 

of methods for verifying compliance with all requirements of the specification and 

SLA will improve the quality of the formation of the forwarding graph of the service, 

and, therefore, improve the efficiency of the service delivery process. 
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CHAPTER 2 

DEVELOPMENT OF METHODS FOR ANALYZING CORRECTNESS OF 

FUNCTIONING AND RECOURSE ALLOCATION IN NFV MANAGEMENT 

SYSTEM  

 

2.1 Method of formalizing specification requirements of NFV solutions by 

means of temporal logics 

 

A number of difficulties encountered in the design process and the subsequent 

operation of NFV are associated with an unclear description of the requirements for 

the service provision processes and the NFV infrastructure elements. The IETF 

recommendations on various aspects of the operation of the NFV technology are also 

not standardized and descriptive. Thus, most manufacturers of network equipment 

such as Cisco, Juniper, HP, Open Daylight and others are engaged in their own 

release of solutions for building a virtual network infrastructure [35, 37]. In this case, 

the rules and principles of the operation of such network equipment contain a 

proprietary component, interfaces and a set of configuration commands can also 

differ significantly, which entails the emergence of a number of disagreements and 

contradictions in the process of functioning. 

The main method that allows increasing the accuracy of the specification 

requirements is their formalization. The main task of formalizing requirements is to 

unambiguously display a verbal description of the characteristics and features of the 

functioning of NFV solutions in a universal form [77, 79, 95]. 

Graphical methods (SDL, UML, RSL) and algebraic methods (logic of 

predicates, logic of allocated switching resources, temporal logic) were used most 

widely as means of formalizing information exchange protocols [101, 120]. The 

characteristic features of temporal logics are a high degree of visibility, the possibility 

of taking into account the parallel occurrence of several processes or events, the 

account for the chronology of the change in states of the network infrastructure. 
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Thus, the formalization of the requirements for data transmission, processing 

and storage, as well as algorithms for monitoring and distributing network resources 

(initiate, support, release of VMs and servers) in the process of providing services 

through temporal logics is a description of the sequence of state changes by means of 

predicates and temporal operators [67, 68]. 

 

2.1.1 Basics of constructing formalisms of temporal logics 

In the process of formalizing the NFV specification requirements with the help 

of temporal logics, the statements and rules that form the specification requirements 

are given by a set of indivisible or "atomic" statements (AP, set P ). 

In the general case, the temporal logic of the following triple sets [67]: 

 

{ , , }TL A O C ,                                                       (2.1) 

 

where A  is the alphabet of temporal logic, O  is the set of temporal operators; 

C  denotes logical connectives. 

Symbols of the logic alphabet are the basis for constructing universal 

formalisms of temporal logic of both linear and computational time [56, 67, 68]. The 

symbols of the alphabet are atomic expressions - indivisible statements of the 

specification requirements. A set of atomic statements is formed by combining 

symbols that display NFV elements (objects), for example, an application server 

( _ )S app , a client )(C , a data flow ( Fl ), a data packet ( ( ))Fl Р  and statements about 

them, such as server availability ( _ : )S app ready , client activity ):( activeC , packet 

sending ( ( ) : )Fl Р send , etc. 

The temporal operators are [67]: 

- operator X  ("the next moment"): the condition must be satisfied at the next 

moment of time with any change of events, i.e. at the next stage of operation. For 

example, the statement that "after receiving a packet containing the SYN field the 
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receiving device should generate an ACK message" can be represented as follows: 

):():( ACKSXSYNC  . 

- operator F  ("sometime in the future"): the condition must be fulfilled in one 

of the following steps, i.e. anytime in the future, but before the stage of completion. 

An example is the statement: "if the channel is open, it will be closed" [51]: 

)):():(( CloseHFOpenHEG  . 

- operator G  ("always", "everywhere"): the condition must be fulfilled at each 

step, i.e. globally. An example is the statement: "The TCP port of the server must be 

opened" [127]: ):( EnableDG . 

- operator U  ("as long as"): the condition   must be fulfilled continuously, or 

until the moment when the condition   is met for the first time. For example, the 

statement "messages will be dropped while the buffer is full" is represented as 

follows [113]: )max|max.():( rBuffersizeBUDropMG  . 

- operator R  ("release or mutual exclusion"): the condition   is satisfied at the 

time interval before the fulfilment of the condition   begins. As soon as the 

condition   comes into effect, the previous condition is terminated. For example, the 

statement "connection (H) is in the connection state until the packet containing the 

Bue value is received" [113]: ):():( connectionHRBueM  

The operators of conjunction, disjunction, implication, negation and 

correspondence are logical operators used in the formation of temporal logic 

statements. In this case, the logical connectives between the formalisms of temporal 

logic are given by the following set of rules [60, 69]: 

 

1. The atomic statement p  is the formula, APp . 

2. If р  – formula, then p  – formula; 

3. If p  и q  – formulas, then p q  and p q  are also formulas; 

4. If p  is a formula, then Xр , Fр , Gр  are also formulas, 

5. If p  and q   – formulas, then pUq , pRq  are formulas.                   

(2.2) 
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When formalizing the requirements of the specification, it should be noted that 

along with the functional requirements, a lot of nonfunctional ones are defined that 

give an idea of the necessary quantitative characteristics, for example, the TTL time, 

the time between sending the request by the client and receiving a response (RTT), 

possible repeated requests, the boundary volume of the CPU of computing devices, 

processing speed, etc.) [90, 95]. To account for this type of characteristics, it is 

proposed to introduce an expanded definition of the elements of the NFV alphabet. 

Within the framework of the extension, it is proposed to use the following model for 

presenting the elements of the alphabet:  

 

( : , | )p meaning x x amount   ,                                   (2.3) 

 

where p  is the atomic statement, if p  has quantitative characteristics, then p  

is determined by their boundary values, x amount . This extension does not 

contradict the basic axioms and theorems of temporal logics. 

In accordance with the basic principles of temporal logics, the specification 

requirements can be specified by two types of formulas [47, 67, 68]: 

- the formula of the path )...(|
n

aaff 1 . This type of formula contains 

statements and rules that are true throughout the lifetime of the service (global path 

formulas) or in a certain range of actions (local formulas); 

- the formula of the state )(| 1aPp  . Formulas that determine the state of the 

protocol and its possible variations throughout the lifetime of the service. 

An example of using the path formula is the formalization of the statement 

"FIFO: the first incoming packet will be served first" [90, 95]: 

 

1| ( ( : ) ( : ) ( : ) ( : ))k k k kf G M reseive U M serve U M send E M wait   .          

(2.4) 
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An example of using the state formula is the formalization of the statement "the 

server is waiting for an incoming request" [113]:  

 

readySp :| .                                             (2.5) 

 

Chronological account of the sequence of state changes (path formulas) can be 

realized in two different ways, suggested by the fundamentals of temporal logics [67, 

68]: 

- through linear temporal logic (LTL). In this case, a single sequence of 

protocol state changes is formally specified; 

- through computational tree logic (CTL). In this case, several sequences of 

changes in the states of the NFV elements are taken into account. The number of 

sequences depending on requirements. 

LTL and CTL logics have different expressive power and target orientation 

[60, 67, 68, 104]. 

In the case of linear temporal logic, an individual path formula is generated as 

a requirement formalism for each possible behavior scenario [104]. Time indicators 

in this case are set linearly: at each moment only one chain of changes in processes 

and states is considered. 

The syntax of LTL can be specified in the Backus-Naur notation [91]. For all 

pAP, the set of LTL-formulas is defined as follows: 

 

φ ::= p | φ | (ψ  φ) | X φ | (ψ U φ) | (ψ R φ).                      (2.6) 

 

For logical operators  (conjunction),  (implication) and  (equivalence), 

applied in linear temporal logic, the following relations hold:  

φ  ψ = (φ  ψ), 

φ  ψ = φ  ψ,                                          (2.7) 

φ  ψ = (φ  ψ)  (ψ  φ). 



58 

 

The temporal logic of computational time allows formalizing the unification of 

several different scenarios for the behavior of specification requirement elements 

within a single chronological model. In this case, the path formula allows taking into 

account several scenarios of the behavior of infrastructure elements that can be 

performed in parallel [68, 90]. 

The CTL syntax in the Backus-Naur notation for all pAP is defined as: 

 

φ ::= p | φ | (ψ  φ) | EX φ | E[ψ U φ] | A[ψ U φ].                        (2.8) 

 

As an example of the application of both linear temporal logic and 

computational tree logic, the model of providing IP telephony services using NFV 

technology is considered [16, 19]. 

Fig. 2.1 shows a diagram of the virtual network infrastructure that provides IP 

telephony services. 

 

 

Fig. 2.1. Block diagram of the virtual environment for the transmission of voice 

messages based on NFV technology  
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The software solution, Virtual Voice Platform [19], allows implementing all 

network elements (VoIP core, VM, SBC, application server, authentication and 

authorization server, etc.) necessary for the functioning of a full VoIP service: 

connection establishment, encoding/decoding of speech and video data, 

multiplexing/demultiplexing of flows, transmission of audio and video information, 

termination of the session, authorization, user authentication and cost calculation of 

the services provided. 

In the process of providing IP telephony services using NFV technology, the 

following set of procedures takes location [63, 65]: 

- determining the location of the server that provides the initiation of PBX 

services, access gateway, proxy server and alarm server (SS7, ISUP); 

- determining the type of T1 or E1 interfaces supported, and also selecting 

instances of the service; 

- collecting statistics, searching and allocation of computing resources for data 

processing; 

- initiation of necessary VNF modules and emulation of network fragments: 

multiplexing of data flows, billing account formation, proxy server emulation, etc.  

In the process of providing IP telephony services, the following requirements 

specified in RFC 3372 must necessarily be fulfilled [43, 63]: 

"The access gateway is a point of converting data flows between signaling 

protocols (for example, ISUP and SIP): SIP requests are converted to SS7 queries." 

This statement is given by the following formalism of temporal logic:  

 

( : ) ( : ) :: ( : ) ( : 7)GR NH belong PSTN GW receiveSIP GW redirectISUP X GW transform SIPto SS  . (2.9) 

 

"The end gateway converts the request to the ISUP form (SS7) and, based on 

the SIP header information, routes the call to the appropriate PSTN interface." This 

statement can be represented as:   

 

( : 7):: (( : ) ( : ))G GW transform SIPto SS X GW find SIPdest E GW redurect to PSTN node  . (2.10) 
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The formalism 2.9 is defined according to the syntax of LTL, and 2.10 

corresponds to the syntax of CTL. 

"To ensure the seamless integration of an IP network with a PSTN network, the 

gateway must store and transmit SS7 signaling information within the SIP requests of 

a particular session without changes." The formalization of the requirement by 

temporal logic is as follows:  

 

( : ) ( : ) ( ( ) : ( )) ( : ( ))R NH belong PSTN G C stable U P SIP include P ISUP X GW forward P ISUP .   (2.11) 

 

“A SIP request is sent to one or more proxy servers, one of which redirects it to 

the corresponding end gateway". This statement can be represented as:  

1 2

1 2

( : ) (( : ) ( : ) ( : )

( : )) (( : ) ( : ) ( : ))

i i i

n i n i i i

R NH belong PSTN G SIP R forward X PS receive SIP R PS receive SIP R

PS receive SIP R X PS forward SIP R PS receive SIP R PS receive SIP R

  

   
.  (2.12) 

 

The formalism 2.11 and 2.12 correspond to the syntax of CTL. 

The power of temporal logic LTL and CTL is not comparable [67, 68]. When 

using LTL, a qualitative view of time is considered linear: at each time there is only 

one child state, and therefore only one future. When using CTL, there are always 

several descendants, and, therefore, several possible scenarios for the development of 

events. 

For actions that are true throughout the life cycle of the service [91], LTL 

formulas are often used, when forming the conditions for triggering or selecting a 

service scenario from a variety of possible ones, the CTL formulas are applied. 

 

2.1.2 Elaboration of algorithm for formalizing NFV specification requirements 

Based on the statements (2.1-2.5), it is possible to form the following sequence 

of actions, which will automate the process of formalizing the requirements of the 

NFV specification. 

The proposed sequence of actions includes the following steps: 
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1. Decomposition of the requirements presented on a subset of the natural 

language, and the formation of the alphabet of temporal logic; 

2. Formation of separate atomic sets characterizing various objects of the 

network infrastructure: the flow of transmitted data (packet, session, communication 

channel), processing elements and terminal nodes (destination, source, server, VM), 

characteristics of communication channels; 

3. Determination of the states specific for each atomic element of each atomic 

set (packet: sent, session: installed, etc.) and virtual network infrastructure as a whole 

(application server: available, access gateway: active, blocks: none); 

4. Formation of interrelations between the elements of the alphabet in 

accordance with the context of the specification requirements. 

In this case, it is necessary to take into account that temporal operators have a 

higher priority than logical connectives. 

In order to increase the efficiency of the process of formalizing the 

requirements of the specification on the basis of temporal logics, it is proposed to 

apply frequently used formalisms as templates. For example, the absence of 

blockings ("from every reachable state there is a possibility of the protocol 

functioning") is represented as follows: GFtrue or GFfalse . 

For reliable communication channels, the following statement is true: 

))(( receivesendXsendG   - if send is executed, then from the next state 

in the future, receive will be definitely executed, and until this time send will not be 

executed.  

 

2.1.3 Development of algorithm for constructing semantically correct 

statements of temporal logic of computational time 

The main task of temporal logic is an algebraic description of the required 

behavior of network infrastructure elements in the process of providing services. In 

this case, the dynamics of changing the states of these elements must be determined. 

For the correct representation of the change of processes and events, the formalism of 

the requirements of the specification is formed in accordance with the set of semantic 
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rules [60, 67, 68]. The path formulas form a semantic component and are the union of 

at least several elements of the alphabet. For the formulas of a path, a structure is 

typical: state - process - state. In this case, any formalism of temporal logic can be 

represented by a state graph containing the following types of vertices: 

 

),,( LabelRSM  ,                                                  (2.13) 

 

where S  is the set of the position-vertices. The set of position-vertices is 

formed from a finite set of states of the temporal logic alphabet elements; R  is the set 

of transitions-vertices. The set of transition-vertices is formed in accordance with the 

value of logical connectives between states. Each transition-vertex maps to the state 

, { }i iS S S  the only state of the element 
1( ), ( ) :i i i iR S R S S S   following it; Label 

defines the process of changing states, that is, each 
1( ), ( ) :i i i iR S R S S S   is 

described by a connective ( )iLabel S  of logical and temporal operators that are valid 

for statement 
iS . 

Since for the LTL the descendant R(s) of state S is the only one, then for each 

state s only one sequence of states s, R(s), R(R(s)) can be generated. These sequences 

represent computational paths that start at s, and since the LTL formula refers to one 

path, the interpretation of LTL is defined in terms of such sequences. Reliability 

relationships, rules and principles for constructing linear temporal logic are given 

[105]. 

Computational tree logic can have several descendants, the states S, it does not 

refer to a single computational path, but to several computational paths. In order to 

adequately represent the states in which branching is possible, the concept of an 

extended state graph or state tree is introduced in the modeling of C [91]. The relation 

of the performance of the CTL formulas is given in Table 2.1. 
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Table 2.1. 

The ratio of the performance of the CTL formulas  

Formula Translation  

s╞═ p p  Label(s) 

s╞═ φ (s╞═ φ); 

s╞═ (φ  ψ) (s╞═ φ)  (s╞═ ψ) 

s╞═ EX φ σ  PM (s): σ[1]╞═ φ 

s╞═ E[φ U ψ] σ  PM (s): ( j ≥ 0: σ[j]╞═ ψ  (0 ≤ k < j: σ[k]╞═ φ)) 

s╞═ A[φ U ψ] σ  PM (s): ( j ≥ 0: σ[j]╞═ ψ   (0 ≤ k < j: σ[k]╞═ φ)) 

s╞═ ψ  [φ  X(φ U ψ)]  (s╞═ ψ)  (s╞═ φ)  s╞═ X(φ U ψ) 

 

The construction of the semantically correct formulas of the temporal logic of 

the computational tree time for specification given on a subset of the natural language 

is performed as follows: 

1. within the specification, the alphabet of temporal logic is allocated; 

2. logical connectives between the elements of the alphabet of temporal logic 

are determined; 

3. parallel execution of several logical connectives is determined, as well as the 

presence of operators A and E 

4. a chronological sequence is constructed between logical connectives. 

An example of construction is represented by the following formalisms of the 

OpenFlow specification for the SDN control protocol, which provides the correct 

relationship between the control plane and the forwarding plane [1, 3]: 

- the incoming request )(TP  is forwarded to the controller only if there is no 

match in the field Match  of the switch forward table. If matches are found, the 

switch sends the message to the destination (P(T):Forward)  or its modification 

(P(T):Modify) [77]: 

 

( (( : ( :

( (( : ( :

( (( :

(P(T):arrive)|= X(P(T):Search Match) F P(T) Match not Find)  X P(T) sent controller))

(P(T):arrive)|= X(P(T):Search Match) F P(T) Match Find)  X P(T) Forward ))

(P(T):arrive)|= X(P(T):Search Match) F P(T) Ma

 

 

 ( :tch Find)  X P(T) Modify ))

,  (2.14) 
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- the switch (Sw) checks the IP address of the forwarded packet )T(P , in the event 

that the IP address does not belong to the network range, it dropps the packet: 

 

(( ( : :

( ( : :

(P(T):arrive)|= X(P(T):Match) F P(T) IPnot exist)) XG(P(T) drop )

X(P(T):Match)) F P(T) IPnot exist)) XG(P(T) forward ))

  

   
.     (2.15) 

 

Graphical interpretation of formalisms constructed in accordance with the rules 

of LTL logic (2.14) is shown in Fig. 2.4. Graphical interpretation of the formalism 

constructed in accordance with the rules of CTL logic (2.15) is shown in Fig. 2.5. 

 

 

а) 

 

b) 

 

c) 

Fig. 2.4. Graphical interpretation of the formalism 2.14 
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Fig. 2.5. Graphical interpretation of the formalism 2.15 

 

2.2 Development of method for verification of consistency in specification 

requirements of NFV solutions  

 

As noted earlier, the requirements of NFV specifications are specified on a 

subset of the natural language and, often, are only descriptive, without rigorous 

systematization and formalization of requirements [23-27, 42-44]. Such ambiguity 

and blurring of concepts can introduce a number of critical errors in subsequent 

development stages. The formation and subsequent application of logically correct 

and non-contradictory requirements of the specification is the key to a successful 

process of developing NFV solutions with minimum errors. 

To solve the consistency verification problem, a lot of a priori atomic 

statements are formed that are characteristic of a given NFV solution. In this case, the 

set of such statements should include all the elements of the generated alphabet. 

Based on these statements, a search is made for the occurrence of their statements in 

the requirements of the specification followed by a step-by-step verification of the 

correspondence of formalisms [64]. Consistency and the absence of mutual deadlocks 
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throughout the service life cycle are the main metrics for checking consistency [85, 

102]. The following statements are true: 

Statement 2.1. The two formalisms of temporal logic iP(s)|= P  and jP(s)|= P  

do not contradict each other only if there are no such states for which the formalisms 

are mutually exclusive: i.e. when one of them is executed, the other cannot be 

executed, , { }k j k jP(s)| p P(s)|=P p P   . 

For example, two fragments of the requirements "the reserved channel cannot 

be blocked" GactivereservH |.  and "after the timeout the reserved channel is 

blocked" )(|. activeouttimereservH   are contradictory: the first statement 

obviously blocks the second one beforehand, which leads to their mutual exclusion, 

and, therefore, indicates the occurrence of contradictions. 

Requirements that contain mutually exclusive statements often refer to the 

conditions for the separation of network resources (for example, the process of device 

occupancy/releasing, the process of reading a record or the logic of the formation of a 

complex service may be incorrectly described) [110, 118]. 

When searching for and detecting of deadlocks, it is advisable to use a model 

approach. As a model, it is suggested to use a state space graph, the vertices of which 

are atomic statements specific for a given specification, transitions are determined by 

processes leading to change sin atomic statements. 

On the basis of the constructed model, a sequence of actions (atomic 

statements combined by logical or temporal operators) is found, which leads to 

contradictions. 

Within the framework of the proposed consistency verification method, the 

notion of an "excluding vertex" is introduced according to the kth state. 

Definition 2.1. The “excluding vertex” over the kth state is the vertex Sk of the 

graph M such that 

1 2{ , }( , , ( ) | ) { , }( , , ( ) | )i k i k j k j kO t S S Label х S S X O t S S Label y S S   , in the case of 

the execution of the formalism of the atomic logic, the state iS  tends to the state kS  
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and reaches (captures) it with the condition ( )Label х  at the time
1t , then the vertex 

kS  

cannot be reached from the condition jS  with the fulfillment of conditions ( )Label y . 

The path to the excluding vertex can be complex, consisting of several 

sequences of events. In this case, the k th exclusion state of the ith element of the 

alphabet is locally smaller than the mth exclusion state of the jth if there exists such a 

natural number n ≥ 1, the states Sx(1),..., Sx(n−1) and excluding vertices 
1 1,... nS S 

 such 

that: 1 2{ , }( , , ( ) | ) { , }( , , ( ) | , )i k i k j m j k m kO t S S Label х S S X O t S S Label y S S S S     

The proposed method for consistency verification consists of the following 

stages: 

I. Construction of a state graph combining several formalisms of temporal 

logic, corresponding to requirements to be verified; 

1. Forming a set of position-vertices. i{ A }  is the set of vertices of the graph 

that contains all possible states of verifiable statements (local graph) or the union of 

all statements (global graph); 

2. Determining the conditions for changing states and forming a set of 

transition-vertices. i{O | Label()} is the set of vertices of the graph that contains all 

possible transitions for states defined in the set i{ A } . The transition-vertices are 

marked with a label ( )Label оператор ; 

3. Determination of a “state-transition-state” sequence that corresponds to the 

full and completed requirement formalism. For global requirements, a combination of 

such sequences is provided. 

4. The terminal state for the verified statements of the specification is 

determined jTerm{ A } . 

II. Consistency check 

In the process of consistency check, the following statement is also valid: 

Statement 2.2. Then the search for contradictions can be reduced to searching 

in the private oriented graph of suspicious components and verifying the execution of 

such components rations of the for
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1 2{ , }( , , ( ) | ) { , }( , , ( ) | )i k i k j k j kO t S S Label х S S X O t S S Label y S S   . If there is a 

graph of states of the form 
1{ ,... }nS S S  that does not contain loopes and unreachable 

states, and ratios of the form 
1 2{ , }( , , ( )) { , }( , , ( ))i k i kO t S S Label х LX O t S S Label y  

are not satisfied for a given graph. 

Therefore, the verification process consists of the following steps: 

1. A set of logically connected elements ( , , ( )i kS S Label х  is formed for the 

whole set of atomic statements. 

2. A set of suspicious components ( , , ( )i kStrong S S Label х  is allocated in the 

set ( , , ( )i kS S Label х . 

3. The search for contradictions and the identification of the "excluding vertex" 

are being carried out. The search for contradictions is based on the verification of the 

reachability property (the absence of deadlocks during formalism execution) for 

statements containing suspicious components. 

The search rule is based on the following rule: if the statements nA  and kA  

containing the suspicious component ( , , ( )i kStrong S S Label х  reach their terminal 

state, then the statements nA  and kA  are not interlocking; if a deadlock occurs when 

one of the statements is implemented, then interlock is found. 

In this case, excluding vertex is the deadlock state. The process of verifying the 

reachability of the terminal vertices can be performed in parallel. The restriction of 

the verification is the ability to achieve only one clearly selected terminal vertex. 

As an approbation of the proposed method of searching for contradictions, 

several statements of the specification (OpenFlow v. 1.1.0) used to manage virtual 

network infrastructure in software-defined networks were checked. One of the 

fundamental principles of OpenFlow networks is the ability to independently process 

and transfer control messages by the OpenFlow controller: "switch control traffic 

without involving the OpenFlow controller" [62]: 

( P( i ) : arrived ) GX( Sw: Receive( P( i )) Sw: Match P( i )) F( P(T): IPnot exist))

XG(P(i) : drop )) ( X(P(T):Match)) ( F( P(T): IPnot exist)) XG(P(i) : forward ))

X(P(T):Match)) ( F( P(T): IPexist)) XG(P(i) : mod ify ))

   

     

   

. (2.16) 
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However, some versions of the specification also contain the following 

statement: "If no match is found, the switch is forwarded to the controller over the 

secure channel" [62]:  

 

( P( i ) : arrived )| GX( Sw: Receive( P( i )) Sw: Match P( i )) F( P(T): IPnot exist))

XG(P(i) : drop )) ( X(P(T):Match)) ( F( P(T): IPnot exist)) XG(P(i) : forward ))

X(P(T):Match)) ( F( P(T): IPexist)) XG(P(i) : mod ify )

   

    

   

 (2.17) 

 

When verifying the requirements of the specification for consistency, two sets 

of components ( , , ( ))i kS S Label х  are formed for the statement (2.16) and statement 

(2.17).  

 

1{ A }:

( P( i ) : arrived )| GX( Sw: Receive( P( i )) Sw: Match P( i ))

GX( Sw: Receive( P( i )) Sw: Match P( i )) F( P(T): IPnot exist))

GX( X(P(T):Match)) F( P(T): IPnot exist)) XG(P(i) : drop ))

X(P(T):Match)) ( F( P(T): IPnot exist)) XG(P

 

 

 

   (i) : forward )

X(P(T):Match)) ( F( P(T): IPexist)) XG(P(i) : mod ify )  

 

2{ A }:

( P( i ) : arrived )| GX( Sw: Receive( P( i )) Sw: Match P( i ))

GX( Sw: Receive( P( i )) Sw: Match P( i )) F( P(T): IPnot exist))

GX( X(P(T):Match)) F( P(T): IPnot exist)) XG(P(i) : drop ))

X(P(T):Match)) ( F( P(T): IPnot exist)) XG(P(

 

 

 

  i) : forward )

X(P(T):Match)) ( F( P(T): IPexist)) XG(P(i) : mod ify )) 

 

 

The general formalism graph (2.16) and (2.17) for the computational tree 

temporal logic of the verified specification requirements is shown in Fig. 2.6.  

 

Fig. 2.6. A graph combining several formalisms of temporal logic 
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For the graph M( S )  and certain sets 
1{ A }  and 

2{ A } a suspicious component 

is a formalism

( , : , ( ( : : ))Strong P(T):Match P(T) IPnot exist Label F P(T) IPnot exist)) XG(P(i) mоdify  ; 

when it is executed, the statement fragment 

F( P(T): IPnot exist) XG(P(i): forward )  does not reach its terminal state in the 

case of the execution of the fragment ( : : )F P(T) IPnot exist)) XG(P(i) mоdify  . 

Thus, the requirements of the specification given in the formalisms (2.16) and (2.17) 

are mutually exclusive, :P(T) IPnot exist  is the "excluding" position. 

 

2.3 Development of a method for analyzing correctness of behavior and 

allocation of NFVI resources in services provision  

 

2.3.1 Selection of NFV infrastructure management system    

The effectiveness of the NFV solutions depends to a large extent on the 

decisions of MANO control components: the VNF controller, orchestrator, 

descriptors of functions and services. Each component in the process of forming a 

management solution relies on the QoS requirements for the service being provided. 

These requirements are laid down in the SLA [65, 72]. By their nature, the 

requirements are divided into two classes: 

1. Functional. Functional requirements determine the behavior of both the 

virtual network infrastructure and individual computing nodes, which leads to a 

guaranteed performance of the required set of functions [102]. 

2. Non-functional. Non-functional requirements define the particular 

characteristics of network solution components, usually the counters or boundary 

indicators leading to a change of processes [22]. 

Errors in the process of implementing the requirements (compilation errors or 

logical errors in the code of the software solution) can lead to a number of critical 

problems in the functioning of the virtual network infrastructure: failures in the 
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provision of services, denial of service, data theft. Such errors introduce additional 

material costs due to repeated returns to early development stages [103, 110]. To 

eliminate this kind of mistakes, it is suggested to enter a sub-step for analyzing the 

compliance of the NFV infrastructure implementation with the requirements and 

assessing the compliance of the ready solution with the requirements. 

To analyze compliance with the required properties, it is expedient to use the 

model approach [119, 126]. As a modeling apparatus, it was proposed to use the E-

network apparatus [98, 105, 109]. 

Formally, the E-net is defined as a bipartite oriented graph described by the set 

[105, 109]: 

 

                                        ),,,,,,( 0MADLHPE                                       (2.18) 

 

where P  is a finite set of locations, including subsets B  and R  ( B  is a finite 

set of peripheral locations, R  is a finite set of decisive points); H  is a finite set of 

transitions; L  is a direct incidence function; D  is the inverse incidence function; A  

is the finite set of transition characteristics, which includes the inclusive time )(
i

a  of 

the transition start; q  is the transition procedure, and others; 0M  is the initial 

network markup. 

The graph of an E-net must contain at least one location and one transition, the 

vertex of the graph should not belong simultaneously to two sets of locations and 

transitions: P , H . In addition, the elements of one set cannot be joined by 

arcs: },{BH:D},,{HB:L 1010  .  

When modeling the behavior of multiservice networks with support for NVF 

technology, processes form a set of transition-vertices, and element states - a set of 

position-vertices. 

E-network models describing the process of managing a virtual network 

infrastructure with guaranteed quality of service [24] are shown in Fig. 2.6. 
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The result model the E-network displays the following sequence of actions: the 

end user (C) initializes the service request - position-vertex C:req. The user-

generated request is sent to the demarcation device, where a special application (SC) 

provides modification of the request to a view suitable for transmission over the 

network - position-vertex SC:mod req: an abstract representation of the service is 

generated, and packet fields are added or modified. Further, the modified request is 

sent to the control device; based on the information received, the Service Orcestrator 

(SO) selects the VNF instances required to provide the service - the position-vertex 

SO: req allocate. 

When selecting VNF instances, SO simultaneously generates and sends several 

requests: one request (position-vertex S&FR: N monitoring) - to the service and 

functions register (S&FR), the second VNFM request: (position-vertex VN 

monitoring) - to the VNF control device (VNFM). The register of services and 

functions collects data about the current state of the network and returns to the 

orchestrator information about the static state of the network (position-vertex NRC: 

Static) or dynamic state change (position-vertex NRC: dynamic). This information is 

provided by the Network Resource Control module (NRC). Based on the information 

received from the NRC, the service and function register module generates a response 

for SO (position-vertex S&FR: N responce). In parallel with this process, the VNF 

control unit monitors the state of the virtual network architecture (position-vertex 

VNFM: VN monitoring) and sends a response with information about the VNF state 

(position-vertex VNFM: resp) to the orchestrator. The orchestrator takes a control 

decision (position-vertex SO: des) based on the information received from the VNFM 

and from the S&FR. 

After selecting the required VNF instances, the orchestrator generates a request 

for the formation of the data flow route (position-vertex SO: resp). The NRC device 

processes the request and provides information about such path to the orchestrator 

(position-vertex NRC path selection), after that the orchestrator forms the final 

response (position-vertex SO: resp path) and passes it to SC (position-vertex SO: 

resp). 
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Fig. 2.7. The E-network model of the network resources orchestration process 

 

Verification of compliance with the functional and non-functional requirements 

for NFV implementation is suggested to be performed by analyzing the algorithmic 

properties of the E-network model, such as activity, security and reachability, 

boundedness and persistence [30, 54, 107]. 

E-network model activity. The task of checking the activity of the NFV 

implementation model can be formulated as follows: each state of the E-network 

model i ip , p P
 must be reachable from the initial label 

iM  in such a way that: 
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D i 1 j i 1 L i j 1 if ( M ,h , p ) f ( M ,h , p )    where Df  is the inverse incidence function, Lf  is the 

function of direct incidence, 
jh  and 

j 1h 
  are the successive transitions for which the 

following statement 
j jf ( h ) p  is true. 

Transitions of the E-network are characterized by different degrees of activity: 

- the transition is potentially dead: 
jf ( h ) 0 ; 

- the transition jh
 has activity 1 if it has been initiated at least once or has a 

potential liveliness: j if ( h ) p
; 

- the transition jh
 has the activity n, if for it there is a sequence of starts 

leading to a certain label 
iM , such that, 

n

D j i 1 L j 1 i j n nf ( M ,( h ) , p ) f (( M,h , p ) ... ( M ,h , p ))      i.e. for the transition there is a 

number of potential starts equal to n. 

Reachability of the E-network model. The analysis of the reachability property 

makes it possible to verify the feasibility of the requirement and to achieve the 

desired result when it is executed. When analyzing the reachability property, it is 

necessary to determine the initial state of the E-net model (initial label, 
0M ) and the 

set of terminal states (
'M ). 

The problem of reachability analysis in this case is formulated as follows: 

determine the existence and reachability of the terminal states belonging to the label 

'M  for an E-net with initial label 0M
. [78, 105]. 

Property of the NFV E-network model. The problem of analyzing the 

persistence property can be represented as follows: an E-net E  with initial label 0M  

is considered to be persistent if for all 
iM , iM ( E,M )  the following equality holds 

[30, 54]: 

 

i i

i i i

p P p P

M ( p ) M( p )
 

                                          (2.19) 
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This kind of persistence is a strict limitation, from which it follows that the 

number of inputs must necessarily correspond to the number of outputs from the 

position. 

Typically, in the E-network model, describing the process of providing services 

(VoIP, IPS), the data flows to be multiplexed/demultiplexed, thereby the number of 

labels characterizing the flow can vary. Therefore, when analyzing the basic 

algorithmic properties of the E-network model, we should analyze the weighting of 

the network model: the number of labels received at the input of the initial vertex 

(initial label) and those reached the final label should be the same. An E-network is 

considered weighted and persistent if there exists a vector of labels 1 2 iт (m ,m ...m )

such that for all labels iM
 reachable from the initial label 0M

, the equality [30, 54] 

is valid: 

i i i i 0m M ( p ) m M ( p )  .                                          (2.20) 

Property of the E-network model boundedness. The problem of analyzing the 

boundedness of an E-net can be formulated as follows: for a given initial label 0M  

and an allowable number of labels n , the following inequality iM ( p) n  is valid for 

any markup iM  reachable in the network. 

A special case of boundedness is the property of security. The security feature 

is uniquely characterized by the following condition 

( ) { | ( ) 1}, 1i iM p E p M p р     . In a secure network, there can appear not more 

than one label appear in any position. 

 

2.3.2 Development of method for analyzing algorithmic properties of E-net 

model  

The method of constructing matrix equations and a reachability tree are 

currently the main methods for analyzing the algorithmic properties of models [34, 

56, 72]. 
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The matrix approach is based on the description of the E-network model by 

two matrices D  
and D  containing the functions of direct and inverse incidence. 

For each matrix transition, there is a specific expression of the form: 

i 1 jD ( j,i ) K( p ,D( h ))

 , i jD ( j,i ) K( p ,L( h ))  , where jh  is the active transition; ip  is 

the state formed during the transition start jh ; K  is the multiplicity of the arc leading 

from the position 1ip   to the transition jh  and the arc leading from the transition jh  to 

the position ip . 

Thus, each line of the matrix characterizes a certain transition h , each column 

is a position p . A vector m  is introduced that contains zeros in all the lines except 

the j th component: e( j ) . If the transition jh  in the labeling process is allowed, the 

result of starting this transition when label M is determined by the function j( M,h )  

that specifies the new label 'M : 

 

j( M,h ) M e( j )D e( j )D M e( j )( D D ) M e( j )D            ,        (2.21) 

 

where D D D    is the composite matrix of changes in the states of the 

protocol model. 

The sequence of transition starts j1 j2 jkH :(h ,h ,...h )  is specified as follows: 

 

j1 j2 jk 1 2 k( M,H ) ( M,h ,h ,...h ) M e( j )D e( j )D ... e( j )D M f ( H )D         .  (2.22) 

 

The vector 1 2 kf ( H ) e( j ) e( j ) ... e( j )     is called a sequence initiation vector 

j1 j2 jkH :(h ,h ,...h ) , in addition if ( H )  determines the number of hops in the sequence 

j1 j2 jk( h ,h ,...h ) . 

Matrix theory is a good tool for analyzing such properties of the E-network 

model as reachability, activity, and security. 
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However, the application of the matrix method has a number of significant 

limitations: 

• the matrix D  does not allow performing a full analysis in case of loops; 

• the initiation function gives an general idea of the total number of transitions, 

but there is no information on the sequence of their operation. 

A reachability tree is a method of searching for a set of reachable E-network 

model labelings. The result of analysis of the protocol model by means of the 

reachability tree can be represented in the form of the following state graph: 

 

G( D) P,H,  ,                                             (2.23) 

 

where 1 2 nP { p , p ,..., p }  is the set of vertices that correspond to the set of 

achievable labels fD( M ) ; ij j jH {e }( p , p V )    is a set of transitions, the activity of 

which leads to the achievement of a certain label 
'M , 

'

fM M ; : f ( H P )   is the 

transition function. 

Building the reachability tree allows finding all the set of achievable markups 

of the protocol model and checking the activity of each transition. The study of the 

change of achievable labels makes it possible to analyze the succession of initiating 

transitions, which, in turn, makes it possible to identify the conditions that lead to the 

appearance of deadlocks and cycles. 

The disadvantage of the reachability tree is the existence of a symbol   when 

describing reachable labels. The symbol   means loss of information: the number of 

label activity values is not taken into account; only the fact of their multiple start is 

considered. In addition, a drawback of this method is the lack of the possibility of a 

formal description of the change of labels in the network. 

Therefore, it can be concluded that the existing methods of analyzing the 

algorithmic properties of E-networks do not allow solving the problems of analysis of 

such properties as the persistence and boundedness of the network. Therefore, there is 

a need to develop a new method that allows a full description of the sequence of state 
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changes and the number of starts of a particular transition of the E-network model in 

order to eliminate a greater number of possible errors and then improve the efficiency 

of the NFV solution. 

The theory of formal grammars has become widespread in the field of checking 

the properties of computer technology and software [60, 92, 94, 97]. Approbation of 

the theory of formal grammars as a method for analyzing the algebraic properties of 

Petri nets and Kripke models is given in [93]. As an analysis tool, generative formal 

grammars are used that allow the derivation of a language string from a certain initial 

state using a series of rules. 

 

2.3.3 Development of method for synthesizing formal grammar by E-net 

In the general form, the formal generative grammar G  is given as the set of 

four objects [92, 97] 

 

),,(  SPr,VVG
nt

 ,                                              (2.24) 

 

where 
t

V  is a non-empty finite set of terminal (mandatory) symbols; 
n

V  is non-

empty finite set of nonterminal (optional) symbols. The union of the sets 
n

V  and 
t

V , 

tn
VVL   is called a dictionary L ; Pr  is the non-empty finite set of output rules 

(outputs); S  is the initial symbol of the grammar. 

The derivation chain is called the set of states ),(  , where   is the initial 

value of the state of the network model or the input symbol,   is the terminal state 

or the output symbol, in addition for all   and   ( )P   is characteristic [60, 

92]. Many state-vertices form elements of the alphabet of formal grammar, and the 

derivation chains are words of the language. The language )(GL  generated by the 

grammar G  is the union of derivation chains for which the following statement [56] 

is typical: 

 

),|()(   SVVGL
nt

.                                       (2.25) 
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When constructing a formal grammar of the E-network model, it is suggested 

to perform a number of actions: 

1. Formation of the basic alphabet of formal grammar. The symbols of the 

alphabet are the values of the state vertices. In accordance with the features of the E-

network, a lot of terminal symbols and a lot of nonterminal symbols are allocated. 

2. Formation of a set of rules for the derivation of chains. The derivation rules 

are affected by the characteristics of the transitions and the presence of decisive 

positions describing the transition function. 

3. Formation of the rule for the derivation of the language of formal grammar - 

listing the rules by which the alphabet symbols base their sequences. The rules of 

output are imposed by a number of limitations, according to which the classification 

of the grammar is determined. Restrictions depend on the class of formal grammar. In 

accordance with the Chomsky hierarchy, four types of formal grammars are 

distinguished, each subsequent type being a more limited subset of the previous one 

[105]. 

The formal grammar describing the model built on the basis of the E-network 

apparatus is given as follows:  

 

),,(  SPr,NVG
t

 .                                                 (2.26) 

 

The set of terminal symbols 
t

V  is the set of protocol states modeled by 

transition-vertices and position-vertices of the model 
t

VzbaZCBA }...,;...,,{ , where 

zba ...,  is the symbolic designation of the transition-vertices, ZCBA ...,,  is the 

symbolic designation of the position-vertices, },,,,{ MYMXFJT  are not the position-

vertices). 

N  is the nonempty finite set of nonterminal symbols 0NV
t

. The set of 

nonterminal symbols N  consists of the following elements: N"," r(x),Tr, }{  where 

r(x) contains a set of attribute values that affect the rules for triggering transitions, 
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Tr  is a symbol indicating the type of transition ( MYMXFJT ,,,, ), ","  is a division 

symbol. 

The definition of restrictions imposed on the rules for the derivation of E-

network products is a key element in the construction of formal grammar. According 

to the Chomsky classification [82], E-net grammars belong to the class of shortened 

context-free (SCF) or regular grammars (RG without taking into account an empty 

chain). A chain that does not contain a single character is called an empty string )(  

[94]. 

Grammar G  for an E-network is considered to be SCF, if each rule of Pr  has 

the form of A , where 
*)(,

ntn
VVVA   . Grammar G  is regular if every rule 

of Pr  is of the form A , where 
 )(,

ntn
VVVA  . We denote by 

*)(
nt

VV   a 

set containing all chains of finite length in the alphabet, including a chain  , and by 

 )(
nt

VV  - a set that does not contain an empty chain. 

In the process of forming the language of the generating grammar, the primary 

task is to choose its grammar type, and, consequently, the formation of rules and 

constraints imposed in the construction of chains. 

In [92, 94, 97], it was proposed to use four types of languages that allow 

constructing grammatically correct derivation chains for Petri nets. It is noted that 

each type of language is determined by the state of the initial state corresponding to 

the vector of initial markup, the alphabet and the set of final network states. By 

descending their computing power, languages can be built in the following order: 

L language type, G language type, T language type, Р language type. 

A universal representation of the language is the following formalism: 

 

*

0 0( ) { ( )}| ( , ) , }iL E s C s F s      ,                       (2.27) 

 

where 
0s  is the initial state of the model; 

iC is the ordered set of active states 

(alphabet symbols) of the network that form words; C  is combinations of words; 
*
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is the set of all strings from the alphabet, including an empty string; ),(  s  is the 

function of starting transitions; F  is the set of terminal states. 

The L language type is the most powerful of all the given class of languages: 

it allows forming a lot of variations of derivation chains. The L  language type is 

characterized by the need to achieve the entire set of terminal states and the lack of 

blocking of the position-vertices. However, the fulfillment of these requirements is 

not always possible.  

In accordance with the formalism (2.27), a language of the L type can be 

given as follows: })(|)({)(
** F,èTCL   , where   is the sequence 

of active transitions. 

The power of a language of G type is limited by the rule of reaching all 

covered states. In this case, the set of terminal states includes symbols belonging to a 

set of covered states. The language of the G type is described by the following 

formalism: 
*

|)({)( * TCL   , and there is a set of terminal states F
f
  

such that })( '

f
,   .  

The T type language includes the set of all terminal and nonterminal covered 

states. The language of the T type is given by the following formalism: 

*

|)({)( * TCL   and )(  , is defined, but for any 

)t,),((, jTtj  } is not defined. 

The formation of a language of P type is characterized by a large number of 

restrictions. Thus, the construction of the P type language is possible only for a set 

of reachable states in the absence of deadlocks. 

The language of the P type is characterized by the following formalism: 

*

|)({)( * TCL   and the whole set ),(  } is defined and can be 

given as: 

 

*

0( ) ( | , ( , ) ( ) )t tL Р s V s N V       ,                                    (2.28) 
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In order to minimize the cost of computing resources in the process of 

analyzing the algorithmic properties of E-networks, it is suggested to use a language 

of the P  type. The choice of language of the P type is conditioned by the 

sufficient number of space of the investigated model states and the possibility of 

forming derivation chains (words) containing dead-end symbols (states). 

Based on the considered rules of inference of chains for standard types of E-net 

transitions, the following method for parsing the model of the E-network of the NFV 

solution is formed. It is supposed to use the "recursive descent" parsing method [97, 

105]: 

1. A set of symbols of the alphabet {} is formed, which contains the entire 

set of states characterized by the position-vertices; 

2. A set of terminal states {} is obtained such that { } { }   . The set of 

terminal states depends on the initial purpose of the test; 

3. A lot of active transitions are formed. The definition and requirements for 

the degree of activity of the transitions are given in subchapter 2.3.1. The type of 

each active transition is determined. The peculiarity of the E-network apparatus is 

the presence of five types of transitions [78, 98]: three of which ( FJT ,, ) are 

unconditional or uncontrollable and two ( MYMX , ) are characterized by the 

presence of a decisive point )(xr , the logic of triggering transitions MX  and MY  

depends on the values )(xr ; 

4. The diads of symbols 
1i i  that contain consistent concatenation of the 

states are determined. Concatenation is possible in case 
1i i  . The rules for 

constructing diads depend on the type of transition between them. Thus, the T-

transition simulates the execution of an event that occurs when one condition is met. 

The condition for triggering the T-transition is the absence of a label in the output 

position 0)(Bp  and its presence in the initial position 1)(Ap . The structural 

scheme of the T-transition is shown in Fig. 2.8. 
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Fig.2.8. T-transition scheme (no decisive point) 

 

In accordance with the triggering condition, the rule for derivation of a chain 

in the presence of a T-transition is expressed by the following statement: 

 

( ) { | } { }L T AT T v AB   , 

.},{,}{
t

Vt,vuNT                                    (2.29) 

 

The F-transition allows modeling the branching condition of the flows. The 

condition for initiating an F-transition is the absence of labels in the output positions 

0)(Bp  and 0)(Cp , and the presence of a label 1)(Ap  in the original 

position. The structural diagram of the F-transition is shown in Fig. 2.9.  

 

Fig. 2.9. The F-transition scheme (the decisive point is absent) 

 

The rule for branching flows can be expressed by the following equation: 

 

( ) { | } { },L F AF F fzv ABC    

.},,{,}{
t

Vf,vzuNF                               (2.30) 

 

The J-transition is used to simulate the combining of two flows or the 

conditional execution of one of the events. Thus, position C can be achieved only if 
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two or more active states exist simultaneously. The structural scheme of the J-

transition is shown in Fig. 2.10. 

 

Fig.2.10. J-transition scheme (decisive no location) 

 

The condition for the activity of the J-transition is the simultaneous presence 

of labels in positions А and В, 1)(Ap  and 1)(Bp  and the absence of a label in 

position C, 0)(Cp . 

The rule of chain derivation in the presence of a J-transition is expressed by 

the following statement:  

 

( ) { | } ( ) { }L J ABJ J jz L J ABC     

t
Vj,zvu N,J  },,{}{ .                                 (2.31) 

 

The MX transition is the control transition, the value of the derivation chain 

depends on the logic of the functioning of the decisive point e )(Sr . The structural 

diagram of the MX-transition is shown in Fig. 2.11. 

 

Fig.2.11. The scheme of MX-transition 

 

Depending on the logic of the functioning of the decisive point, the procedure 

for changing states is as follows:  
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 ( ) | ( ) ( | ( ) 0 || ( ) ) ( ) { },L MX ASX u X X z r S r S X L MX AB         (2.32) 

or 

 '( ) | ( ) ( | ( ) 0 || ( ) ) '( ) { },L MX ASX u X X z r S r S X L MX AC         (2.33) 

where 
t

Vx,zvuBCNXS  },,,,{,},{ , 

That is, when the predicate value 0)(Sr  is less than a certain threshold 

value ( )r S X , the label goes to the position C  (2.33). 

If the value of the predicate 1)(Sr  is greater than a certain threshold value 

( )r S X , the label goes to position B  (2.32). 

The purpose of the MY-transition is to simulate the priority of processing data 

flows. The principle of initiating the MY-transition can be defined either as the 

operation of priority comparison of flows or depends on the attributes of the decisive 

point )(Sr . 

The structural diagram of the MY-transition is shown in Fig. 2.12. 

 

Fig. 2.12. The MY transition scheme 

 

Depending on the logic of the functioning of the decisive point, the procedure for 

changing states is as follows: 

 

, , , ( ) 0 ( ( ) 1, ( ) 1, ( ) 0)
( )

, , , ( ) 1 ( ( ) 1, ( ) 1, ( ) 0)

u y v y S y Y z r S p B p A p C AC
L MY ABSY

u y v y S y Y z r S p B p A p C BC

            
  

           

 

( ) { || }L MY AC BC  ,                                                (2.34) 
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where 
t

Vz,vyuCBANYS  },,,,,{,},{ . 

5. The diads of symbols are sequentially combined. Unification of symbols is 

possible only if 1 1,{ , } { }i i j j i j        . 

6. The completion of the words construction. The construction ends when a 

deadlock is found (the subsequent transition is potentially dead) or if all final labels 

are reached. 

This method is applicable if the following conditions are met: 

• each position-vertex of the network model is unique and belongs to the set

)( NV
t

; 

• if the position-vertex is marked with a symbol A , where NA , and its 

descendants are vertices with symbols
n2

AAA ...,1 , where each )( NVA
ti
 , then 

1 ...2 iA A A A     is the rule of output of the grammar; 

• symbols 
n2

AAA ...,1  belonging to the set )(xr  are not alphabet symbols. 

The algorithm for forming derivation chains is represented by the following 

pseudocode: 

Set str[ ] = {S1,S2,…Sn} 

if length.str[Si]=0 and Si Sn, Sn { N }   do 

Si=str_init[]    length.str_init[]++ 

return str_init[] 

else length.str[Si]≠0 and Sj ,Sn| Sn, Sn { N }     do 

Si=str_fin[]    length.str_fin[]++ 

return str_fin[] 

for each state Si =init and Sj length.str[] do 

if tSi Sj Sj 1;Sj 1 ,Sn| Sn, Sn {V }          

match Sj 1  as current vertices-state and find active 

transition Ta 

if Ta { MY ,F }  and L(P)[]>1 

procedure COMPELER 

  fL P : Si ( Sj,Sj 1 ,Sn )( Sk,Sk 1 ,Sm)| Sn,Sm { S }         , 

tSk,Sk 1 {V }   

else Ta { MX ,J ,T }  

procedure COMPLETER grammar chain L(P)[], 

  tL P : Si Sj,Sj 1 ,Sn| Sn {V }     

Length.L(P)[]++ 

if Sj Sj 1;Sj 1 Sn| Sn e      

Sj 1 =final vertices-state  
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procedure COMPLETER grammar chain L(P)[], 

  tL P : Si Sj,Sj 1| Sn {V }    

return L(P)[] 

else all grammar chain is found 

return set of L(P)[] 

end 

end 

 

 

2.4 Analysis of the E-network model through formal grammars 

 

The properties considered in the analysis process can be divided into static or 

structural and dynamic. 

The static properties of the E-network model include those properties that 

should not change in the process of functioning. These include limitations, 

persistence and reachability. 

Dynamic properties of E-networks include those that change in the process of 

functioning and depend on the state of the model. These properties include vertex 

activity (absence or appearance of deadlocks), the property of mutual exclusion, the 

looping property. [92, 94, 107]. Since the property of activity has a strong influence 

on the observance of the reachability property, the reachability property can be 

referred to both static and dynamic properties. 

The analysis of both static and dynamic properties is extremely important for a 

correct estimation of the functioning of the NVF solutions implementation. The 

theory of formal grammars allows structuring and describing the processes of 

changing the positions of the vertices of the E-network model in the form of a set of 

derivation chains. The study of derivation chains leading to the terminal state allows 

establishing the fact of observing static and dynamic properties in the E-network 

model. In order to obtain correct results by means of formal grammars, solutions are 

developed for the following tasks: 

The task of analyzing the reachability property. The solution of the problem of 

reachability of the final labels is reduced to solving the problem of constructing a P-

type language containing a set of words with symbols of terminal states. 
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Since the language is generated by the sequence of active transitions, the 

analysis of the reachability of a definite terminal state is reduced to an analysis of the 

activity of the transitions. 

If for any state
iS  of the E-network model it is possible to construct a language 

of the P type 
*

0( ) ( | , ( , ) ( ) )t tL Р s V s N V       such that the set   and the set 

of final labels fS Z  contain the same symbols, then the reachability property is 

fulfilled totally. If   belongs to the set of terminal states fS Z , then the 

reachability property is partially satisfiable. In this case, a set of chains that do not 

reach their terminal state is output. 

The problem of analyzing the property of boundedness. E-networks, according 

to their definition, are a class of bounded networks, i.e. any network state contains the 

same number of input and output arcs. However, in the presence of macro positions, 

this property is not always observed. 

In the process of solving the problem of analyzing the observance of the 

property of boundedness, it is necessary to consider possible options for placing 

macro positions: 

-the appearance of a macro position is due to the presence of control transitions 

MX or MY in the E-network model. In the presence of macro positions at the initial 

stage of the E-network functioning, the boundedness property is checked as follows: 

if the number of labels entering the E-network model at the initial stage is equal to 

the number of labels originating from the E-network at the final stage, then the 

network is considered globally persistent. 

- the emergence of macro positions at intermediate stages of the functioning of 

the E-network model. In this case, the boundedness criterion is the multiplicity of the 

arcs entering the macro position and outgoing from it. With a single hop start, the 

following condition is true: 
i

tEL )( . At the same time, in the position 1iS  , labels 

can either accumulate or circulate through the network. It follows from the condition 

of boundedness that a location is considered k bounded if the number of labels in it 

does not exceed k . The number of labels in a position 1iS   or any other position may 
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exceed in the case of emergence of such a language 

0l0,n,ZTTttEL i
l

i
n   |)( 1  that kln  .  

If such a situation arises, it is said that the E-network is not limited. 

- the presence of peripheral macro positions. In this case, the unlimited markup 

is characterized by the following situations: 

 

0)p0,l0,n,ZTTtttEL i
p

j
n

i
l   |()( 1   

or 

0l0,n,ZTTttEL i
l

i
n   |)( 1 .                                (2.35) 

 

If the total number of transitions entering the position 
1iS 
 exceeds the number 

of transitions originating from it, then the position 
1iS 
 is said to be unlimited. If the 

number of labels entering the network does not correspond to the number of labels 

outgoing from the network, the boundedness property is not observed. 

A feature of formal grammars is the ability to analyze network redundancy. 

Definition 2.2. The network is redundant if, during its operation, symbols from 

the terminal alphabet 
t

V  of formal grammar have been identified, which have not 

occurred once in the formation of the network. 

The task of analyzing the property of activity. The activity means the 

possibility of initiating any transition of the E-network model. The definition of the 

liveliness of the E-network model is based on constructing a language of the Р type 

*

0( ) ( | , ( , ) ( ) )t tL Р s V s N V        such that the set   and the set tV  contain the 

same number of symbols and there is always a chain of output 0 0|s s  . If such a 

Р language exists for the given E-network model, then the network is considered 

active. Otherwise, it is considered that the network contains deadlocks, the cause of 

which is most often interlocking. Determining the presence of deadlocks between the 

positions of the derivation chains can be represented as follows: the position-vertex 

nS  is considered to be a deadlock if it can never be active. In this case, the P-type 
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language is represented by a formalism of the form 

*

0 0 0( ) ( | , , ( , ) ( )t k tL Р s s V s S N V         such that 

* *

0 0 0 0 0(( | , , ( , ) ( ) | ) ( | , ( , ) ( ) | )t k t k t k t ks s V s S N V S L s V s S N V S                if on 

the way to the output of the chain 0s  ,   tends to the state kS  and reaches it with the 

condition at the time 1t , the vertex kS  cannot be active for the chain 0s   at the time 2t  

provided that 2t  comes after 1t . 

Formal grammars allow establishing the fact of loop formation, while the main 

limitation is the absence of macro positions in the structure of the E-network model, 

or the network should be limited. 

If the constraint conditions are satisfied, then the language of the form [97, 

112]: 

 

)|....)(....()( ZTTtttsEL
n

m

ii


 110                                    (2.36) 

 

indicates the formation of loops. In this case, n number of possible loops, 

m number of elements in the loop, m number of elements in the loop chain 2m , 

....1ii
tt  is a chain that occurs under looping. 

The peculiarity of formal languages is their closeness with respect to the 

operation of addition and unification [92, 94, 112]: 

Based on the results of the solutions to the problem of checking the algorithmic 

properties of the E-network model, one can conclude that it is expedient to use 

truncated formal grammars (P-type language) as a tool for formalizing the behavior 

of the model with subsequent analysis. 

As an example, Fig. 2.13 shows the E-network model, which corresponds to 

the initial stage of the exchange of control messages in the SDN network with NFV 

technology support between the control device and the demarcation device - 

OpenFlow switch [76, 99]. 
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The position-vertex  corresponds to the arrival of a new 

message on one of the ports of the demarcation device of position-vertex , which 

signals about changes in the network topology (the addition of a new user or network 

equipment). In this case, the forwarding of a new message to the control device of the 

MANO system, primarily the orchestrator, is performed only if there is no matches 

for the field  (position-vertex ) in the switch forward table. If a match is 

found (position-vertex ), the OpenFlow switch sends the message to the 

destination that is specified in the destination source field of the forward table 

(position-vertex ) or processes the message (change of counters, priority, 

destination). The process of message processing corresponds to the position-vertex 

. Then the control device generates a control solution and passes it to the 

switch (position-vertex ). In this case, the transmission of the control 

message can be executed either directly or using the FlowVisor by means of 

encapsulating various control information packets into a single channel. The 

FlowVisor state corresponds to the transmission of packet flow through the 

aggregator. 

Packets containing information about the management solution are sent to the 

OpenFlow port of the switch, which is specified in the Dest port header . 

(position-vertex ). In this case, according to the specification of the 

OpenFlow protocol, packets containing information about the management solution 

can be delivered to either the switch that initiated the connection establishment or 

toall the network switches through a broadcast request. The possibility of multicast is 

determined by the position-vertex . 

The transitions of the E-network model shown in Fig. 2 have the following 

values: 0P  corresponds to the process of the incoming OpenFlow switch receiving a 

new message from the user terminal devices or from the broadcast request for the 

appearance of a new device on the user side. The transition 1P  corresponds to the 

process of switch getting the knowledge about new network devices, the so-called 

"learning" process of the switch is being performed. 

(porti) learning Switch

(porti)

jMatch find tDon'

Find

data Forwarding

Table Change

Command Change

jMatch

porti Receive

ports all Receive
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Fig.2.13. The model of the process of initializing the control flow in the network 

using the OpenFlow protocol  

 

The control predicate )(xr  contains information about the data of the forward 

table. The following rule is valid in the learning process: the OpenFlow switch sends 

the packet to the management device only if there is no match of Match field of the 

incoming packet in the Forward Table with the fields already available in the table 

: )(1 Tfj MatchMatchTfP  . The process 2P  is also a control one, the decisive position 

)(xr  contains control information, according to which the packet is directly forwarded 

to the destination; or first the controller modifies the packet (adding/changing the 

fields of the packet), and then the packet is sent to the destination. The process of 

modification followed by sending corresponds to a transition 4P . The transition 3P  

corresponds to the processing of the packet by the controller with its further 

jMatch



93 

transmission along the same route (transition 5P ) or by encapsulating it with the 

FlowVisor (transition 6P ).  and simulate the process of the switch OpenFlow 

processing of the packet coming from the control device in accordance with the 

required set of commands [3, 62]: entering in the forward table, modifying 

)),(( tModiffTf
dini  or dropping the packet )(DropTf . 

In accordance with the above rules and the algorithm for formalizing the 

behavior of a fragment of the network infrastructure, the "control device - OpenFlow 

Switch" through the P-type language can be represented as follows: 

1. Swi:learn state is the initial state of the E-net model with the label 

Мo(1,0,0,0,0,0,0,0,0,0)  

2. Sw(i-n):forward state is the terminal state of the E-net model with the label 

Мo(0,0,0,0,0,0,0,0,0,1). 

3. The set { Swi:learn, M:don’t find, M: find, Swi: forward, Sw:modify, 

SC:com, FV: agreg, Swi:receive, Sw(i...n):receive, Sw(i...n): froward} is the set of 

reachable labels. 

4. The P-type language, typical for this model, contains the following output 

word chains: 

1( )L P =( Swi:learn, M: find, Swi: forward) 

2( )L P =( Swi:learn, M: find, Sw:modify, Sw(i...n): receive, Sw(i...n): forward) 

3( )L P =( Swi:learn, M:don’t find, FV: agreg) 

4( )L P =( Swi:learn, M:don’t find, FV: agreg, Sw(i...n):receive, Sw(i...n): 

forward) 

5( )L P =( Swi:learn, M:don’t find, SC:com) 

6( )L P =( Swi:learn, M:don’t find, SC:com, Sw(i...n):receive, Sw(i...n): 

forward) 

7( )L P =( Swi:learn, M:don’t find, SC:com, Swi:receive) 

 

tP
'

tP
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Analysis of the derivation chains showed that only the chains 2( )L P , 4( )L P , 

6( )L P  lead to the achievement of the terminal state. The derivation chains 3( )L P , 

5( )L P  indicate a deadlock. The vertex, which is characterized by the formation of a 

deadlock is the vertex Sw(i...n):receive. The network is persistent and limited. 

As another example, it is suggested to consider a more complex E-network 

model that characterizes the process of searching and reserving the MANO control 

system of communication channels with sufficient bandwidth. A sufficient bandwidth 

means the possibility of transmitting a data flow with a channel delay value no 

greater than that indicated in the SLA [62, 69]. 

The model for determining communication channels with sufficient bandwidth 

is shown in Fig. 2.14. 

The position-vertices of the proposed E-network model determine the 

following states of the search process: :SO SQL req  - initial state, the orchestrator 

generates a set of requirements for communication channels, which corresponds to 

SLA [24]; :SO alloc req  - the orchestrator generates several requests in parallel: a 

request to the network resources control module (NRC: search node) to detect 

communication channels that meet the specified requirements and a request to the 

VNF control device (VNFM: search) to search for the service instance, access to 

which is possible via certain communication channels; position-vertex NRC: req 

corresponds to the generation of the response by the network resource management 

module; the NRC response contains information on the availability of the 

communication channels Ch(1...n). The state of Ch(1...n):find simulates the 

beginning of the procedure for determining communication channels with allowable 

bandwidth - the formation of a request to the register of services and functions 

(S&FR) and the initiate of a bandwidth change check with time. 

To do this, the bandwidth value for a specific time point t  is fixed (C(t)), after 

which the procedure for monitoring the change in the characteristics of the 

communication channel (position-vertex Ch:Monitoring) begins. If the bandwidth 

does not decrease (state Ch:C(t+1)>=C(t)), then the link is entered in the channel list 
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with the allowable bandwidth (position-vertex Ch:mem&check). If the transmission 

capacity of the communication channel gradually degrades (the states of Ch: 

C(t+1)<=C(t) and Ch: C(t+1)<C(SLA)), the communication channel is dropped and 

not considered for a certain time t . The position-vertex T:Set characterizes the 

setting of the time interval over which the channel is ignored (position-vertex 

Ch:Drop). Further, information on communication channels with sufficient 

bandwidth is transferred to the NRC module. In parallel with this process, the VNF 

control unit monitors the NFV infrastructures (position-vertex VNFM: VN 

monitoring) and sends a response with information about the VNF state (position-

vertex VNFM: resp) to the orchestrator. The orchestrator takes a control decision 

(SO: des) based on the information received from the VNFM and S&FR.  

After selecting the required VNF instances, the orchestrator generates a request 

for the formation of a data flow path (SO: data path req). The NRC device processes 

the request and provides information about such path to the orchestrator (position-

vertex NRC path selection), after that the orchestrator forms the final response 

(position-vertex SO: resp path) and passes it to SC (position-vertex SO: resp). 

Transitions of the model carry the following semantic load: T1 -forming the 

requirements to the network infrastructure; F1 - the formation of a request for the 

provision of network resources that meet the requirements; T2 - the procedure for 

detecting communication channels with sufficient bandwidth Ch(1…n); Т2’ - 

procedure of search for service instances; MY1, MY2, MY3 - the procedure for testing 

the adequacy of the bandwidth of communication channels Ch(1…n); Т3 - procedure 

for meeting SLA requirements; T4 - the procedure for entering the communication 

channel in the S&FR data register, and then accessing it with a check; T5, T6 - 

procedure for setting the interval for checking the values of the bandwidth of 

communication channels; T7 - the procedure for generating and sending information 

about communication channels to the orchestrator; T8 - the formation of a request for 

the search for optimal routes; T9, T10 - generation of information at the end of the 

verification interval; J1, J2 - generation of the conclusion that the network resources, 

which meet the specified requirements, are available; T11, T12, T13 - the formation 



96 

of a virtual channel and sending information about it to the orchestrator and the end 

user. 

 

 

Fig.2.14. E-network graph of the procedure for determining communication channels 

with allowable bandwidth 

 

The formalization and subsequent analysis of the behavior of the search 

algorithm for communication channels with allowable throughput using P-type 

language can be represented as follows: 
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1. SO:QoS req state is the initial state of the E-network model with the label 

Мo(1,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0)  

2. SO: resp state is the terminal state of the E-network model with the label 

Мf(0,0,0,0,0,0,0,0,0,1). 

3. Set { :SO SQL req , :SO alloc req , NRC: search, VNFM:search, NRC:req, 

Ch(1…n):find, Ch: C(t+1)>=C(t), Ch:Drop, Ch:mem&check, Ch: C(t+1)<=C(t), 

Ch: C(t+1)<=C(t), Ch: C(t+1)<C(SLA), S&FR: N Monitoring, VNFM: VN 

monitoring, VNFM: resp, SO: data path req, SO: des, NRC: path selection, SO: resp 

path, SO: resp, T:set, Ch:Drop, Ch:enable} is the set of reachability labels. 

5. The P-type language, typical for this model, contains the following 

derivation chain words: 

1( )L P ( :SO SQL req , :SO alloc req , (S&FR: N Monitoring, Ch(1…n):find, 

C(t+1)<=C(t), Ch: C(t+1)>C(SLA), Ch:enable)˅(VNFM: VN monitoring, VNFM: 

resp),T:Set, CNR:req, SO: des SO: data path req, NRC: path selection, SO: resp 

path, SO: resp); 

2( )L P  ( :SO SQL req , :SO alloc req , S&FR: N Monitoring, Ch(1…n):find, 

C(t+1)<=C(t), Ch: C(t+1)>C(SLA), Ch:drop, T:Set); 

3( )L P ( :SO SQL req , :SO alloc req , (S&FR: N Monitoring, Ch(1…n):find, 

C(t+1)<=C(t), Ch: C(t+1)>C(SLA), Ch:enable)
N
˅(VNFM: VN monitoring, VNFM: 

resp), T:Set, CNR:req, SO: des SO: data path req, NRC: path selection, SO: resp 

path, SO: resp); 

4( )L P  ( :SO SQL req , :SO alloc req , (S&FR: N Monitoring, Ch(1…n):find, 

C(t+1)>=C(t), Ch:mem&check, T:Set); 

5( )L P ( :SO SQL req , :SO alloc req , (S&FR: N Monitoring, Ch(1…n):find, 

C(t+1)>=C(t), Ch:enable, T:Set)
 N

˅(VNFM: VN monitoring, VNFM: resp), 

CNR:req, SO: des SO: data path req, NRC: path selection, SO: resp path, SO: resp); 

6( )L P  ( :SO SQL req , :SO alloc req , (S&FR: N Monitoring, Ch(1…n):find, 

C(t+1)>=C(t), Ch:enable, T:Set) ˅(VNFM: VN monitoring, VNFM: resp), CNR:req, 

SO: des SO: data path req, NRC: path selection, SO: resp path, SO: resp); 
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7( )L P  ( :SO SQL req , :SO alloc req , (S&FR: N Monitoring, Ch(1…n):find, 

C(t+1)>=C(t), Ch:enable, T:Set) ˅(VNFM: VN monitoring, VNFM: resp), CNR:req, 

SO: des SO: data path req, NRC: path selection, SO: resp path, SO: resp); 

8( )L P ( :SO SQL req , :SO alloc req , (S&FR: N Monitoring, Ch(1…n):find, 

C(t+1)>=C(t), Ch:enable, T:Set). 

The analysis of the derivation chains showed that only the derivation chains 

1( )L P , 3( )L P , 5( )L P , 6( )L P , 7( )L P  lead to the achievement of the terminal state. 

The derivation chains 2( )L P , 4( )L P , 8( )L P  indicate a deadlock. Position-vertex 

NRC: path selection under certain conditions is the vertex of deadlock, this situation 

is possible when sequences 1( )L P  and 3( )L P  are executed before 5( )L P , 6( )L P , 

7( )L P . The resulted network is non-persistent. However, this cycle is characterized 

by the occurrence of loops, as evidenced by the appearance of the degree 
N
 in the 

derivation chains (S&FR: N Monitoring, Ch(1…n):find, C(t+1)>=C(t), Ch:enable, 

T:Set | S&FR: N Monitoring  CNR:req) и (S&FR: N Monitoring, Ch(1…n):find, 

C(t+1)<=C(t), Ch: C(t+1)>C(SLA), Ch:enable | S&FR: N Monitoring  CNR:req). 

Therefore, in order to increase the efficiency of this algorithm, it is necessary 

to modify the process of generating a response by the network resource management 

module about the choice of communication channels. 

 

2.5 Conclusions to Chapter 2  

 

1. Analysis of the formation specifics in the specification of multiservice 

networks with NFV technology support showed that weak development, 

inconsistency and lack of standard requirements both for the NFV architecture and 

the processes of its operation entail the occurrence of many errors. In order to 

eliminate errors caused by the inaccuracy of the specification, it is suggested to use 

mathematical formalization methods that will allow formalizing and structuring the 

requirements of the specification, thereby increasing their accuracy. 
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2. As a means of formalizing the requirements of the specification, it is 

proposed to use the mathematical apparatus of linear temporal logic and 

computational tree logic. In order to adapt the mathematical apparatus of temporal 

logics to the requirements of the NFV specification, a number of additions have been 

developed: an expanded representation of the alphabet elements and the rules for the 

formalisms consistency. 

3. It is established that critical errors in the operation of networks supporting 

NFV technology may arise due to a contradiction between the requirements of the 

specification. In order to identify possible contradictions between the requirements of 

the specification, a method has been developed for verifying the mutual exclusion of 

the formalisms of a requirement based on the search for mutually exclusive graphs of 

states. 

4. In order to check the correctness of the functioning and the evaluation of 

resource allocation, it is suggested to conduct a comprehensive analysis of the 

functional and non-functional properties characteristic of the ready NFV solution. In 

the process of analyzing functional properties, it was suggested to use a model 

approach, in particular, to model the processes of providing services through the E-

network apparatus. A decision was made on the expediency of analyzing such 

algorithmic properties of the E-network model as limitations, reachability, activity 

and persistence. 

5. As an analysis tool, it is suggested to use formal grammars, in particular, the 

construction of derivation chains corresponding to the P-type language. It is 

established that formal grammars allow solving the problem of defining such 

properties as reachability, boundedness, and allow (unlike other methods) to establish 

the fact of the appearance of loops during the functioning of the protocol, and also to 

reveal redundancy.  

6. For the analysis of the E-network model through formal grammars, an 

algorithm for generating derivation chains has been developed. As an example, an 

analysis of several scenarios for the functioning of the NFV infrastructure is 

provided. 
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CHAPTER 3 

DEVELOPMENT OF METHOD FOR VERIFICATION OF NFV 

TELECOMMUNICATION COMPONENT 

 

The main purpose of verification is to prove that the result of the NFV solution 

performance corresponds to the list of requirements, conditions, goals and tasks 

specified in its specification [30, 32]. Formally, the verification task is presented as 

follows 

 

i i

i i i i

( m ,s | true )

{ M } { S }, m ,m { M }; s ,s { s }

 

    
,                     (3.1) 

where M  is the set of states of the implementation system, 
im  is the i th state 

of the implementation system, S is the set of requirements for the specification, 
i

s is 

the i th requirement of the specification.  

The verification process for NFV solutions differs from the verification of 

traditional multiservice networks [13, 84]. The appearance of differences is related, 

first of all, to the need for precise and consistent interaction of the levels of the NFV 

architecture: the level of processing and transmission of data (NFV infrastructure) 

and the level of control and orchestration (MANO system). The analysis carried out 

in Chapter 1 showed that the process of interaction of these levels has a number of 

features that must be taken into account in the verification process. These features 

include: 

1. Interaction of network infrastructure modules and NFV architecture control 

modules is characterized by strongly expressed cause-effect relationships. Thus, the 

incorrect provision of information about the characteristics of the data flow of NFV 

infrastructure equipment (vSwitch) entails the output of erroneous decisions of the 

management system. For example, the lack of interpretation of service fields (lack of 

support for VXLAN or IPv6) on the demarcation device entails the reception of false 
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information on the VNF Descriptor, and, as a consequence, the formation of 

erroneous decisions in the orchestration process [25, 27]. 

2. Interaction of a demarcation device, for example, vSwitch or OpenFlow 

Switch with components of the MANO system [13, 29]. This is due to the fact that 

the configuration of the virtual fragment of the network and the initiation of the 

required service instances is carried out based on the data received from the 

demarcation device. Thus, incorrect data processing or lack of support for individual 

virtualization functions by a demarcation device entails the choice of false control 

decisions [58, 59]. 

3. Lack of standard protocols for interaction between the NFV network 

infrastructure module and the MANO system. Nowadays, there are several protocols 

for transferring control information: it is OpenFlow protocol that works in 

conjunction with the OpenFlow controller; the ForSEC protocol works in conjunction 

with ForSEC CE; CPE-P protocol works together with the Statefull CPE [24, 27]. 

However, none of the above protocols is standardized.  

4. Application of various technologies for virtualization of network 

infrastructure. Data exchange between the virtual network infrastructure and the 

physical components of the NFVI is provided at the data link and network layers 

through the Vn-Nf/N interface. Interconnection at the data link layer is carried out by 

forming a virtual bridge connection based on the BGP protocol, BGP Ethernet VPN; 

on the network layer - BGP IP VPN. The lack or incorrect support of these 

technologies by NFVI modules entails the inability to initiate service instances [29, 

35, 37]. 

5. Various implementations of the logic of the MANO components 

functioning. Nowadays, there is no standardized approach to the development of a 

management system. The functional and components of the MANO system, 

represented by different developers, can vary significantly [24]. 

Based on the above features, verification of NFV solutions is proposed to be 

carried out in several planes: vertical and horizontal. In the case of the "vertical 

plane" verification, the interaction of the MANO system with the components of the 
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NFVI module is verified, that is, the verification of the compliance of the procedures 

for interchange of information between them with the requirements of the 

specification. In the case of the "horizontal plane" verification, the compliance check 

of procedures and rules for developing control decisions with the MANO system is 

verified, as well as check that the NVFI function complies with the requirements of 

the specification. Fig. 3.1 shows a schematic interpretation of the proposed approach 

to the verification process. 

 

Fig. 3.1. Abstract representation of verification planes 

 

Formal methods of verification have proven themselves as a means of 

verifying telecommunications systems and networks [48, 51]. Verification methods 

such as UPPAAL [8] and VERIMAG [13] based on temporary automata and a set of 

predicate logic; Spin, Bogor, Lotos [13, 30, 49, 101, 104], and a number of others 

based on Kripke models and temporal logics are widely applicable to the evaluation 

of parallel and distributed processes that occur during the network operation. 
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However, these methods have several significant limitations when verifying NFV 

solutions: 

- The finite time automata underlying UPPAL and VERIMAG are suitable for 

verification of the chain of providing a simple online service of the type 

. . .req receive req proceed req redirect  , with a basic bias on the time 

characteristics of the occurrence of events and do not allow displaying parallel 

execution of several processes, as well as the priority of selecting and launching 

several processes from the set of possible ones; 

- Spin, Bogor, Lotos in the verification process use a model approach, which 

consists in verifying the feasibility of temporal logic formalisms on Kripke structures. 

The notations of temporal logic allow taking into account the presence of parallel 

processes, as well as the sequence and priority of their implementation; translating 

them into the Kripke model and the subsequent validation of the feasibility can reveal 

many possible errors. However, in the process of verification of systems containing a 

large number of parallel processes, the effect of a "combinatorial explosion" of the 

space of the investigated states arises [91, 104]. 

Thus, these limitations lead to the need to develop a new verification method 

that allows compliance testing for the entire set of possible behavior scenarios in the 

provision of online services while avoiding the effect of a "combinatorial explosion". 

 

3.1 Development of a method for verifying implementation of multiservice 

networks supporting NFV technology 

 

The proposed method of verification is based on the classical Model Checking 

approach [31, 33]. It was selected due to a good theoretical and practical elaboration 

of each stage of verification. The process of verification of the Model Checking 

method is as follows: assume that there is a model of the system implementation 

M( S )  that is specified in the form of a state graph 
0 1 i{ s ,s ,...s } S  and a 

specification M( F ), the requirements of which are represented in the form of 
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temporal logic formalisms 0 1 i{ f , f ,... f } F ; in this case, the specification formalisms 

on the implementation graph are checked. In the event that the formalisms are 

feasible, the verification of their unique correspondence is carried out: 

  i i k i i kM( F | f f ) M( S |s s )  {S } { F }. The process of verification of 

compliance through the method of Model Checking includes the following steps: 

1. Modeling stage. 

2. Verification stage. 

3. Counterexample construction stage. 

If there is no discrepancy between the formalisms of the specification 

requirements and the implementation graph, then the verification process is 

considered to be successful and the construction of a counterexample is carried out. 

 

3.1.1 Features of service level verification 

During the development of the verification method, taking into account a 

number of features of the control and orchestration system used in the NFV 

technology (combining the OSS/BSS block and the NFV-MANO system block that 

interact through a number of interfaces), the attention during verification process 

should be focused on the principles and correctness of forming the "service" and 

horizontal equality of control modules, which leads to the emergence of a large 

number of parallel processes. The main stages of the proposed method of verification 

of the NFV control system are: 

1. Modeling stage. 

The results of the analysis of the interaction processes of the MANO and 

OSS/BSS modules showed that there is a set of key rules and principles of interaction 

between and within the modules that must necessarily be implemented in the process 

of providing services. Proceeding from this, it is suggested to introduce some 

additions at the initial stage of verification, which will later reduce the effect of the 

"combinatorial explosion" of the space of the investigated states [85]. 

In addition to the requirements of the specification, it is proposed to introduce 

an additional knowledge base along with the requirements of the specification: a set 
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of common prototypes of behavior that are true for all orchestration, configuration, 

management and monitoring scenarios. A prototype of behavior is a formalism that 

defines a requirement or a set of specification requirements that are true throughout 

the life cycle of a service or for a certain stage of its provision. 

In subchapter 2.1, temporal logic (LTL and CTL) is suggested as the main tool 

for formalizing the requirements of the specification. As a tool for formal 

representation of prototypes of behavior, it is suggested to use temporal logics of 

computational tree, since they allow taking into account the execution of several 

formalisms simultaneously, which is typical for the behavior of NFV architecture 

modules. The following formalisms should be included in the library of prototypes of 

behavior [49, 51]: 

- monitoring and support of active NS instances and VNF instances during the 

active phase of the service: 

  i(( S :delivery process ) ( NS :configured ) (VM :runned )) G(O: Maintance access ) ; 

- update information on the availability of free, reserved and allocated NFVI 

resources, support for the availability of used components throughout the life of the 

service: 

  i(( S :delivery process ) ( NS :configured ) (VM :runned )) G(O: Maintance access ); 

- after determining the values of network infrastructure quality indicators, such 

as jitter, RTT, delay and bandwidth, the controller decides on the choice of the data 

transmission route [25, 27]: 

     

  

( N : jitter( x )| x X ) ( N : RTT(i )| RTT(i ) I ) ( N : throughput( y )| y Y )

( N : delay( z )| z Z ) F(C : gather stat )X(C : select N )
; 

- VNF Manager performs the process of authentication and authorization of 

users, from which a request has been received, in case of successful authentication 

and authorization by the orchestrator, a request is made for allocation of resources: 

(VNFM :autorization&autentification)( X(O: resoure alloc ) X (O:resoure alloc ))  ; 

- before starting an instance of the NVF service, the orchestrator ensures 

authorization and validation of the service instance: 

(O:validation&authentification) X(VM :instance running ) . 
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As a tool for modeling the implementation of the NFV solution during the 

verification phase, it was proposed to use the E-network apparatus. Its main 

advantages are: the ability to build models with different levels of detail depending 

on the purpose of verification. 

As inputs to the verification phase, it is proposed to use the E-network models 

of the NFV implementation and a structured set of formalisms of the specification 

requirements constructed by temporal logics. The use of such a set of input data 

allows reducing the time spent on the verification process, and as a consequence, the 

total cost of development. The structural scheme of the modeling stage is shown in 

Fig. 3.2. 

 

Fig. 3.2. Structural diagram of modeling stage 

 

2. Verification stage 

In order to reduce the number of investigated states, the verification stage is 

proposed to be divided into several sub-stages: 

I. Selection of coverage range and verification scenario. Depending on the 

requirements, the verification process may include a full or partial verification. Full 

verification is mandatory in the case of the development and implementation of a new 

management system and orchestration solution or the updating of a large number of 

its components. 

The use of partial verification is possible only in the case of minor changes, for 

example, when adding or updating functional modules. Depending on the purposes of 

verification, it is suggested to use the following scenarios: 
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- a partial verification of the compliance of the control and orchestration 

system realization with the requirements of the specification; the verification task is 

reduced to the verification of the feasibility of a certain set of requirements. The 

verification process can be represented as: 

 

   





і si

i i 1 i i

i

Р Р ( O,C )

M M S S 1

Mі Mі Mі Sі Sі Sі part

Sі S Sі part Mі Mі Mі

S S ,AP AP | true

( f ,S ,Р ) ( f ,AP ,Р )

( f ,AP ,Р ) { f ,S ,Р }

,                            (3.2) 

 

where 
iMS  is the set of E-network model states, i i 1f : P S   is the dependence 

function (the direct incidence function for the E-network model) that reflects the 

cause-effect relationships between the processes and the states of the statements 

(position-vertices and transition-vertices for E-network models); ( , ), si si sР О С Р P  is 

the set of processes, which are defined in the MANO specification; MіР  is the set of 

transitions of the E-network model; 
iSAP  is the set of atomic statements of temporal 

logics; the generalized system Mі Mі Mі( f ,S ,Р ) is the model of the E-network 

implementation of the solution MANO, Sі Sі Sі( f ,AP ,Р ) is the structured set of 

formalisms of the specification requirements. 

- partial verification of the compliance of the management system 

implementation with the requirements of the specification based on prototypes of 

behavior. The verification task is reduced to verifying the correspondence of the E-

network model to the selected set of formalisms from the prototype library. The 

verification process in this case can be represented as follows: 

 

і i

i i 1 i i

i i

Р Р ( O,C )

M M S S 1

Mі Mі Mі Sі Sі Sі prototype

Sі S Sі prototype Sі S Sі part Mі Mі Mі

S S ,AP AP | true

( f ,S ,Р ) ( f ,AP ,Р )

( f ,AP ,Р ) ( f ,AP ,Р ) { f ,S ,Р }

   



 

,                     (3.3) 
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where Sі Sі Sі prototype( f ,AP ,Р )  is the set of formalisms of requirements belonging 

to the library of prototypes. 

- complete verification of the compliance for the implementation of the control 

and orchestration system with the requirements of the specification. The verification 

task is reduced to solving the problem of the coverability of the E-network model. 

The verification process is given as follows: 

 

і i

i i 1 i i

i i i

Р Р ( O,C )

M M S S 1

Mі Mі Mі Sі Sі Sі spec

Sі S Sі prototype Sі S Sі part Mі Mі Mі Sі S Sі spec

S S ,AP AP | true

( f ,S ,Р ) ( f ,AP ,Р )

( f ,AP ,Р ) ( f ,AP ,Р ) { f ,S ,Р } ( f ,AP ,Р )

   



  

,   (3.4) 

 

where 
iSі S Sі spec( f ,AP ,Р )  is a specification model that includes a structured set of 

LTL, CTL specification requirements. 

II. The procedure for verifying the feasibility of requirements and 

unambiguously matching the implementation model with the specification 

formalisms. In subchapter 2.2 it is noted that the analysis of the main functional and 

non-functional properties of NFV infrastructure is proposed to be carried out using 

the theory of formal grammars. The advantage of this method is the successive 

formation of derivative chains, resulting in the formation of a set of all possible 

words (in particular, the set of all achievable position-vertices and their 

concatenation). The theory of formal grammars, in particular recursive formal 

grammars, has also been proposed to be used for solving the verification problem [30, 

49]. The solution of the verification problem is reduced to the solution for the 

problem of grammatical analysis of the generated derivation chains. The application 

of such an approach makes it possible to significantly reduce the possibility of the 

"combinatorial explosion" effect of the state space being studied, because several 

element-by-element comparison is performed: "rule (LTL, CTL formalism) - model 

behavior" [13, 105]. 
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The main requirement in the process of outputting chains and subsequent 

verification of their correspondence to each other is the choice of the same type of 

language of the generative formal grammar. In the subchapter 2.3, the use of P-type 

language as a means for verifying the correspondence of such properties of the E-

network model as reachability, activity, security and persistence is justified. At the 

verification stage, it is also suggested to use derivation chains belonging to the P-type 

language, their choice is conditioned by the presence of a number of strict constraints, 

which guarantees the conclusion of chains leading directly to the final state, and, 

consequently, a reduction in the space of the E-network states studied. 

Scenario of partial verification. 

It is assumed that the input data of the verification process is the model of the 

E-network implementation of the NFV solution and fragments of the E-network 

model that display the library of the specification requirements. 

In this case, the following steps are performed: 

1. Analysis of the implementation model. The purpose of the analysis is to 

search for the position-vertex, which uniquely correspond to the initial position-

vertex of the fragment of the E-network specification: i oМ( s ) S( s ) . 

2. Formation of multiple derivation chains of the P-type language of the 

implementation model. Formation of derivation chains is carried out from the initial 

vertex of the E-network model (position-vertex, which corresponds to the initial 

label). 

3. Formation of a set of derivation chains of the P-type language of the 

specification fragment. 

4. Verifying the equivalence of derivation chains belonging to the 

implementation model and the specification fragment. 

In accordance with the expressions (3.2, 3.3), the correspondence check 

process can be represented by the following system of equations: 
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Mi Si Mi Mi 1 Si Si 1

Mi i Mi Mi 1 Mi 0 1

Mі Mі Mі

Mi Si Mi 1 Si 1

i Mi Mi 1 Mi 0 1

True

if ( S ) ( S ), ( S S ) ( S S )

f ( R S S ) f ( R S S ).
L( P| f ,S ,Р )|

False

if ( S ) ( S ) or( S ) ( S )

or / and ( R S S ) f ( R S S ).

 



 






   

     

 

  


    

                    (3.5) 

 

The pseudocode of the verification process is defined as follows: 

set  Ss_str[ ] = { } 

Sm_str[ ] = { } 

So_str[]={So} 

while length. So_str[]=0 do 

for ((Ss_str[ ] <X) && (Ssie)) do 

if (Ssi== Smi)&&(RsiRmi)  do 

match equal state and followed transaction 

SoSmi|=true match previous chain as true go to 

next symbol 

Sm_str[ ] ++ 

if (Ssi== Smi)&&(RsiRmi) && Sm_str[ ] =X 

return true 

else falce 

end  

end 

end 

Scenario of full verification. 

It is assumed that the input data of the verification process is the model of the 

E-network implementation of the NFV solution and the E-network model containing 

the requirements used in the implementation process. 

In this case, the following steps are performed: 

1. Analysis of the implementation model and a set of initial states are formed, 

siМ( S ). 
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2. Analysis of the implementation model, and a set of initial states of the E-

network specification are formed, soМ( S )  the choice of the initial state of the 

verification process si soМ( S ) М( S ) . 

3. A set of derivation chains of the P-type language of the implementation 

model are formed, the initial state of which is the selected vertex. 

The set of possible behavior of the model (language strings) of the 

implementation and the specification of the protocol is determined by the set of 

transitions that define the alphabet of formal grammar ( ). A detailed description of 

the algorithm for the formation of derivation chains is given in subchapter 2.3 

4. A set of derivation chains of the P-type language of the specification 

fragment are formed. 

5. The equivalence of the derivation chains belonging to the implementation 

model and the specification fragment is checked. 

In accordance with (3.4), the verification process can be represented by the 

following system of equations: 

Mi Si Mi Mi 1 Si Si 1

Mi i Mi Mi 1 Mi 0 1

Mi si Mi si

Mі Mі Mі

Mi Si Mi 1 Si 1

i Mi Mi 1 Mi 0 1

Mi si

True

if ( S ) ( S ), ( S S ) ( S S )

f ( R S S ) f ( R S S )

( P ) ( P ), { P } { P }.
L( P| f ,S ,Р )|

False

if ( S ) ( S ) or( S ) ( S )

or / and ( R S S ) f ( R S S )

or / and( P ) ( P )

 



 



   

    

 


 

    

 .















                (3.6) 

 

To solve the problem of verifying the equivalence of derivation chains 

generated by a formal grammar, namely P-type language, it is suggested that the 

following statement be true. 

Statement 3.1. The final state 
MiP  of the implementation model should always 

be equivalent to one of the final states of the specification model siP . 

The process pseudo-code of the full compliance check of the implementation 

model with the requirements of the specification is specified as follows: 
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set  S_str[ ] = { } 

M_str[ ] = { } 

SSo_str[]={} find all initial vertices-state belonged to the 

realization E-net 

SMo_str[]={} find all initial vertices-state belonged to the 

specification E-net 

while length. So_str[]!=0 do 

if So==Smo do 

for ((Ss_str[ ] <X) && (Ssie)) do 

if (Ssi is active)&&(Smi is active)&&(Ssi== Smi)&&(Rsi

Rmi)   

match equal state and followed transaction 

determine type of transition-state R 

 if SsiSs+1 or Ss+2 match as F 

if Ssi | condition Ss+1 or Ss+2 match as MX 

and match (Ssi and Ssj)  (Ssi) or (Ssi and Ssj)  (Ssj) 

return type of transition-state R, Ssi or Ssj 

if Ssi and Ssj  Ss+1 match as J 

if (Ssi and Ssj | condition) or Ss+1 match as MY and 

match (Ssi and Ssj)  (Ssi U  Ssj)  

return type of transition-state R, (Ssi U  Ssj) 

else match as T 

return type of transition-state R, Ssi, Ssj 

end 

end 

SoSmi|=true match previous chain as true go to next 

symbol 

Sm_str[ ] ++ 

if (Ssi== Smi)&&(RsiRmi) && Sm_str[ ] =X 

return true 

else return falce 

end  

end 

end 
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The structural scheme of the verification process is shown in Fig. 3.3. 

 

Fig. 3.3. The structural diagram of the verification process 

 

During the verification of the equivalence of the specification and the 

implementation of the protocol, the following situations are possible: 

1. For the specification model, only one behavioral chain is constructed:  

 

0 1 fL( P ) ( S S ...S ) ,                                          (3.7) 

 

where 0S  is the initial state of the model determined by the E-net label; 

0 1 f( S S ...S )  is the set of active transitions of the model. 

Fig. 3.4 shows a fragment of the E-network that defines one behavioral chain 

(sequential change of states).  

The initial state is the state 1P . The final state is 5P . The derivation chain does 

not contain any loops and branches: 

 

1 2 5L( S ) ( PР Р ) .                                             (3.8) 
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Fig.3.4. The fragment of the E-network corresponding to one variant of the 

change of states 

 

2. The behavioral chain corresponds to several independent states change 

sequences. This situation occurs when there are F and MX:  

 

0 1 f 0 2 f 0 1 3 fL( Р ) (( S S ...S ( S S ...S S S S ...))S ) .                          (3.9) 

 

0 1 fS S ...S , 0 2 fS S ...S  and 0 1 3 fS S S ...S  are the derivation chains of the P-type 

language, the derivation chain is first formed with the nesting "0". Fig. 3.5 shows a 

fragment of the E-network, for which several chains are possible.   

The initial state is the state 1P . The final state is the state 9P . The language 

describing the behavior of this fragment of the E-net can be represented as follows: 

 

1 2 4 6 1 3 5 1 8 7 9L( S ) (( PР Р Р (( PР Р PР )P ))P ) ,                     (3.10) 
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Fig. 3.5. A fragment of the E-network corresponding to several independent 

sequences of states changes 

 

 

3. There are interacting parallel processes (corresponds to the formation of 

loops). This situation occurs when there are F, MX, MY:  

 

m

0 1 i j fL( S ) ( S S S ...( S ...) S ) .                                             (3.11) 

 

The fragment of the E-network model with the possible occurrence of 

overlapping chains has the structure shown in Fig. 3.6.  
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Fig. 3.6. A fragment of the E-network corresponding to the formation of cycles 

 

The presence of overlapping chains can indicate the formation of loops. To 

ensure an effective verification process, an additional method is used in the case of 

loops: Depth-First Search (DFS) [70]. 

The derivation chain belonging to the P-type language for the E-network 

fragment (Fig. 3.6) is defined as follows  

 

m n m k

1 2 5 1 2 4 1 2 5 1 2 5L( P ) PР Р PР Р P ( Р Р ) P ( Р Р ) |n m, k m, m n k     . (3.12) 

 

In the case of the equivalence of the language chains of the NFV 

implementation model with the active language chains of the specification model 

(3.6), the verification process is considered to be successful. In the opposite case, a 

counterexample is constructed. 

4. Stage of counterexample construction 

At verification, which was completed with a negative result (return false - an 

error was found), a counterexample is constructed. The counterexample is a sequence 

of states of the implementation of the protocol (one of the branches of the reachabilit 

tree), which come to the emergence of a false state and, as a consequence, to the 
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incorrect behavior of the protocol. When constructing a counterexample, a number of 

protocol states are formed 'M( S ), where 
'S F F  . The main requirement, when 

forming a counterexample, is reaching the final state. 

The counter-example is defined by the following steps []: 

1. Define the derivation chain for which an error has been detected. 

Determination of the initial state of the E-network of the implementation model. 

2. Reproduction of the derivation chain and its analysis 

- if up to the present moment all states of the sequence belonged to M( S ) , 

S F , then if there are descendants of states belonging to M( S ) , the following state 

is selected from them: i i 1 i i 1{ s s | s ,s F }     the result is marked as true: i i 1s ,s  | = 

true; 

- if the current state of the sequence does not belong to M( S ) , then it is 

considered as an error condition; if among descendants of the states there are those 

belonging to 
'M( S ), the following state is selected from them: 

'

i i 1 i i 1{ s s | s F,s' F }     the result is marked as false  i i 1s ,s  | = falce; 

- if to the current moment there already exist states in the sequence that do not 

belong to the set M( S ) , then the next state of the path is selected from all the 

successor states belonging to the set 
'M( S ), i i 1 i i 1{ s' s' | s' ,s' F }   , the result is 

marked as false i i 1s ,s  | = false; 

- if the current state does not have descendants, the construction of a 

counterexample is over. In this case, a counterexample of the following form is 

formed: 

A generalized scheme for constructing a counterexample is shown in Fig. 3.7. 

 

contr 0 i 1 0 1 i 1 i i 1 term i 1 i 2 termP P( s ...s | s ,s ,...s F ) s P( s ...s | s ,s ,...s F F )          . (3.13) 
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Fig. 3.7. Structural scheme of the process of counterexample formation 

 

3.1.2 Method of translating CTL logic into E-network fragment 

During the development of the verification method, a problem arose for the 

development of a method for translating formalisms of CTL logic that correspond to 

the specification requirements in the E-network model. 

In subchapter 2.1 it is determined that the structure of formalisms of the 

requirements of specifications specified by temporal logics has the following form: 

i jf ( A)| AOCA , where i jA , A  are the elements of the alphabet, O  is the set of 

temporal operators (X, F, G, R, U), C  is the set of logical links ( , ,   ). In [62, 70, 

92] methods of transforming the formalisms of temporal logics into Kripke structures 

and finite automata are given; in [105], an algorithm for translating LTL logic into 

the E-net model is presented. 
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Based on the methods considered, the following algorithm for translating the 

logic of the computational tree time into the E-net model is developed. The proposed 

algorithm includes the following steps: 

1. Formation of a set of state-vertices of the E-net S . 

Each atomic sentence is assigned the value of the position-vertex S { AP} . 

The value of the position-vertex is specified as follows: 

 

VS= [ID: state id, STATE: АР, СURRENT ACTIVITY: -], 

 

where ID is the unique identifier of the position, it is used as a distinctive 

feature when duplicating vertices, State is the atomic statement corresponding to the 

vertex, Current activity is the current state of the vertex (initial vertex, terminal 

vertex, active, inactive). 

2. Formation of sets of transition-vertices R  

The set of transition-vertices, unlike the set of state-verticess is clearly 

indefinite. In accordance with the semantics of temporal logics, the change of atomic 

expressions initiates a transition, the type of transition depends on the type of the 

current temporal operator and the logical connectives used. 

The value of the transition-vertex can be represented as follows: 

 

RS = [ID: transition Id, TYPE:  AT:  INCCOMING VS:  OUTCOMING VS: ], 

 

where ID is the unique transition ID, TYPE is the transition type, according to 

the definition, there are five types of transitions (T, J, F, MX, MY), AT is the set of 

transition attributes, this set exists only for MX and MY transitions; INCCOMING VS 

is the previous state-vertex or set of state-vertices; OUTCOMING VS is the next state-

vertex or a set of state-vertices. 

3. Determination of transition relations i jR S S 
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In accordance with the rules for translating labels to E-network models, the 

relationship between position-vertices and transition-vertices is determined by the 

functions of direct ),( TPL  and inverse ),( PTD incidence. 

When establishing incidence relations between vertices, the following variants 

of relationships may arise: 

1. The current position-vertex iS  precedes only one position-vertex jS . In this 

case, the connection between the vertices is determined by formalisms i jS S , 

i jS XS , i jS RS  or i jS GS . In this case, the transition between them corresponds to the 

T-type transition. 

An example of constructing a vertex of this type is the following statement: 

"when a service is requested from a new end user, the NFV manager authenticates the 

user (MANO system): 

 

MANO: ( M :received )X( NFVM :autentification) .      (3.14) 

 

In this case, the following node-positions forming the E-network fragment are 

defined:  

VS1 [ID: 1 

STATE: M : received

;       

СURRENT 

ACTIVITY:active]  

 

RS(T1) = [ID: 1,  

TYPE: T  

AT: -   

INCCOMING VS:  

M : received   

 OUTCOMING VS:  

NFVM :autentification ] 

VS2 [ID: 2 

STATE:  

NFVM :autentification; 

СURRENT ACTIVITY:passive]  

 

 RS = [ID: transition Id, TYPE:  AT:  INCCOMING 

VS:  OUTCOMING VS: ] 

 

Fig. 3.8 shows the fragment of the E-net corresponding to the formula (3.14). 
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Fig. 3.8. The graph of an E-net corresponding to the formula (3.14) 

 

2. The current position-vertex iS  precedes several position-vertices 
jS , kS . 

The connection between the vertices is determined by the following formalisms: 

i j kS X( S S )  , i j kS G( S S )   or i jS RS . In this case, the transition between 

them corresponds to an F-type transition. 

An example of constructing a transition-vertex of such a type is the following 

statement: "The terminal gateway converts the request into a form intended for 

transmission over a communication link (SS7) and, based on the SIP header 

information, routes the call to the corresponding PSTN interface". This statement can 

be represented as: 

 

( : ) [( : ) ( : 7)]

( : ))

G GW receive SIP X GW find SIPdestIP GW transform SIPpacket to SS

X GW redurect to PSTN node

  


 (3.15) 

 

In this case, the following vertices forming the fragment of the E-network are 

defined: 

 

VS1 [ID: 1 

STATE: :GW receive SIP ; 

СURRENT ACTIVITY:active]  

 

RS(T1) = [ID: 1,  

TYPE: F  

INCCOMING VS:  

:GW receive SIP ,   

OUTCOMING VS: 

:GW find SIPdestIP
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: 7GW transform SIPpacket to SS  ]
  

VS2 [ID: 2  

STATE: :GW find SIPdestIP ; 

СURRENT ACTIVITY:passive]  

 

VS3 [ID: 3 

STATE: O: proceed | R is autorize

; 

СURRENT ACTIVITY:passive]  

 

Fig. 3.9 shows the fragment of the E-net corresponding to the formula (3.15).  

 

Fig. 3.9. The graph of the E-net corresponding to the formula (3.15)  

 

4. The current position-vertex iS  precedes several position-vertices jS , kS . 

The connection between the vertices is determined by the following formalisms: 

i jS RS  or i j kS X( S ( x )| x X ) ( S ( y )| y Y )    , where X  and Y  are threshold 

values. In this case, the transition between the MX transition and the event change 

conditions R  and the threshold values (X, Y), based on which the change of events 

can be carried out, are related to the attributes of the control node r( AT ). 

The orchestrator manages instances of the network service topology according 

to the following rule: if a new request has been received from the NFVI device and 

the device is authorized, then the request is processed, if the device is not authorized, 

the request is forwarded to the VNF manager component: 

 

O : ( R : send )

X [(O : proceed | R is authorize ) (O : redirect | R is non authorize )]

 

  
.  (3.16)  
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In this case, the following position-vertices forming the E-network fragment 

are defined:  

VS1 [ID: 1 

STATE: R : send ; 

СURRENT ACTIVITY:active]  

 

RS(T1) = [ID: 1,  

TYPE: MY  

AT: autorize or non-uatorize 

INCCOMING VS:  

R : send ,   

OUTCOMING VS: 

O: proceed |R is authorize

O: redirect | R is non authorize  ]
  

 

VS2 [ID: 2  

STATE: O: proceed |R is authorize ; 

СURRENT ACTIVITY:passive]  

 

 

VS3 [ID: 3 

STATE: 

O: redirect | R is non authorize ; 

СURRENT ACTIVITY:passive]  

 

Fig. 3.10 shows the fragment of the E-net corresponding to the formula (3.16)  

 

Fig. 3.10. The graph of an E-net corresponding to the formula (3.16)  

 

Several position-vertices iS  and 
jS  precede the vertex kS . The connection 

between the vertices is determined by the following formalisms: i jSUS , 
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i j kS S XS   or 
i j kS S GS  . In this case, the transition between them 

corresponds to a J-type transition. 

An example of constructing a vertex of this type is the following statement: "in 

case the node N1 sends a request to the node N 2  and the information from the nodes 

is contained in the forward table of the OpenFlow switch, the OpenFlow switch 

redirects the message from N1 to N 2  without changes": 

 

[( N1: send( P)) ( FT :exist N1 and N2) ( N2:active )]X( Sw: Forward( P) to N2)      (3.17) 

 

Fig. 3.11 shows the fragment of the E-net corresponding to the formula (3.17).  

 

Fig. 3.11. The graph of the E-net corresponding to the formula (3.17)  

 

5. Several position-vertices iS  and 
jS  precede the vertex kS . The connection 

between the vertices is determined by the following formalisms: i jSUS , or 

i j k( S ( x )| x X ) ( S ( y )| y Y ) X( S )    , or 

i j k( S ( x )| x X ) ( S ( y )| y Y ) G( S )    . In this case, the transition between them 

corresponds to the transition MY, and the conditions for the change of events U and 

the threshold values, on the basis of which the events can be changed (X, Y), are 

referred to the attributes of the control vertex r( AT ). 

An example of constructing a vertex of this type is the following statement: 

"after determining the values of network infrastructure quality indicators, such as 

jitter and delay, the controller decides on the selecting the data transmission path": 
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( N : jitter( x )| x X ) ( N :delay( z )| z Z ) F(C : select N )    .           (3.18) 

 

In this case, the following vertices forming the fragment of the E-network are 

defined:  

VS1 [ID: 1 

STATE: jitter( x )| x X ; 

СURRENT ACTIVITY:active]  

 

VS2 [ID: 2  

STATE: delay( z )| z Z ; 

СURRENT ACTIVITY:passive]  

 

RS(T1) = [ID: 1,  

TYPE: MX  

AT: Z,X 

INCCOMING VS:  

jitter( x )| x X ,  delay( z )| z Z  

OUTCOMING VS:  

(C : gather stat )  ] 

VS3 [ID: 3 

STATE:  

C : select N ; 

СURRENT ACTIVITY:passive]  

 

 

Fig. 3.12 shows the fragment of the E-net corresponding to the formula (3.18). 

 

Fig. 3.12. The graph of the E-net corresponding to the formula (2.19)  
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5. The temporal operators F and G do not affect the type of transition. For 

formalisms of i jS * FS  or i jS * GS  type, where *  is any logical connective, the type 

of the transition is determined by the type of logical connective. The rules for the 

formation of multiple transitions are presented in Table 3.1.  

4. Determination of the initial state oS S  

After the entire set of position-vertices is found and the transitions between 

them are determined, then a set of position-vertices that do not have a predecessor is 

determined, the first initial vertex or set of vertices (depending on the initial 

conditions) is selected from this set by the order of precedence. The correspondence 

"the element of temporal logic - transition-vertex", as well as the temporal operators 

accompanying them are given in Table 3.1.   

 

Table 3.1.  

Correspondence of the elements of temporal logic to transition-vertices 

Formalisms of temporal logic Type of 

transition-

vertex 

A number of 

used vertices  

Temporal logic 

element 

Logic operator 

 

Implication type 

2 X, F, G, R , , 

 

Unconditional implication,  

  

T 

3 F,G, R   

 

Unconditional implication,  

  

F 

3 F,G, U    Unconditional implication, 

  

J 

3 G, R  Conditional implication 

r  

MX 

3 G, U  Conditional implication 

r  

MY 

3 F, G   Conditional implication 

r  

MX 

3 F, G   Conditional implication 

r  

MY 
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n EX p   Conditional implication 

r  

(true along all the path) 

Т, J 

n EG p  Unconditional implication, 

  

(true for one chain) 

T 

n EF p  , ,  Unconditional implication, 

  

Т, J, MX 

 

5. Verification of the truth of the E-network constructed fragment  

The verification of the truth functions is the final step. This stage allows 

checking whether the E-net model is correctly constructed. 

For the temporal operators F, G, the truth function is defined by the following 

expression: { S 1}

0S G2   and ( S 1 )

0S F2  , for the temporal operator X - by the 

expression iS

0S X 2 , for the operator U – by S 2

i jSUS 2  , where   is the 

operator G, F or X, for the operator R - 
i jS RS . 

Thus, in the case of applying the G-operator, the statement must be true in all 

the position-vertices; when applying the F  operator it is necessarily true for one of 

the subsequent vertices in the future; for the temporal X  operator-only in the next 

step. 

Therefore, the application of this algorithm makes it possible to correctly 

translate formalisms of CTL logic into a fragment of the E-network; the consolidation 

of statements in this case is modeled by transition-vertices. 

 

3.2 Approbation of the developed verification method 

 

3.2.1 Verification of management level processes 

As an approbation of the proposed method of verification, the process of 

choosing the location of the service and forming the network infrastructure is 
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considered. The diagram of the orchestration process proposed in [71] is shown in 

Fig. 3.13. 

The user device generates a request for the provision of the service. The 

generated request is sent to a demarcation device or soft switch, where based on the 

request management mechanism, a sequence of actions is created to ensure the 

formation and provision of the service. The generated sequence of actions enters the 

device orchestration - controller. The controller searches for available service 

instances and preconfigures the network infrastructure. As part of this process, the 

VNF manager, in conjunction with the register of services and functions, as well as 

the manager of network resources management, monitors and selects the optimal 

service option.  

 

 

Fig. 3.13. The diagram of the process of search and formation of a complex service 

corresponding to the implementation of the network fragment  

 

Based on the generated service delivery options, the controller selects the 

location of the service instance. After the service is selected, a network map is 

generated [23, 24]. In this case, there may be several options for forming a network 

map. 
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After the virtual network infrastructure has been formed, the orchestrator sends 

information to the managed switch or demarcation device. The managed switch or 

demarcation device, in turn, sends information about the network configuration to the 

end user. 

After the network infrastructure has been formed and the service provision 

process is configured and activated, the proper quality of the network is monitored 

and maintained. 

The E-network that displays this behavior scenario of the control system is 

shown in Fig. 3.14. 

 

Fig. 3.14. The model of the E-network of the process of forming an integrated service  

The position-vertex C:req corresponds to the formation of the user's request, 

the position-vertex SC:mod req corresponds to the state when the request is 

processed, the type and components of the service are determined; position-vertex 

SO:req allocat is a request for the search for instances of the required service is 
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generated; position-vertex VNFM: VN monitoring denotes that a request for the 

location of service instances that can provide this set of functions, is formed (this 

request is performed only for the authorized user); position-vertex S&FR: Monitoring 

denotes that a request for available services provided by the infrastructure is 

generated; position-vertex NRC: static corresponds to the state of the selection of the 

static set of services; position-vertex NRC: dynamic is the ability to dynamically 

change the set of services [71, 72]; position-vertex VNF: static config means that the 

set of services is configured; position-vertex VNF: dynamic config denotes generating 

a message about the possibility of a dynamic service change during operation 

(choosing float ip from the set of possible ones); position-vertex VNFM: resp means 

that the list of locations of available service instances is generated; position-vertex 

S&FR: NResponce is the list of available services and ways of their formation; 

position-vertex SO: resp means that the orchestrator forms the final solution about 

the configuration of the service in accordance with QoS and generates a request for 

the construction of the data transmission path; position-vertex VNFM: dynamic 

config characterizes the possibility of changing the route; position-vertex VNFM: 

static config means usage of reserved transmission route; position-vertex SO: 

dynamic path corresponds to the formation of information about the path of data 

transfer (dynamic path configuration); position-vertex SO: static path corresponds to 

the generation of information about the data transfer path (reserved static path); the 

position-vertex SC: mod resp (dynamic) corresponds to the formation of the message 

by the demarcation device (OpenFlow softswitch) about the access path to the 

service, the position-vertex SC: mod resp (static) corresponds to the formation of the 

message by the demarcation device (OpenFlow softswitch) about the access path to 

service (reserved route), E(x) is the place corresponding to the reception of additional 

information about the network status, in this case – the deterioration of QoS 

parameters.  

L1(P)=C:req,SC:mod req, SO:req allocation, (VNFN VN: monitoring, VNFM: resp U 

S&FR: N monitoring, NRC:dynamic, VNF:dynamic config, S&FR:N response) 

SO:resp, VNFM:dynamic config, SO dynamic path, SC: mod resp (dynamic); 
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L2(P)=C:req,SC:mod req, SO:req allocation, (VNFN VN: monitoring, VNFM: resp U 

S&FR: N monitoring, NRC:static, VNF:static config, S&FR:N response) SO:resp, 

VNFM:static config, SO static path, SC: mod resp (static); 

 

L3(P)|= SO:req allocation, (VNFN VN: monitoring, VNFM: resp U S&FR: N 

monitoring, NRC:dynamic, VNF:dynamic config, S&FR:N response) SO:resp, 

VNFM:dynamic config, SO dynamic path, SC: mod resp (dynamic); 

 

L4(P) |= SO:req allocation, (VNFN VN: monitoring, VNFM: resp U S&FR: N 

monitoring, NRC:static, VNF:static config, S&FR:N response) SO:resp, VNFM:static 

config, SO static path, SC: mod resp (static) 

 

The initial data of the above implementation were represented by the 

specification given in [56]. The diagram of services provision and their dynamic 

adaptation is shown in Fig. 3.15.  

 

 

Fig. 3.15. The diagram of the process of search for and formation of a complex 

service that meets the requirements of the specification 
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The E-network that displays the behavior scenario of the management level 

that meets the specification requirements is given in Fig. 3.16 

 

 

Fig. 3.16. Model of the E-network of the service formation process in accordance 

with the requirements of the specification 

 

It should be noted that the state space of the network, shown in Fig. 3.16 is 

extended by the following states: position-vertex AS: authentic & authorize simulates 

the status of the request to the authentication and authorization server; position-vertex 

AS: req authorize corresponds to the authorization status of the user in the system; 
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position-vertex AS: req drop determines that the user has not been authorized. In this 

case, the packet containing the request is dropped. Position-vertex BS: activate 

account corresponds to the activation of the user account in the billing system; 

position-vertex SO: activate means that the controller has received the authorization 

data. 

The derivation chains corresponding to the P-type language for the model 

shown in Fig. 3.16 are as follows: 

 

L1(P)=C:req,SC:mod req, SO:req allocation, (AS:authentic&authorize, AS:athorize, 

SO:activate account U VNFN VN: monitoring, VNFM: resp U S&FR: N monitoring, 

NRC:dynamic, VNF:dynamic config, S&FR:N response) SO:resp, VNFM:dynamic 

config, SO dynamic path, SC: mod resp (dynamic); 

 

L2(P)=C:req,SC:mod req, SO:req allocation, (AS:authentic&authorize, AS:athorize, 

SO:activate account U VNFN VN: monitoring, VNFM: resp U S&FR: N monitoring, 

NRC:static, VNF:static config, S&FR:N response) SO:resp, VNFM:static config, SO 

static path, SC: mod resp (static); 

 

L3(P)|=(SO:req allocation, (AS:authentic&authorize, AS:athorize, SO:activate 

account U VNFN VN: monitoring, VNFM: resp U S&FR: N monitoring, 

NRC:dynamic, VNF:dynamic config, S&FR:N response))
n
 SO:resp, VNFM:dynamic 

config, SO dynamic path, SC: mod resp (dynamic); 

 

L4(P)|=(SO:req allocation, (AS:authentic&authorize, AS:athorize, SO:activate 

account U VNFN VN: monitoring, VNFM: resp U S&FR: N monitoring, NRC:static, 

VNF:static config, S&FR:N response) SO:resp, VNFM:static config)
n
, SO static path, 

SC: mod resp (static). 

 

In the process of verification of the derivation chains belonging to the E-

network of the implementation model and the E-net of the specification model with 
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the help of the statement (3.6), the following chains are formed in which the 

discrepancies are detected:  

 

1. L(P)|=(SO:req allocation, (AS:authentic&authorize, AS:athorize, 

SO:activate account U VNFN VN: monitoring, VNFM: resp U S&FR: N monitoring, 

NRC:dynamic, VNF:dynamic config, S&FR:N response))
n
 SO:resp, VNFM:dynamic 

config, SO dynamic path, SC: mod resp (dynamic); 

 

2. L(P)|=(SO:req allocation, (AS:authentic&authorize, AS:athorize, 

SO:activate account U VNFN VN: monitoring, VNFM: resp U S&FR: N monitoring, 

NRC:static, VNF:static config, S&FR:N response) SO:resp, VNFM:static config)
n
, 

SO static path, SC: mod resp (static). 

 

For these chains, the following counterexamples are formed: 

 

1. Pcontr(s)|=(SO:req allocation, AS:authentic&authorize, AS:athorize, 

SO:activate account U VNFN VN: monitoring, VNFM: resp U S&FR: N monitoring, 

NRC:dynamic, VNF:dynamic config, S&FR:N response)+ SO:req allocation+ L3(P); 

 

2. Pcontr(s)|=(SO:req allocation, AS:authentic&authorize, AS:athorize, 

SO:activate account U VNFN VN: monitoring, VNFM: resp U S&FR: N monitoring, 

NRC:dynamic, VNF:dynamic config, S&FR:N response) )+ SO:req allocation+ 

L4(P). 

The derivation chains obtained during the formation of the counter example 

indicate the formation of loops and a re-transition to the SO: req allocation state in 

accordance with the requirements of the specification. 

 

3.2.2 Verification of NFV infrastructure 

The result of the analysis of the NFV infrastructure elements interaction 

showed that the sequence of actions performed on the equipment during the provision 
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of services depends both on the decisions made at the management layer, and the 

current network configuration, as well as the physical characteristics of the 

equipment at the data transmission layer. Thus, along with verification of the 

management layer, there is a need for verification data transmission layer as well. 

A widely used method for verifying systems supporting virtualization 

technologies (IaaS, PaaS) is load testing [32, 75]. Load testing allows verifying a 

number of scenarios of network infrastructure behavior. The main metrics in this case 

are: the maximum allowable network load, response time and the performance of 

virtual machines. However, when verifying the NFV infrastructure, performing load 

testing does not give the desired results. The emergence of this situation is primarily 

due to the inability to formalize the cause of the error and the absence of mechanisms 

for the obtaining counterexamples. Based on the analysis, the verification method 

proposed in subchapter 3.1 based on Model Checking approaches can also be applied 

to the verification of the NFV infrastructure. A number of additions have been 

proposed: 

- at the modeling stage it is proposed to input an additional set of 

synchronization points containing such attribute type as the arrival time of the control 

message. The synchronization points are added only to those position-vertices, which 

correspond to the state of waiting or receiving information from management layer 

elements, as a rule, these are demarcation devices, soft switches and hypervisors. The 

transition following the position-vertex with the synchronization point is proposed to 

be designated by a macro transition of the MYmac type. 

The rules for initiating the transition depend on the attributes of the 

synchronization point and can be represented as follows: the transition will be active 

only if each of the preceding position-vertices contains a label, and the follower-

vertices do not contain labels and at least one label corresponds to the condition of 

synchronization points: 
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( m { M()}),( I( m ,r( s )| true )

M( m ) M( m ) M( m ),

( m M ) (О( m ,r( s )| true ),

( m M ) (О( m ,r( s )| true )

   

 

   

   

,                             (3.19) 

 

where iM( m ) is the ith network label, im  is the vertex containing the label, 

the value which corresponds to the initiating conditions; 
j kM( m ), M( m )  

correspond to the possible subsequent label of the E-network, following the label

iM( m ); r( s )  is the initiation condition (control message value). 

Approbation is represented as a process of tunnels formation using VXLAN 

technology, namely the process of the demarcation device (vSwitch) learning and 

searching for the destination node. The interaction diagram is shown in Fig. 3.17. The 

E-network of the implementation model is shown in Fig. 3.18. 

 

 

Fig. 3.17. The diagram of forming a virtual tunnel between two VTEPs 
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Fig. 3.18. E-network of the process of tunnel formation using VXLAN technology   

 

The initial state of the E-network shown in Fig. 3.19 is the state (position-

vertex) N-1: ARP req, which corresponds to ARP request generation by the device -1; 

the position-vertex OSw-1: Match ARP corresponds to the reception and processing 

of the request on the demarcation device or softswitch, in particular vSwitch; 

position-vertex VTEP-1: incapsulate corresponds to the encapsulation of the ARP 

request in the UDP packet; position-vertex N-2: ARP req corresponds to redirecting 

the ARP request directly to the terminal device-2, in case the IP MAC addresses are 

known to the switch (functioning in one domain zone); the position-vertex VTEP-2: 

decapsulate corresponds to the decapsulation of the UDP packet on the vSwitch-2 

demarcation device; the position-vertex vSw-2: Match ARP, vSw-2: Add to Table 

corresponds to the self-learning process of the switch; and the position-vertex vSw-2: 

Redirect to N-2 corresponds forwarding the ARP request to device 2; the position-

vertex N-2: ARP req corresponds to receiving and forming a response by device 2; 

position-vertex VTEP-2: incapsulate corresponds to the encapsulation of the response 
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of terminal 2 and sending to demarcation device 1; position-vertex VTEP-1: 

Decapsulate corresponds to the request decapsulation; the position-vertex N-1: ARP 

req and N-2: ARP resp corresponds to the interchange of service information and the 

establishment of a VXLAN tunnel (state VXLAN: established). 

In the process of forming a VXLAN tunnel for SDN networks, OpenSwitch is 

used as a demarcation device, and the process of information exchange and control 

messages is carried out via the OpenFlow protocol defined by the diagram in Fig. 

3.19 

 

 

Fig. 3.19. Tunnel formation diagram in accordance with the Opened Fls specification 

v.1.3  

 

The E-network corresponding to the process of tunnel formation in network 

solutions supporting SDN technology is shown in Fig. 3.20.  
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Fig. 3.20. E-network of the tunnel formation process using VXLAN technology that 

meets the requirements of the specification 

 

The E-network, shown in Fig. 3.20, is expanded by the following states - СР 

(transition state to the control level); the state of the CP is the feedback state, it must 

necessarily occur at subsequent stages of tunnel formation. 

The transitions corresponding to the appearance of the control message are 

determined by the macrotransitions MYmac 1 and MYmac 2, respectively. 

 

3.3 Evaluation of the developed verification method effectiveness 

 

To assess the effectiveness and verify the correctness of the developed 

verification method, its approbation was carried out. Approbation was carried out 

during the implementation of the ReSeLa project [89]. The behavior of a network 

fragment with support for VNF technology, in particular, SaaS, has been studied. In 

the framework of the experiment, the process of providing a service - launching the 

required image of laboratory work on a remote computing device - is considered. A 
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fragment of the experimental network is shown in Fig. 3.21. The OpenStack 

platform, the Mitaka version has been used as a control and orchestration system  

 

 

Fig. 3.21. Fragment of experimental network 

The following equipment was used to build the network: compute-1 nodes and 

compute-2 Dell PowerEdge R630 servers with the following characteristics: the 16-

core 2x8 Xeon processor with a clock speed of 2.3GHz, 256GB RAM, two 480GB 

SSDs, Ubuntu Server software 13.03.4 LTS; node Controller - Dell R530 server with 

the following characteristics of the 16-core 2x8 Xeon processor with a clock speed of 

2.3GHz, RAM capacity of 64GB RAM, two 960GB SSDs and one 1TB HDD. 

Ubuntu Server 13.03.4 LTS has been used as the operating system; the virtualization 

functions were implemented due to KVM Hypervisor.   

As a result of the launching laboratory images, in particular Windows images 

from 6 to 8 GB in size, a delay significantly exceeded the permissible (100 ms) and 

denial of service. 

As a result of the experiment, the following errors were found: 
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a) loss of ARP packets when forming a VXLAN tunnel. The controller does 

not process ARP requests from the virtual switch. 

b) delays in the transmission of TCP packets. In the event of changing load 

balancing rules and dynamic redistribution of network resources, there is a delay in 

the processing of TCP packets at compute nodes. In the absence of reception 

acknowledgment (AСK), the source generates a new packet and sends it back to the 

control system. Such a situation leads to incorrect processing of packets. 

c) duplication of SYN requests. The retransmission of the SYN request is 

caused by the timeout of the response of the computing device. When the SYN 

request is received from the terminal device and processed again, the controller can 

identify it as a new one and generate a new control message, which leads to a route 

change. 

Verification of the functioning of the network fragment was carried out using 

two methods: the developed verification method and through the SPIN verifier [34]. 

The model of the E-network of the service formation process and the 

configuration of the network infrastructure in accordance with the requirements of the 

specification is shown in Fig. 3.22. 

The initial state of the implementation model of the network topology 

establishment process is when the position-vertex Sw1, p1 corresponds to the 

formation state and sending a broadcast request supporting the OpenFlow protocol 

and located in the service area of this controller; the position-vertex Sw2, p3 ... Swі, 

pi corresponds to receiving the request from Sw1, p1 and transition to its further 

processing; the position-vertex Pac_in indicates forwarding of the packet coming 

from the Sw1 to the controller (if no Match is found during search); the position-

vertex Mod corresponds to the state of the change in the forwarding table entry; 

position-vertex Del corresponds to the deletion of the record containing the 

parameters of the incoming packet from the forward table; the position-vertex Cont 

simulates the state of the request processing by the controller; the position-vertex 

Cont always follows the position-vertex Pac_in; the position MIB corresponds to the 

formation state of the Sw1 switch information and its addition to the controller 
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database; the position-vertex Store and Del correspond to adding or deleting 

information to the MIB respectively; the position-vertex Cont_proc corresponds to 

the successful generation of the control message and its transmission to the switch; 

the position-vertex TTL_end corresponds to the expiration of the request lifetime 

generated in the state Sw1, p1; the position-vertex Reply corresponds to sending of 

the response message to the switch Sw1. 

 

 

Fig. 3.22. Model of the E-network of the service formation process - selecting and 

launching the virtual laboratory work image 
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The initial state of the implementation model of the network topology 

establishment process is when the position-vertex Sw1, p1 corresponds to the 

formation state and sending a broadcast request supporting the OpenFlow protocol 

and located in the service area of this controller; the position-vertex Sw2, p3 ... Swі, 

pi corresponds to receiving the request from Sw1, p1 and transition to its further 

processing; the position-vertex Pac_in indicates forwarding of the packet coming 

from the Sw1 to the controller (if no Match is found during search); the position-

vertex Mod corresponds to the state of the change in the forwarding table entry; 

position-vertex Del corresponds to the deletion of the record containing the 

parameters of the incoming packet from the forward table; the position-vertex Cont 

simulates the state of the request processing by the controller; the position-vertex 

Cont always follows the position-vertex Pac_in; the position MIB corresponds to the 

formation state of the Sw1 switch information and its addition to the controller 

database; the position-vertex Store and Del correspond to adding or deleting 

information to the MIB respectively; the position-vertex Cont_proc corresponds to 

the successful generation of the control message and its transmission to the switch; 

the position-vertex TTL_end corresponds to the expiration of the request lifetime 

generated in the state Sw1, p1; the position-vertex Reply corresponds to sending of 

the response message to the switch Sw1. 

The E-network corresponding to the implementation model [89] is shown in 

Fig. 3.22. 

The position-vertex Erase & Modify shown in Fig. 3.23 corresponds to the 

removal of information about the switch Sw1 from the database.  

The derivation chains constructed in accordance with the P-type output rules 

and the corresponding implementation models are represented as follows:  

1 1 2 3

1 1 2 3

1 1 2 3

1 1 2 3 1 1

3 1 1

f realization

( Sw , p ),( Sw , p ),Mod;

( Sw , p ),( Sw , p ),Del;

( Sw , p ),( Sw , p ),Pac _ in,MIB,Del;
M(T )

( Sw , p ),( Sw , p ),Pac _ in,MIB,Store,Cont,FindSw,( Sw , p ), pac _ in;

( Swi, p ),Pac _ in,MIB,Cont,Don' t _ Find ,( Sw , p



3 3

), pac _ in;

( Swi, p ),Pac _ in,MIB,Cont,FindSw,( Swi, p ), pac _ in;











(3.20) 
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Fig.3.23. Model of the E-network of the service formation process in 

accordance with the requirements of the specification 

 

The derivation chains constructed in accordance with the P-type output rules 

and the corresponding specification models are represented as follows: 

1 1 2 3

1 1 2 3

1 1 2 3

1 1 2 3 1 1

1 1 3

1 1 3

f specification

( Sw , p ),( Sw , p ),Mod;

( Sw , p ),( Sw , p ),Del;

( Sw , p ),( Sw , p ),Pac _ in,MIB,Del;

( Sw , p ),( Sw , p ),Pac _ in,MIB,Store,Cont,FindSw,( Sw , p ), pac _ in;

M(T ) ( Sw , p ),( Swi, p ),Mod;

( Sw , p ),( Swi, p ),D



1 1 3

1 1 3

1 1 3 3

el;

( Sw , p ),( Swi, p ),Pac _ in,MIB,Del;

( Sw , p ),( Swi, p ),Pac _ in,MIB,Cont,Don' t _ Find;

( Sw , p ),( Swi, p ),Pac _ in,MIB,Cont,FindSw,( Swi, p ), pac _ in;
















(3.21) 
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Listing of the verification procedure by means of SPIN (condition-achievement 

of the final state) is given in [89]. 

During the verification process using the SPIN tool, attention was paid to 

verifying the following requirements (code fragment in Promela language): 

- ARP request encapsulation; 

- formation of the ACK packet by the message destination: 

mtype={msg, ack} 

Chan s_r = [x] of {mtype, bit};  

Chan r_s = [x] of {mtype, bit}; // possible existence of 

several communication channels between source and destination 

during transmission  

Active prototype sender () 

{bit seqno; 

Do 

:: s_r!msg,segno  

 If  

:: r_s?ack, eval (seqno)  

Seqno=1-seqno; 

:: r_s?ack, eval (1-seqno) 

fi 

od 

} 

Active propotype receiver () 

{bit expect, seqno; 

Do 

::s_r?msg, seqno 

r_s!ack, seqno; 

:: seqno ==expect; 

expect==1-expect; 

::  

Else 

fi 

od 

} 
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As a result of the specification verification using the SPIN approach, 2 errors 

were detected.  

state vector 530 bite, depth reached 1025, errors 2 

… 

pan: elapced time 0,501 ms 

pan: rate 912.81139 states/second. 

 

- verification of the prohibition of using a repeated SYN request: 

mtype={msg, syn} 

Chan s_r = [x] of {mtype, bit};  

Chan r_s = [x] of {mtype, bit}; // possible existence of 

several communication channels between source and destination 

during transmission 

Active prototype sender () 

{bit seqno; 

Do 

:: s_r!msg,segno  

 If  

:: r_s?syn, eval (seqno)  

Seqno=1-seqno; 

:: r_s?syn, eval (1-seqno) 

fi 

od 

} 

Active propotype receiver () 

Never { 

S_init 

if 

:: (!(r_s(ack))&&(s_r(syn))go to {msg, ack} 

:: ((s_r(syn))&&(s_r(syn))go to {msg, ack} 

fi 

od 

} 
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The results obtained with the help of the SPIN verifier and the developed 

verification method coincided. Four errors were found during verification with the 

SPIN verifier:  

state vector 36 bite, depth reached 12, errors 4 

… 

pan: elapced time 0,129 ms 

pan: rate 200 states/second 

 

3.4 Assessment of total time of verification process and number of detected 

errors 

 

In order to assess the computational complexity of the developed verification 

method, an expression is generated that allows considering the dependence of the 

execution time of the verification process on the number of vertices involved. The 

calculation is based on calculating the time of derivation chain formation for the Petri 

net considered in [126]. To calculate the formation time of the derivation chain, it is 

suggested to use the following formula:  

 

1 1

M N

av s i t i
i i

T S T
 

   ,                                                        (3.22) 

where 
1

M

i
i

S


  is the number of state-vertices involved in the process of 

generating the derivation chain without taking into account the formation of cycles; 

s  is the average value of the time spent on outputting the state; 
1

N

i
i

T


  is the number 

of transitions involved in the process of generating the derivation chain; t  is the 

average value of the processing time for the MX and MY (depends on the CPU of the 

computing device). 

In case of detection of cycles, the time for forming the derivation chain is 

calculated using the following formula:  
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where x  is the coefficient of counting repeated state-vertices and is equal to the 

number of possible repetitions; 
1

M
x

j
j

( S )


  is the chain of the output of the loop 

sequence; 1

1

N
x

j
j

(T ) 



  is the number of active transitions in the cycle. 

Table 3.2 shows the value of the execution time of the verification process and 

the number of errors found for the developed method and method with the SPIN 

verifier. 

The average output time of a complete reachability tree is calculated by the 

formula: 

1

m

avM( t )
v

T T


 ,                                              (3.25) 

 

Table 3.2. 

The value of the verification time and the number of errors detected in the 

verification process 

Verified 

requirement/assessme

nt criteria 

Developed method SPIN method 

Verification time 

(s) 

Number of 

detected errors 

Verification 

time (s) 

Number of 

detected errors 

Collection of 

information on 

network topology 

using LLDP protocol 

1.40 2 1.37 1 

TCP packet exchange 

(active tag - SYN) 

during service 

formation 

 

4.85 6 5.01 5 
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TCP packet exchange 

(active tag – ACK) 

during service 

formation 

5.75 7 6.05 5 

Correctness check for 

VXLAN formation 
4.70 4 5.05 4 

General verification 

process time/ number 

of detected errors 

16.7 19 17.48 15 

 

Based on the data given in Table 3.2, it can be concluded that the proposed 

method allowed identifying more errors than the SPIN method: for the proposed 

scenario, using the developed method, 4 errors more were detected than when using 

the verifier SPIN. The gain in time when using the proposed method was 4.46%. 

 

3.5 Conclusions to Chapter 3 

 

1. Analysis of functional features of NFV architecture has shown that it is 

expedient to verify the ready NFV in two planes: vertical and horizontal plane. 

Verification in the vertical plane allows determining the compliance of the individual 

modules of the NFV architecture with their specifications. Verification in the vertical 

plane allows performing verification of the correspondence between the intermodule 

interaction. 

2. The key features of the control and orchestration system are taken into 

account in the development of the verification method, which functions, in a 

horizontal plane. The method developed is based on the well-known and well-proven 

Model Checking method. The main change is the use of the E-network model instead 

of Kripke models. In addition to verifying compliance with the full set of 

requirements for the specification, it is also proposed to use a set of behavior 

prototypes. A prototype is a requirement that is true throughout the entire operation 

of the protocol. 
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3. In order to reduce the state space and eliminate the effect of the 

"combinatorial explosion", it is suggested to introduce several verification scenarios: 

partial, partial based on prototypes of behavior and complete. Areas of verification 

differ in the degree of coverage of the verification procedure. The method of 

sequential comparison of the position-vertices of the E-network specification model 

and the model of the E-network implementation is developed. The derivation chains, 

specific both for the implementation model and for the specification model, are 

proposed to be formed using formal grammars, the P-type language is chosen. 

4. A method for constructing a counterexample has been developed, which 

makes it possible to localize errors, and also to represent algebraically the invariants 

of the network behavior. The developed method for constructing a counterexample 

allows describing the formation of loops and deadlocks. The method of construction 

in the case of the formation of loops is based on the algorithms of Depth-First Search. 

5. During the verification of the horizontal plane and the NFV infrastructure, it 

is proposed to enter an additional number of synchronization points containing the 

attribute type such as the arrival time of the control message during the modeling 

stage. The introduction of synchronization points will allow more full consideration 

of the relationship between the management layer and the layer of provision of 

services. 

6. As part of the evaluation of the developed verification method effectiveness, 

experimental studies were carried out: the compliance of the ReSeLa project 

implementation with the requirements of the specification was performed. The 

correspondence between the virtual laboratory run script and the specification 

requirements for the experimental network fragment was evaluated using two 

methods: the developed method and the SPIN method. 

7. As part of the evaluation of the computational complexity of the developed 

verification method, expressions are generated that allow for the dependence of the 

time of the verification process on the characteristics of the derivation chains. As a 

result of the obtained data comparison, it is established that the proposed method 

allows revealing more errors and has a time gain.   
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CHPTER 4 

DEVELOPMENT OF METHOD FOR ASSESSING QUALITY INDICATORS 

OF NFV MANAGEMENT SYSTEM  

 

The final stage of the implementation phase of multiservice networks 

supporting NFV technology in accordance with the spiral life-cycle model [126] is 

the analysis of the results obtained and the assessment of QoS indicators. Analysis of 

the implementation of control modules and network infrastructure NFV allows 

identifying those, which in future can affect the efficiency of the processes of 

operation and management of both physical and virtual resources in the NFV 

infrastructure.  

Solving the problems of analysis and preventive evaluation of the NFV 

effectiveness is often difficult. The reason for this is the difficulty in predicting the 

number of available virtual network resources at the time of the formation and 

initiating of the service due to migration and the rapidly changing dynamic nature of 

the services, the lack of information about the characteristics of the equipment on the 

client side, the lack of information about equipment supporting NFV in the service 

provider zones. The key importance in assessing the functioning of the NFV 

infrastructure is the boundary values of quality indicators, the determination of the 

maximum and minimum values of such indicators as delay, throughput, processing 

rate, and analysis of the dynamics of their changes in the process of providing the 

"end-to-end" service on the effectiveness of the proposed implementation [9, 10, 52]. 

In accordance with the recommendations of the IETF [25], in order to 

accurately determine the reasons for the degradation in the quality indicators 

provided by the NFV infrastructure, first of all, it is necessary to define the 

boundaries and evaluate the characteristics of the network infrastructure of the two 

service areas: the NFV customer service zones and the VNF service provider zones, 

and auxiliary systems and interfaces that influence their interaction. 
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Fig. 4.1 shows a generalized block diagram of the separation of the NFV 

infrastructure into the customer zone and the service provider zone, and also the main 

characteristics of the interfaces that affect QoS. 

The choice of quality metrics is also important. Typically, the choice of metrics 

for assessing the quality of services ensured by the provider within the framework of 

NFV IaaS allows quantifying and agreeing the quality values of VNF services 

corresponding to SLA [83]. In accordance with the recommendation of the IETF, the 

following metrics for estimating the QoS parameters of the NFV infrastructure are 

distinguished: delay, delay variation (jitter), throughput, response time, packet loss 

[26]. 

 

 

Fig. 4.1. Components that affect the quality of services provided in the context of the 

NFV reference architecture  

 

Analysis of a number of requirements and practical recommendations [25, 88, 

111, 120] showed that the quality of services provided through NFV technology 

primarily depends on the units implementing Virtual Network Function Component 

(VNFC) and the virtual network management system functions (Virtual Network 
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Function Management, VNFM). The characteristics of VNFC and VNFM are 

complex and include the following components: 

- virtualization block: virtual machines, storage and equipment; 

- virtualization level: hypervisor and task scheduler; 

- physical components: network equipment and data storages. 

- control and orchestration block: elements of monitoring and management of 

services, virtual and physical resources provided by the provider; 

- block of supporting business processes and software: the elements of the 

block provide interaction of elements of the telecommunication and software 

components; 

- database containing service instances and current network characteristics. 

And interfaces: 

- interaction of virtualization level elements and available physical resources 

(VI-Ha); 

- interaction of OSS/BSS processes (requirements for virtualization) with a 

function virtualization block that allow implementing the requested service (Vn-Nf); 

- interaction of control components and the requirements for the processes of 

launching and providing services (Ve-Vnfm, Os-Ma). Through this interface, the 

location of the service and its startup scenarios are coordinated, configuration 

information is exchanged, and support for the service instance throughout the life 

cycle is organized; 

- database interactions containing instances of the service and the system of 

orchestration and management (Se-Ma). By means of this interface, the selection of 

service instance and the script of its initiation are performed; 

- interaction of the orchestrator and the virtual infrastructure control element 

(Or-Vi); 

- interaction between the virtual infrastructure control element and the virtual 

services function control element (Vi-Vnfm). This interface provides a choice of 

physical platform; 
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- interaction of the orchestrator and the control element of the functions of 

virtual services (Or-Vnfm). Through this interface, the end user is authenticated and 

authorized, information necessary for high-quality service delivery is collected. 

The main blocks of the NFV architecture that are crucial in the process of 

providing the service to the end user and affecting the efficiency of the joint 

operation of the customer and service provider zones are highlighted in red (Fig. 4.1). 

In this case the quality indicators characteristic of such boundary points as Vn-Nf, 

VI-Ha, Ve-Vnfm, Nf-Vi are of great importance. In addition, the analysis and 

evaluation of quality indicators characteristic for such interfaces as Os-Ma, Se-Ma, 

Vi-Vnfm will allow evaluating the effectiveness of the control and orchestration of 

services, which affects the correctness of the behavior of the service-oriented system 

as a whole. 

Thus, when assessing the overall quality of service delivery through the NFV 

infrastructure, the following components should be distinguished: 

1) the quality of the functioning of virtual computing resources/nodes. 

2) the quality of the functioning of the network infrastructure. 

3) the quality of the functioning of the IaaS component (Database-as-Service, 

Load-Balancing-as-a-Service). 

4) the effectiveness of the interaction of control elements and orchestration 

with elements of a virtual network infrastructure. 

In addition, such indicators as availability, reliability and performance of the 

service instance, which can be expressed by such quantitative and qualitative QoS 

parameters as processing rate and response time, affecting the overall service delivery 

rate, delay and jitter values, and the correctness and accuracy (efficiency) of the 

configuration of a service copy and network infrastructure [75, 76]. 

The main parameters that affect the NFV quality indicators in the process of 

providing services are given in Table 4.1. The first column of the table contains the 

stages of the service delivery life cycle, the following columns show the quality 

indicators that are key for each individual stage. 
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Table 4.1. 

Parameters that affect quality indicators within the life cycle   

 

No 
 

Stage 

QoS Parameters 

Speed 

(time) 

Accuracy 

(correctness) 
Reliability 

1 

Initial 

organization/orche

stration (analysis 

of statistical and 

resource 

allocation, 

preconfiguration 

of network 

components) 

Delays in the 

process of 

allocating and 

resource 

reservation 

Service configuration 

in accordance with 

SLA 

The reliability of the 

allocated resources 

(the ratio of successful 

/ unsuccessful delivery 

of services, the amount 

of data lost) 

2 

Configuration of 

computational 

nodes/machines 

The time spent of 

idle state of 

computing 

resources. 

Introduction of 

delays in 

scheduling  and 

distribution of tasks 

 

Failure is 

synchronization of 

computational nodes 

and management 

components. 

Premature calculation 

of performance/service 

delivery 

3 

Configuring a 

Virtual Network 

Infrastructure 

Delay in the 

process of 

allocating 

resources for the 

formation of a 

virtual network 

Seamless convergence 

of network elements 
Resource reservation 

4 

Virtual network 

operation / service 

provision 

Packet delay, jitter, 

bandwidth 
Packet loss rate 

Failure or shutdown of 

network devices, both 

physical and virtual 

nature (VM) 

5 

Final orchestration 

(release of 

resources) 

  

Failure or shutdown of 

the computational 

node (VM) in the 

process of releasing 

resources 
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As noted in Table 4.1, one of the primary quality indicators throughout the 

service life cycle is time indicators (delay value) and reliability indicators. 

 

4.1 Procedure of formation and provision of services in networks supporting 

NFV technology 

 

Time indicators can be conditionally divided by the time of formation and 

preconfiguration of one or several computational nodes for the provision of a service 

orcT  (orchestration time); time of integration/launch of a new instance of the service 

or virtual resource insT ; time of resource operation/service provision servT ; the release 

time of resources and the re-distribution of network resources rlsT . 

The time interval orcT  includes the time of sending the request by the user and 

receiving the NFVM request - reqT ; the time of searching for free resources and 

checking their operability DOAT . orc req DOAT T T  . 

The moment the new service is launched is considered as the beginning of the 

useful time of the service life ( psT ). The length of the useful life-cycle phase includes 

the launch of the service instance, the configuration of the network connections, the 

time of service provision, and the end of service time ps ins NF serv rlsT T T T T    . 

Fig. 4.2 shows a general diagram of the procedure for the formation and 

provision of services in the NFVI, namely, time indicators. 

The primary impact on the quality of service delivery in terms of time 

indicators has delays. The analysis of the provisioning processes showed that the 

greatest impact is caused by idle delays due to insufficient amount of computing 

resources or migration of the service to another computing resource. 
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Fig. 4.2. The diagram of processes of formation and provision of services 

 

The following reasons for delays should be considered: 

- idle state due to hardware or software problems 

- inaccessibility of the service, depending on the characteristics of the 

computational node (virtual processor, virtual NIC or virtual disk resources is not 

enough to provide the service). 

- duration of the service provision exceeds the maximum allowed idle time 

associated with the network characteristics of the infrastructure. 

When analyzing the implementation of the NFV architecture, special attention 

should be given to the following type of delays: 

- Nf-Vi and Op-VM slice delays or network delays that characterize the user 

network environment and can be calculated as the difference between the beginning 

time of service provisioning by the computing device (for example, the video stream 

fragment was sent) and the time the service reception by the destination (the video 

stream fragment was delivered ): NF NFVi VFoD F(T ) F(T )   
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- Nf-Vi and Or-Vi slice delays or NFV computational resource delays, 

characterized by a time interval between stopping the operation of the service - toT  

and resuming or restarting it tiT  -: VM ti toD F(T ) F(T )  . 

Fig. 4.3 shows a diagram of the idle time and restart of virtual computing 

machines (VMs) and NFV network infrastructure elements. 

 

 

Fig.4.3. Service delivery procedure: session start and recovery process 

 

For the effective management and formation of services, it is necessary to 

continuously control and monitor the network through the MANO system. At the 

same time, methods for assessing various parameters of service quality and, in 

particular, data transmission delays can vary significantly depending on the 

characteristics of network infrastructure elements. 

 

4.2 Modeling and analysis of QoS NFV indicators using the theory of network 

calculus 

 

A number of analytical methods typical for the implementation of NFV 

solutions, as for any other service-oriented architecture: the system theory, the 
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queuing theory and  the network calculus theory can be used to analyze and perform 

preventive assessing of the QoS indicators [104, 124, 127]. 

The theory of network calculus allows modeling the behavior of network 

elements in the framework of both a continuous and discrete time model. Its tools 

allow formalizing and investigating the dependences of QoS parameters for both the 

composition of network elements and for each element individually, and also 

determine both intermediate (point) and boundary values of quality indicators for the 

implementation model. Based on the above features, the theory of network calculus is 

proposed as the basis of the method of analyzing QoS NFV solutions, as well as to 

determine the minimum requirements for virtual and physical elements of NFVI, the 

observance of which allows providing a service of proper quality.  

 

4.2.1 Basic definitions of the theory of network calculus 

When modeling the network infrastructure using the theory of network 

calculus, determining the main components of the model and their functional features 

is a priority. 

Elements for the implementation of the NFV solution when modeling in 

accordance with the basics of the network calculus can be represented as follows: 

1. Processing nodes (different servers, VMs, routing and switching devices). 

Depending on the detail, the developer nodes can be represented by single elements 

or a combination of them (one VM or an entire cluster, a router, or a network 

domain). 

2. Consumer nodes. Terminal equipment of service consumers generating 

requests for the service provision. 

3. Characteristics of the processing nodes. The behavior of each processing 

node on the network is characterized by a service curve [], which determines its 

performance, discipline of service, rules for allocating resources between flows. 

4. Characteristics of data flows. For each flow, the arrival curve is defined that 

describes the transmission rate limitations and the possibility of its increase, as well 
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as the sequence and rules of flow transmission through the processing nodes. For 

example, flow aggregation rules and service priority (IntServ, DifServ). 

5. Backlogged/busy period and delay. The resulting curve, which specifies the 

amount of processed data for a certain period of time. 

When modeling processing nodes and data flows that provide service to the 

end user, the majority of functions can be characterized by the accumulation 

property: the function is the return on the service delivery time interval and can 

express the total amount of information processed and transmitted by the nodes from 

the moment of service initialization (moment of countdown) till the current moment 

of time.  

The set of cumulative functions is characterized by a set of nondecreasing and 

continuous functions; the graphics are nonnegative and pass through the coordinate 

origin. 

Analysis of the arrival curve, service and delay allows evaluating changes in 

the quality of service parameters. To model network characteristics and to obtain 

reliable results in the theory of network calculus, the following definitions are 

introduced. 

Definition 4.1. The arrival curve ( )   is an incremental function that 

characterizes the deviation of the current value of the volume iS(t )  of incoming data 

at the time point it  to the processing node n  on the value of the volume of data 

received at the previous moment iS(t ) . 

The graphic of this function allows evaluating the dynamics of changes in the 

quantitative characteristics of the flow (the amount of data transferred) throughout the 

life cycle of the service. The values of the arrival curve in each period of time are 

determined by a ratio of the form: 

 

i i i

b y

dS( t ) ( S( t ) b ) S( t )
( )

dt b
lim


  
    ,                           (4.1) 
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where b  is the intensity of the increment/decrease in the amount of data 

transferred; iS(t )  is the amount of data in bits that came to the processing node at the 

time it , iS(t ) is the amount of data in bits that arrived at the processing node at the 

time it . 

In the case where the intensity of data arrival varies in time, as a rule, it is 

unstable, for example, in the case of aggregation of flows or the addition of a new 

consumer node, the arrival curve is described by an equation of the form: 

 

0 i i i i t , i( ) inf{ : S(t ) S(t )} S(t ) S(t ) b (t )             ,         (4.2) 

 

where t ,  is the function of increment of data volumes in time (the arrival 

curve),   is the time interval between the measurements. 

Variations in the intensity of the data flow arriving at each processing node can 

be estimated by determining the boundary values (global minima and maxima) of the 

arrival curve. The upper threshold value of the curve indicates the maximum amount 

of data flow, and, in particular, the maximum load of the communication channel. 

The maximum and minimum values can be estimated by the following 

conditions:  

- a function 
0

j

S i S i

t

F (t ) F ( t )



  that characterizes the change in the arrival curve 

throughout the service delivery life cycle, takes the maximum value at the time it , 

imaxS(t ) , if the value iS(t )  is not final i jt t  and the following inequality 

1 0i iS(t ) S(t ),i { , j }   is satisfied. 

Note. In the event that the value of the arrival curve at a certain point in time it  

is greater than the maximum capacity of the communication channel ( maxC ), 

i( t ) maxC  , then the quality of the service is considered impossible. 
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- a function 
0

j

S i S i

t

F (t ) F ( t )



  that characterizes the change in the "arrival 

curve" during the service delivery life cycle assumes a minimum value at the time it , 

imaxS(t ) , if the value iS(t )  is not final i jt t  and the following inequality 

1 0i iS(t ) S(t ),i { , j }   is satisfied. 

Note. In the event that the value of the arrival curve at a certain point in time it  

or for a certain period of time t  is less than the maximum capacity of the 

communication channel ( maxC ), i( t ) maxC  , then the communication channel is 

considered unloaded.  

Each data flow is characterized by its own curve, which depends on the type of 

data being transmitted and their intensity. 

Fig. 4.4 shows the visualization of the arrival curve for several data flows [9]. 

 

   

а)      b) 

 

с) 

 

Fig.4.4. Intensity of data arrival from two consumer nodes (a, b); arrival curve 

from node A and node B (c)  



163 

 

On the graph a) and the graph b) the number of arriving packets shows the 

number of arrivals to the computing device of a flow consisting of packets of 

constant size (416 bytes) per time interval (the observation time is 40 ms). Fig. 4.4 c) 

displays the arrival curve characteristic for the consumer node (upper curve) and for 

the second consumer node (lower curve), respectively. 

One of the requirements to the architecture of NFV is the inheritance of all the 

functionality of multi-service networks. Therefore, when using NFV technologies, 

end-user services must be transmitted with a guaranteed level of quality, no lower 

than in traditional multiservice networks. To organize and provide quality services, 

network policies such as DiffServ, IntServ, traffic shaping & policing [57], planning 

and balancing mechanisms are used. In this case, for optimal load distribution, 

MANO system components need information about each computational node, the 

dynamics of its parameters change depending on the arrival load and the service time. 

In the theory of network calculus, to analyze the processing of packets arriving 

on a computing device, a service curve definition has been created that allows 

displaying the rate and volumes processed by the processing node. If the arrival curve 

allows determining the dynamics of changes in the volumes of input data, then the 

service curve is the processing rate and output volumes.   

Definition 4.2. The service curve ( )   is a continuous incremental function 

that determines the deviation of the current data processing rate (the number of 

processed data for a period of time it ) on the data processed by the processing node 

in the previous time interval  : i i( ) R S(t ) R S(t )       , where R  is the data 

processing rate. 

Graphic representation of the service curve allows describing the change in the 

processing intensity of the data by a certain processing node during the service life 

cycle. In general, the service curve can be represented as:  

 

0 i i i i

i i

( ) inf{ ,R S( t ) R' S( t )} R S( t ) R' S( t )

( t ) ( R R')b( t )

                

    
,          (4.3) 
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where R R'  is the value of the change in the volume of data transmitted over 

the period it ; b  is function of increment of data volumes in time;   is the time 

interval between measurements. 

Visualization of the service curve is shown in Fig. 4.5. 

 

 

Fig.4.5. The flow maintenance curve on the processing node 

 

The graph presents the arrival curve showing the number of incoming data and 

the number of processed data (the observation time is 40 ms), and the service curve 

as the output value. 

The arrival curve and the service curve allow presenting the general dynamics 

of the changes in the characteristics of the service-oriented system, in particular 

NFVI, without taking into account the individual delay and packet loss parameters 

when the data flow passes through the processing nodes. To quantify such quality 

indicators as the delay and packet loss in the theory of network calculus, definitions 

of the arrival function and the departure function are introduced. 

Definition 4.3. The arrival function of a data flow for a specific processing 

node sN  is such a cumulative function A( t ) S  that describes the dependence of the 

total amount of flow data received on this processing node on the time of its 

operation. 
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Definition 4.4. The departure function for a particular processing node sN  is 

such a cumulative function D( t ) S  that describes the dependence of the total 

amount of data processed and sent by the processing node on the time of operation. 

The departure function also depends on the characteristics of the function A( t ) and 

the properties of the processing node. Fig. 4.6 shows the processing node model in 

accordance with the definitions of the theory of network calculus. 

 

 

а) 

 

b) 

Fig. 4.6. The network fragment model, described with the help of network 

calculus: a block diagram and a graph of the dependence of backlogging Tb( t )  and 

delay d( t )  on the processing node 

 

The processing nodes often have a cumulative function that results in the 

accumulation of a certain amount of data inside the processing node. The ratio of the 

amount of data processed to the data stored on the processing node sN  during the 

time of its operation (the lifetime of the service) is called the backlog, Tb( t ) . In this 
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case, Tb( t )  can be represented as a difference in the functions of arrival and 

departure: i i iTb(t ) A(t ) D(t )  . 

The backlog, if there is information on the amount of data stored in the node 

buffer and the amount of data received at the time it , can be calculated using the 

following formula: 

 

i ib(t ) A(t ) (t )  ,                                                 (4.4) 

 

The maximum backlog value can be calculated using the following expression: 

 

0
smax S( t ) max( R( t ) R ( t ))

t tend

{ A(t ) D(t )}sup
  

 

 ,                   (4.5) 

where 
t
end  is the final value of the observation interval. 

Backlogging entails delay. In this case, the delay in the model is the difference 

between the arrival time of the data flow to the processing node and the time of its 

departure from it. The delay can be determined by the arrival functions (𝑡) and the 

departure (𝑡) by the following equation: 

 

0

s i s i

s i s i

d( s ) inf{ R (t A(t )) R (t D(t ))}

( s ) [ R (t ) R (t s )] ( s )

  

    
,                                (4.6) 

 

where s  is the volume of the flow of transmitted/serviced data by the 

processing node. 

Thus, for any NFV infrastructure processing node sN  and any pair of arrival 

A(t ) and departure D(t )  functions corresponding to this processing node. In this 

case the backlog Tb(t ) is limited by the vertical deviation from the top 

i i
v( A(t ),D(t )) , and the delay 𝑑(𝑡) by the horizontal deviation i i

h( A(t ),D(t ))  in 

the case of the "first-in-first-out" discipline (Fig. 4.6 b) 
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4.2.2 Modeling the process of functioning of NFVI fragment processing node.  

In accordance with the specifics of NFV technology, processing nodes are 

often represented by virtual devices: VMs, routers, switches, firewalls, etc. Each node 

simultaneously processes multiple flows and provides several types of services. Thus, 

the practical application of the description of the processing node functioning process 

by comparing the set of pairs of numerical values of the time-dependent arrival 

function and the departure function is impossible. 

Definition 4.5. The cumulative function P( t ) R  expressing the dependence of 

the amount of data transferred by the node 𝑆 on the time of its operation, provided it 

is fully loaded, is called the productivity function of this node. 

Since the value of the backlog 𝑏(𝑡) at the time 𝑡 cannot be less than the 

difference between the amount of data received by the processing node 𝑆 starting 

from an arbitrary moment it t , and the amount of data that it could process during 

this time cannot be negative, then the following statement is true : 

 

i i it t :b( t ) [( A(t ) A(t )) ( P(t ) P(t ))]                                 (4.7) 

or 

 

i

i i
t t

b( t ) sup{[( A( t ) A( t )) ( P( t ) P( t ))] }



                                  (4.8) 

 

The function P( t ) imposes a number of restrictions on the relationship between 

the arrival function (𝑡) and the departure function (𝑡), which can be specified as 

follows:  

 

i

i

i

i i
t t

i i
t t

i
t t

D(t ) A( t ) sup{[( A( t ) A( t )) ( P( t ) P( t ))] }

D( t ) inf { A( t ) [( A( t ) A( t )) ( P( t ) P( t ))] }

D( t ) inf { A( t ) ( P( t ) P( t ))}











    

    

  

.                             (4.9) 
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Formula (4.9) allows proactively evaluating the values of the departure 

function for each node of the network regardless of the number of flows. 

Along with the productivity function, parameters such as data processing rate 

and delay time can be calculated. 

Virtual network elements are often capable of serving several flows in parallel. 

In this case, each flow i serviced by this device has its own weight coefficient and 

characteristics of the arrival function А( t ).  

The quality of service of data flows, and, consequently, the provision of 

services to end users depend on the allocation of the computing resources of the node 

(the productivity function P( t ) built for each flow and the service curve ( t ) ). 

The performance of the processing node provided the presence of multiple 

flows (processing the aggregated data flow) depends on the type of data and its 

volume (peak rate - p, average rate - r, changes in the intensity of the input data flow 

- b, maximum packet size - M), the maximum processing rate of the data flow (R) and 

the processing rate of the individual flow ir , the volume of the input buffer q, the 

service discipline is Q. 

The set (p, r, M, b) forms the specification of the T-SPEC data flow [47], the 

set (R, q, Q) generates the processor specification. 

Fig. 4.7 shows a model of a fragment of the network infrastructure, which is 

characterized by the transmission of aggregated data flows. 

Each data flow (R1-R3) arriving at the consumer node or the previous 

processing node has its own characteristics and is set by the individual arrival curve (

1 i( t ) , 2 i( t ) , 3 i( t ) ). In the case of aggregation, a total multiflow containing multiple 

flows belonging to the same service class is determined by generalized characteristics 

and should be described by a generalized arrival curve. The type of the arrival curve 

depends on the traffic class specification and is characterized by generalized 

indicators (maxp, maxr, maxM, maxb): 12 3 12 3AG n , , n , ,( t ) max pt max b     
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Fig.4.7. Structural scheme of aggregating several data flows 

 

When the aggregated flow is processed by the processing node, its 

decomposition takes place. It is worth noting that each flow has its service priority i , 

which is defined in the ToS field [41, 46]. The policy of allocating computing 

resources for processing each flow (processing rate, delay value, delay time) depends 

on the priority. The processing rate of the flow by the processing node, depending on 

its priority, can be estimated using the following equation:  

 

0

i N
i Nn

j
j

R
r P ( t )








,                                                   (4.10) 

 

where i  is the specific weight (priority) of each flow when serviced by the 

processing node; NP (t ) is the current value of the processing node performance, NR  

is the overall processing rate. 

The delay value for the network fragment shown in Fig. can be calculated by 

means of the following equation:  
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 ,                                             (4.11) 

 

where s  is the total number of packets of a certain type of traffic transmitted 

over a period of time t ; iM  is the size of the i th packet of the flow. 

In order to ensure a guaranteed quality of service in networks with NFV 

support, MANO system performs continuous monitoring and control over the state of 

the NFV infrastructure at all stages of the service life cycle. In the case of multi-

flowing and link aggregation, the MANO system assumes the use of a number of 

reservation and resource allocation mechanisms [41]. However, it is difficult to assess 

the quality of service flows within an aggregated communication channel. The 

emergence of this situation is associated with the emergence of cyclic dependences 

between the arrival curves and the intersection of flows. Thus, the development of 

methods for analyzing and eliminating cyclic dependences in the transmission of an 

aggregated data flow is relevant.  

 

4.3 Algorithm for ensuring guaranteed quality of service in multiservice 

networks supporting NFV technology  

 

In the process of transmission of the aggregated data flow on the switching 

equipment, there can be loops during the transmission of information, which leads to 

an increase in the load on the network infrastructure. Networks with multiple 

feedbacks, which can cause the appearance of loops, are certainly unstable. To 

provide a guaranteed quality of service, a number of mechanisms are used that allow 

the functioning of the network with feedback to one of the classes of direct-linked 

networks (the construction of the so-called interaction tree) to lead. The main 

mechanisms that ensure the transmission of data through the direct interaction of 

network infrastructure elements are the STP protocol and the algorithms of 

uplink/downlink routing [18].  
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However, these methods have a number of significant drawbacks in the 

formation of a unidirectional tree of interactions: in the STP protocol there are no 

optimization mechanisms, the choice of one transmission branch often leads to 

inefficient allocation of computing resources; implementation of the algorithm of 

uplink/downlink routing for NFVI is often not possible because of the dynamic 

nature of resource allocation. Taking into account these drawbacks, it is concluded 

that there is a need to develop a method that eliminates the appearance of loops while 

not reducing the efficiency of the network. 

In order to minimize the number of unused (redundant) communication 

channels between processing nodes and ensure efficient allocation of resources, it is 

suggested to use the following algorithm based on the theory of network calculus. 

When applying the algorithm, the topology of NFVI containing cycles is considered. 

The following restrictions are introduced:  

1. A network infrastructure is formed from GR processing nodes that support 

multiple classes of service. 

Each processing node is characterized by its own processing rate NR ( s ), values 

of delay Nd ( s ) and backlog NTb ( s )  (backlog depends on the volume of the input 

buffer) for the aggregated flow of the highest class of service. 

2. Only boundary indicators of service quality are considered - within the 

framework of the NFVI implementation, only processing of the highest-class service 

flows is considered. In this case, each flow 𝑖 arriving at the processing node is 

initially bounded by a curve i i i(t ) max( p (t ) (t )    that goes to no more than N 

nodes of the network. The N data of the processing nodes form a sequential tree with 

unidirectional links; 

3. The performance NP ( s )  of the processing node is represented by the ratio of 

the total value of the maximum rates of the flows arriving the node to the maximum 

processing rate: 

 

1

1 M

N ii
N

P ( s ) p
R 

  .                                       (4.12) 
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The maximum workload of the processing node is  

 

N N NmaxP ( s ) max { P ( s )} .                                     (4.13) 

 

4. The change in the intensity of the aggregated flow passing through the 

arrival curve processing node calculated with respect to the processing rate can be 

determined by the formula:  

 

11

1 M

i ii
N

Tb( s ) b b
R


   .                                        (4.14) 

 

The maximum change in the processing value is defined as 

NmaxTb( s ) max {Tb} . 

5. The maximum size of the packet transmitted over the network is maxM . 

If these conditions are met, the following statements about the stability of the 

system efficiency are true, while limiting the performance (reduction) of individual 

processing nodes in order to eliminate loops: 

Statement 4.1. The maximum delay experienced by the highest-class service 

flow passed through the network is bounded from above by the value 
1

n

i
i

n d ( t )


  

where n is the number of processing nodes in the tree; id (t ) is the delay of the ith 

node. 

Statement 4.2. The minimum size of the GP buffer of the processing node 

necessary to transfer all received packets in the aggregated flow is bounded from 

below by the value N maxP (t ) Tb(t ) M p  . 

In the event that the resulting maximum performance obtained after reduction 

exceeds the limit value, the network infrastructure may be modified repeatedly. In 

this case, steps 1-5 and verification of the validity of the statements are carried out. 
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4.4 Determining of boundary values for NFVI quality of service  

 

The MANO system, as a single control and monitoring center, takes control 

decisions based on information on the arrival curve and the service curve. In the 

process of analyzing the fragment of the network infrastructure from the type Nf-Vi 

to Or-Vi, the consumer nodes – processing nodes – the service provisioning device 

are considered as logical end links, and the nodes 2<n<N-1 are intermediate NFVI 

processing nodes, usually their role is played by routers, managed gateways and 

unmanaged switches.  

In this case, the processing and transmission of data through the NFVI 

elements are carried out in accordance with different maintenance disciplines, which 

are characterized by different delays, queue length and backlogging for different 

types of devices can have different values. To evaluate the quality of service when 

combining processing nodes with different maintenance disciplines, it is suggested to 

consider the following models of interaction of NFVI processing nodes. 

 

4.4.1 Development of model for interaction of processing nodes characterized 

by the same service disciplines 

As an example, a fragment of a network with a first-in-first-out service 

discipline (FIFO) is presented [18]. Let the number of nodes in the system be n, 

where the nodes are connected in such a way that the output from node i-1 is the 

input to the node i. 

The arrival curve for each subsequent node is determined by the following 

system of equations: 

 

1 0

1
1 1

1

0 0

1
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n
n n n
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( t ) S pt | t or M |t

S ( t )
( t ) max{ ( t ) , ( t )},n
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,                         (4.15) 
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where 1(t )  is the arrival curve arriving at the initial node of the system; n(t )  

is the arrival curve arriving at each subsequent processing node; 1nS (t )  is the amount 

of data transmitted through the processing node 1n  in time t ; 1nr   is the processing 

rate of the data by the processing node; maxS  is the maximum amount of data 

transmitted in time 0 endt,t ( ,t ]  through system nS . 

To assess the change in delay values during data processing, it is suggested to 

consider the following statement. 

Statement 4.3. Let the following inequality n maxd (t )  be typical for the delay 

of the processing node, which allows providing a service with a given quality. In this 

case, the node processes the incoming data provided that min
max

M (t )
d(t ) [ ]

r

   . In 

such a case the system nS  provides a guaranteed quality of service with a processing 

rate of packets 12n , ,...,n ir min r  and a total delay equal to  

 

1 2 2 1
max

tot j i ji , ,...,n i ,...,n
i

S
d ( t ) d ( t )

r  
   ,                                 (4.16) 

 

The boundary delay value in the data transmission from node A to node B can 

be specified as follows: 

 

1

1
2 1

1N N

tot bn max
n n n

( t )
maxd ( t ) T ( t ) L

r minr




 


    .                                (4.17) 

 

The value of the delay follows the formalism: 

1 1nb max n max n nT (t ) S ( t )r ( t ) S ()r ( t ) ( t )    . The boundary backlog values while ensuring 

a guaranteed quality of service can be described with the help of the following 

formalism:  

 

01 2 2 1
max

tot i ni , ,...,n i ,...,n
i

S
Tb ( t ) Tb ( t ) ( t ) ( t )

r  
     .                                 (4.18) 
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In the case of multiflow servicing, the processing rate of the flows in 

accordance with [47] is subject to the following distribution i

j
j

r
R





. 

4.4.2 Integration of processing nodes characterized by different service 

disciplines  

Quite often in practice, processing nodes use different service disciplines when 

processing data flows. In this case, the delay indicators are not uniform, and the 

queue of packets in the flow during transmission through the system nS  can be 

violated. 

For the purpose of a detailed analysis of the delay indicators, it is proposed to 

consider the following model of the NFVI fragment, the devices of which are 

supported by various service disciplines (Fig. 4.8). 

 

 

Fig. 4.8. Sequential composition of two processing nodes with different service 

disciplines 
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The first node does not support the FIFO service discipline. As part of the 

provision of the basic condition - the provision of services with a given quality of 

service, the value of packet delay is within the permissible range. The first node does 

not ensure the retention of the sequence of packets, so the accumulation of data in the 

buffer is not structured. Each flow has its own arrival time on the first processing 

node and the second processing node, while there is no trace of the relationship 

between the arrival time of packets and the time of their arrival. 

Since the service discipline of the first computing device is not FIFO, it is 

possible to change the sequence of packets, and, consequently, to change the order of 

their servicing at the second computational node. 

The service curve for the processing node that does not support the FIFO 

service discipline can be represented as follows:  
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                                                   (4.19) 

or 
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.                     (4.20) 

 

The delay value for the data flow specified by the arrival curve characteristics 

can be represented as follows: 
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                                  (4.21) 

 

The total delay in this case is determined as follows: 
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        (4.22) 
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In the case where the service curve is given by the formula ( t ) t    , the 

statement (4.21) can be reduced to the following system of equations:  

 

1

1 2

min
n n max

min
n n max

( t ) l
d ( t ) d ( t ) ,r min R

r

( t ) l
d ( t ) d ( t ) ,r min R

r





 
   

 
   

                                 (4.23) 

 

Statements (4.19-4.23) allow determining the value of the delay in the process 

of providing services when using several computational nodes of equipment with 

different maintenance disciplines and different characteristics of processing nodes. 

 

4.5 Development of algorithm for resource reservation based on the theory of 

network calculus  

 

According to Table 4.1, the coordination and configuration of the reservation 

and resource allocation mechanisms is carried out at stages 1-3 of the service life 

cycle. The choice of the type of reservation depends on the type of service provided. 

In a number of cases, with high-speed processing of data, video and speech, delay 

and backlog indicators are key. When implementing firewall or router functionality 

on a virtual device, the packet loss value is also an important indicator. 

Today, such algorithms of resources reservation as RSVP, DiffServ, IntServ 

have become widespread. A distinctive feature of these algorithms is the coordination 

of the amount of allocated resources at the stage of establishing a connection. 

Nowadays, such algorithms of resource reservation as RSVP, DiffServ, IntServ 

have become widespread. A characteristic feature of these algorithms is the 

coordination of the amount of allocated resources at the stage of establishing a 

connection. 
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The process of resource reservation using the theory of network calculus can be 

modeled by the following algorithm, which includes the following sequence of 

actions: 

1. Formation of the T-SPEC specification of the data flow transmitted during 

the provision of the service. The class of transmitted data and the values of the 

service parameters (p, r, M, b) are determined. 

2. Formation of the arrival curve. The form of the arrival curve is determined 

by the flow characteristics corresponding to its T-SPEC and given by an equation of 

the form: ( t ) min( M pt;rt b )    . The approximated form of the arrival curve for 

processing nodes in the case of resource reservation will be the same. 

3. Formation of the service curve. When forming the generalized service curve, 

the NFVI quality parameters are calculated on the processing nodes: processing rate, 

delay and backlog. The generalized service curve has the form i i i(t ) f ( R ,d ,Tb )  . 

The data flow in the process of providing the service on its way passes several 

processing nodes in a certain sequence, then the generalized service curve for this 

flow can be represented as 1 1 1 2 2 2n n n n n n( R ,Tb ) ( R ,Tb ) ( R ,Tb ) ... ( R ,Tb )      or 

1 2 1n n n n min n n( R ,d ,Tb ) ( R ,R ,...R ),Tb ... Tb     where 1 2 nR ,R ,...R  is the processing rate at 

each processing node; 1 nTb ... Tb   are the delay values. 

The characteristics of the processing nodes can be reduced to the following 

system of equations:  
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,                                       (4.24) 

 

The generalized backlog values can be represented as follows:  
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  ,                      (4.25) 

 

Tb  is local backlog on the processing node n, 

Estimation of the delay limits 

When analyzing the NFVI implementation model, it is necessary to determine 

both the partial delay characteristics and the total end-to-end delay. 

When creating a connection with support for a resource reservation 

mechanism, the main one is the following statement: the difference between the rate 

of arrival of the data flow and the processing rate of the data by the processing node 

should not exceed the threshold that meets the specification requirements snomR , 

sn n snom|R r | R  . 

Given this restriction, the delay on each processing node can be specified as: 
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,                                     (4.26) 

 

where р  is the probability of packet dropping 

In case sn iR r  value of the total "end-to-end" delay is suggested to be 

calculated as follows: 
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      .                           (4.27) 

 

As a result of calculating the delay by the formula (), the following delay 

values can be obtained: 

- the delay value objd (t )  on the processing node is in the range of

min obj maxd (t ) d (t ) d (t )    . In this case, the productivity function is evaluated in 
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the time interval 0( ,t ] , the value of the flow processing rate is calculated within the 

nP (t )  evaluation framework, which ensures guaranteed quality of service. The 

permissible processing rate is calculated using the following inequality: 

T nmin obj min
nmin

R
f ( r ) d ( t ) d ( t )

r ( t )
   , 

r ( t )
nmin

 is the minimum allowable packet processing rate; T iminf ( r )  is the 

function that displays the change in the processing rate of the data flow of a certain 

type of service; objd (t )  is the current value of the delay; mind (t ) is the minimum delay 

value; 

obj maxd (t ) d (t )   is the delay. It is decided that the processing node cannot 

process the data flow with a given quality level. A denial of service message is 

generated and the search for another computing resource is performed. 

3.2 Estimation of the backlog boundary values   

Delay analysis is performed by comparing the characteristics of the arrival 

function and the departure function of a specific processing node over the same time 

interval. In particular, the delay depends on network characteristics (R, q, Q). 

When using the RSVP resource reservation mechanism, it is assumed that the 

probability of losing data on the processing node is 0 [57]. In this case, the following 

statements are true: 
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When estimating the backlog, expressions can yield the following results: 

- the intensity of processing incoming requests on the intermediate device is 

higher i  than at the terminal, so the delay is less than on the neighboring processing 

node. In this case, a local delay is introduced to equalize the total data flow. 

- the backlog obj minTb (t ) Tb (t )  and its variation between neighboring 

processing nodes is within the norm: 1obj i obj iTb Tb (t ) Tb (t )  . In this case, the value of 
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the service curve and the departure functions is determined, and the type of the 

service curve can be represented as follows:  

0 1n [ ,t ]n t n n( t ) min [ r ( t ) ( t )
      

departure function: 

0 1i [ ,t ]n t n nD (t ) max [Tb v ( t )]
   . 

-if obj minTb (t ) Tb (t ) , then the minimum acceptable processing rate iminr  for the 

given flow is selected in accordance with the expression (): 

- if obj maxTb (t ) Tb (t ) , then the reservation of the required computing resources 

does not take place. The value of the delay indicator, registered with the SLA is 

reconsidered. Here the following statements are taken into account [57]: 

 

n n
Tb n

r ( t )M(t ) r ( t )M(t ) Tb( )
f ( r ) max

t

    



.               (4.28) 

 

The value of the "good" arrival curve for a node 1nr   is subject to the following 

distribution function [47]:  

 

( t ) Tb( t )
f ( t ) max

M(t )


 
 ,                                   (4.28) 

 

where M(t )  is the amount of data transmitted over a period of time 0 endt,t ( ,t ]  

4. Formation of a set of processing nodes. The selection of processing nodes 

(physical NFVI elements) that meet the approved requirements is also a complex 

task, which requires an analysis of the ratio of the arrival function (𝑡) and the 

productivity function P(𝑡) of the processing node.  

Steps 3-4 are executed recursively, as long as there are intermediate processing 

nodes. The algorithm is considered complete when the path (processing nodes) 

between the terminal node A and the node B is defined. 

As an example, a fragment of the network with NFV technology support is 

considered. Provision of services with guaranteed quality of service in this fragment 
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is achieved through load control using a resource reservation mechanism (RSVP) 

[57]. 

Let the flow be determined by the triplet (p, r, M, b), which corresponds to T-

SPEC and is transmitted from the source to the destination through N nodes, where 

nodes 1 and N are the final elements of the system, nodes 2, ..., N-1 are intermediate 

elements. 

The considered fragment of the network infrastructure and the diagram of the 

process of establishing the connection using the RSVP protocol are shown in Fig. 4.9  

 

a) 

 

b) 

Fig. 4.9. A fragment of the experimental network infrastructure and the diagram of 

the resource reservation process via RSVP 
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In general, the resource reservation process can be represented as follows: the 

connection initiator generates and sends a PATH message. In the body of the PATH 

message, the data defining the specification of the service flow (class of service and 

priority i ) is transmitted. The information about the characteristics of the flow is 

viewed and analyzed by intermediate nodes, on the basis of the analysis the device 

either generates a message about the impossibility of transmission or reserves the 

required amount of resources. 

When the route, which allows to ensure the guaranteed quality of service, is 

built, the destination node generates the RESV message. The RESV message contains 

information about the minimum flow processing rate i minr . The value i minr  is formed 

from the end-to-end delay and backlog values. 

The RSVP session is described by three parameters [51, 57]: DestAddress, 

ProtocolId, the characteristics of the service class are defined in the ToS field of the 

packets that belong to the flow. DestAddress is the IP-address of the information 

packets destination (unicast or multicast). ProtocolId is the IP protocol identifier.  

The T-SPEC can include [2, 88]: the source IP address, the destination address, 

the destination and source port numbers, the ToS field, and the transport protocol 

code. The more parameters are included in Tspec, the more complex the task of the 

transit router is, the longer the delay is. In the case of IPv6, the task is greatly 

simplified (if the classification by labels is enough and the port numbers are not 

analyzed). 

In accordance with the above algorithm for modeling the process of resource 

reservation and obtaining numerical characteristics, the following sequence of actions 

is performed:  

 1. Definition of T-SPEC. A flow specification is formed (p, r, M, b). Assume 

p=10 Mbps, r=5.2 Mbps, M=1500 Bit, b=20.4 Kbps 

2. Formation of the arrival curve. In accordance with T-SPEC, an arrival curve 

is formed. In this case, the arrival curve is given by an equation of the form 

6 6 31500 10 10 5 2 10 10 2 10 0 05( t ) min( B Bps t; , Bps t , Bps / , s )         . 
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3. Formation of the service curve. The considered resource reservation model 

assumes that the nodes have a service curve of the type i(t ) f ( R,d,Tb )   where 

nR minR ,
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. 

The processing nodes have the following characteristics: 1Tb =3.04 Kbps, 2Tb =

3Tb =2.04 Kbps, 4Tb =5.12 Kbps provided the arrival of a uniform flow with a 

maximum packet size M=1500 Bit; 1maxd (t )=600 ms; 2maxd (t )=620 ms; 3max
d ( t )=612 

ms; 4maxd (t )=1000 ms; 1R =5.5 Mbps; 2R =5.2 Mbps, 3R =4.8 Mbps, 4R =1.022 Mbps 

The delay value for the first node is 600 ms, and the minimum processing rate 

is 1.022 Mbps. The delay time in this case is 512 Kbps. Fig. 4.10 shows a graph 

presenting the changes in backlogging and delay on the processing nodes.  

 

 

а)         b) 

Fig. 4.10. Graphs of the dependence of the delay on the processing rate of the 

processing node 

 

The "end to end" delay value is 1000 ms. In this case, the destination retains 

the minimum rate, namely 1.002 kbps. Based on the analysis of the characteristics of 

node 4, it is not possible to maintain these characteristics (Fig. 4.9). 
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4.6 Conclusions to Chapter 4 

 

1. Analysis of the mechanisms for providing services and means for QoS 

assurance in multiservice networks supporting NFV technology has shown that 

insufficient attention has been paid to the development of the management and 

orchestration of services. The existing specifications focus on functional quality 

indicators and structural analysis of NFV infrastructure elements that ensure the 

correct compilation and provision of services. At the same time, non-functional 

quality indicators (time characteristics, performance, reliability, etc.) are not clearly 

defined, and with each ready NFV solution can vary significantly. 

2. Analysis of the functional features of the MANO system throughout all 

stages of the service life cycle has shown that time quality indicators, such as delay 

and its variations, response time are critical in the stages. It is noted that analyzing 

and modeling the indicators of this type is quite a labor-consuming task: the existing 

tools: the systems theory, the information distribution system do not allow 

monitoring and visualizing the dynamic change in the characteristics of the NFV 

infrastructure. 

3. To simulate changes in network characteristics in the process of providing 

services to end users, it was suggested to apply the theory of network calculus. 

4. Based on the theory of network calculus, a number of definitions have been 

developed that allow the most complete modeling of NFVI elements and 

environmental conditions affecting their functioning. Methods for analyzing the 

behavior of NFVI in two time models are proposed: continuous (arrival and service 

curves) and discrete (arrival and departure) time. 

5. A method for modeling NFVI processing nodes within the network calculus 

is proposed, scenarios for processing one data flow and an aggregated type of traffic 

are considered. The algorithm of stabilization of the aggregated flow is given, which 

allows avoiding a decrease in the efficiency of the network infrastructure with partial 

reduction of processing nodes. The analysis of the factors affecting the delay and 

backlog of the data flows on the processing nodes is performed. 
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6. Determining of boundary indicators of service quality NFVI. The model of 

interaction of the processing nodes characterized by the same disciplines of service. 

The combination of processing nodes that characterized by different service 

disciplines. 

7. An algorithm for resource reservation when providing services using NFV 

technology is developed based on the theory of network calculus. The algorithm is 

based on analysis and evaluation of the boundary values of the delay and rate of data 

processing at each node. As a test of the proposed algorithm, a practical example of 

resource reservation using RSVP is given.   
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CONCLUSIONS 

In the thesis, the relevant scientific and applied problem is set and solved, 

which is connected with providing the required level of service quality in virtualized 

networks due to mathematical models and methods of analysis and verification at 

various stages of NFV development, and, accordingly, to improving the quality of 

services and their availability. 

In accordance with the results obtained in the course of solving the scientific 

and applied problem, a number of the following conclusions were made: 

1. Analysis of the current state and perspectives for the development of 

multiservice networks has shown that several factors have a key importance in the 

process of providing services to end users: the efficiency of the management system 

and the cumulative physical characteristics of network equipment. Increasingly, there 

are situations when the equipment of the provider does not allow providing the entire 

range of services demanded by users. Introduction of virtualization technology of 

network functions allows increasing the range and efficiency of service provision by 

using software implementation of network equipment functions. 

2. Analysis of the main components of the architecture and interfaces that 

provide interoperability between the NFV modules showed that most of the problems 

encountered in the implementation and delivery of services using NFV technology 

are caused by the lack of clearly defined requirements and standardized specifications 

as well as the availability of several versions of the platforms for managing 

virtualization processes and their internal differences, proprietary solutions offered by 

various developers. 

3. As a method of formalizing the requirements of the specification, it is 

suggested to use the mathematical apparatus of temporal logics, in particular logic of 

linear and computational tree time. An important distinction of temporal logics from 

existing mathematical methods of formalization of the specification is the possibility 

of notation of parallel processes, reflection of changes in their sequence over time 

and the overall duration of the processes. Based on the basic rules of temporal logics, 

a method for identifying contradictions in the requirements and statements of the 
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specification was developed. The proposed method is based on the search for 

mutually exclusive atomic statements. The use of this method has made it possible to 

increase the efficiency of the process of requirements analysis, and to reduce the 

probability of errors in the provision of services. 

4. Analysis of the correctness network resources allocation is proposed to be 

carried out using the model approach. The choice of the method is determined by 

economic indicators: the identification of errors directly at the stages of 

implementation and functioning leads to significant material costs. As a mathematical 

apparatus for modeling the processes of providing services, it is proposed to use E-

networks. The method for the synthesis of E-nets with formalisms of temporal logics 

is developed, reflecting the requirements and approval of the specification. During 

the evaluation of the network resources allocation correctness, and also with the 

purpose of establishing the preservation of functional and non-functional 

requirements in the implementation model, it is suggested to analyze such 

algorithmic properties as boundedness, activity, reachability and safety. 

5. As a method of analyzing the algorithmic properties of the E-net, the use of 

the theory of formal grammars, in particular regular context-dependent grammar and 

the generation of chains of P-type language, is suggested. The method for 

synthesizing formal grammar, in particular P-type language, has been developed, it is 

possible to uniformly display each active transition of a protocol model on the basis 

of the E-network with its corresponding symbol, allowing unambiguous 

interpretation of the model state changes with the help of symbols of the alphabet. 

Formation of speech strings or output products of P-type has allowed determining the 

existence of loops and the sequence of processes, and did not lead to errors in the 

provision of services. 

6. Confirmation of the consistency of the developed network solution 

properties to the whole set of requirements was proposed to be carried out with the 

help of verification, in particular, the use of the classical "Model Checking" approach 

was suggested. When the verification method was developed, the main distinctive 

features of the service provision processes in virtualized networks supporting NFV 
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technology as well as limitations of existing methods were considered. In order to 

eliminate the identified shortcomings, such as the effect of the states space "combined 

explosion", it was proposed to use several scenarios of verification process. The 

verification process is based on the sequential verification of the equivalence of the 

language strings in the implementation E-model and the specification, respectively. 

The application of the proposed method in the algebraic form allows describing the 

reasons for the discrepancies in the behavior of the protocol implementation and its 

specification as well as identifying ways of their elimination. During the evaluation 

of the effectiveness of the proposed method, the experiment is carried out: 

verification of a fragment of the network by two methods – the developed method 

and the SPIN method. It was stated that the gain from using the developed method 

was 15.9%. 

7. An algorithm for resource reservation when providing services using NFV 

technology is developed based on the theory of network calculus. The algorithm is 

based on analysis and evaluation of the boundary values of the delay and data 

processing rate at each node. As a test of the proposed algorithm, a practical example 

of resource reservation using RSVP has been given. 
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